IN financial markets

Amanat Hussain E



Managing Operational Risk in
Financial Markets



This book is dedicated to my father Haji Mir Mohammad Hussain.



Managing Operational
Risk in Financial Markets

Amanat Hussain

UTTERWORTH
EIT NEMANN

OXFORD AUCKLAND BOSTON JOHANNESBURG MELBOURNE NEW DELHI



Butterworth-Heinemann

Linacre House, Jordan Hill, Oxford OX2 8DP

225 Wildwood Avenue, Woburn, MA 01801-2041

A division of Reed Educational and Professional Publishing Ltd

"&A member of the Reed Elsevier plc group
First published 2000
© Amanat Hussain 2000

All rights reserved. No part of this publication may be reproduced in

any material form (including photocopying or storing in any medium by
electronic means and whether or not transiently or incidentally to some
other use of this publication) without the written permission of the
copyright holder except in accordance with the provisions of the Copyright,
Designs and Patents Act 1988 or under the terms of a licence issued by the
Copyright Licensing Agency Ltd, 90 Tottenham Court Road, London,
England W1P OLP. Applications for the copyright holder’s written
permission to reproduce any part of this publication should be addressed

to the publishers

British Library Cataloguing in Publication Data
Hussain, Amanat
Managing operational risk in financial markets
1. Risk management 2. Financial institutions — Investments — Management
I. Title
332.6

ISBN 0 7506 4732 9

Typeset by Avocet Typeset, Brill, Aylesbury, Bucks
Printed and bound in Great Britain

LANT A
P I

FIt EYERY TITUL TRAT WE PUHLISH. ILTTERWOHTI-HEINEMANY
WILL PAY FUH ITCY TOF FLANT NI CARE FOX A TREL.




Contents

ACKNOWLEDGEMENTS Xi

1. INTRODUCTION 1
2. FINANCIAL LOSSES OVER THE PAST FEW YEARS 7
Collapse of Barings 11

3. REQUIREMENT FOR RISK MANAGEMENT 17
Derivatives and risk management 18
Hedging existing positions 19
Reduce borrowing costs 19
Investing to generate income 19
Leverage, risks and volatility 20

4. INTRODUCTION TO DERIVATIVES 22
Development of the derivatives industry 22
Understanding derivatives products 28
Futures contracts 30
Options contracts 32
Forward contracts 34
Forward rate agreements (FRAS) 35
Swaps 37
Product comparisons 39
Understanding the market structures 42
Impact of technology 44
Structure of the exchanges 45

Role of the clearing house 46
Clearing members and their clients 48
OTC derivatives clearing and settlement process 49

Transaction processing and settlement for OTC instruments 50
Trade execution 50



EI Contents

Data capture o1
Confirmation processing 51
Management information and internal controls 52
Settlement 53
Collateralization 53
Central clearing for OTC derivatives 53

5. OPERATIONAL RISK SURVEY CARRIED OUT FOR THIS BOOK 56
Results of the market survey 57
Operational risk parameters identified during the survey 58
Organizational structure identified during the survey 99
Operations structure 61
1997 Operational Risk Management Survey 70
Operations cultural model m
6. RISK SPECTRUM 74
No unique risks to users of derivatives 74
Risk categories 76
Market risk 177
Credit risk 78
Operational risk 78

7. MANAGING OPERATIONAL RISK 91
Introduction 91
Why manage operational risk? 95
Recurring operating losses 95
Growing complexity of the trading environment 95
Client demand 97
Need for integrated risk management 98
Measuring operational risk 98
G-30 and Basle Committee reports on risk management 99
Risk management framework 103
The role of senior management 105
Risk management culture 110

Enterprise-wide co-ordination 116



Contents

10.

Managing organizational paradoxes
The paradox of globalization
The paradox of control
The paradox of work flexibility

Toward a more flexible organization

. BUSINESS PROCESS REENGINEERING

Benefits of BPR
Customer service
Cost management
Staff empowerment

BPR processes

Case study — ABC Futures
Phase 1 - Definition
Phase 2 — Implementation
Phase 3 — Measurement

. THE LEARNING ORGANIZATION

Why become a learning organization?
Creating a learning organization
Barriers to learning
Knowledge management
The role of technology in knowledge management

CHANGE MANAGEMENT

Introduction

Resistance to change

Force field analysis
Stage 1 — Creating a vision
Stage 2 - Identifying the force for and against change
Stage 3 - Identifying the actions

Developing commitment
Preparing for change
Implementing change
Post-implementation issues

117
117
120
121
122

125
127
127
127
128
129
131
133
139
141

143
144
146
150
151
135

197
197
159
161
162
162
162
163
164
164
165

vii



Contents

Framework for managing major change
11. NEW ROLE FOR OPERATIONS

12. ENTERPRISE-WIDE RISK MANAGEMENT
The role of technology
Enterprise-wide risk information systems
Component or product layer
Interface layer
Data integration engine
Data warehouse layer
Client interface layer
Challenges to enterprise-wide risk management
Build or buy?
In-house development
Deciding to buy a system
Outsourcing the development to an external supplier

13. PROJECT MANAGEMENT FOR AN ENTERPRISE-WIDE RISK
MANAGEMENT SYSTEM
Technology risk
Scheduling risk
Financial risk
Supplier risk
Infrastructure risk
Business control and security risk
Project management framework
Project manager
Risk assessment
Technical issues
Project schedules
Progress monitoring and control
External suppliers and influences
Implementation and operational issues

165
168

172
173
173
179
181
182
182
182
183
186
188
189
191

195
196
196
197
197
197
198
198
199
200
201
202
203
205
206



Contents

14.

13.

OPERATIONAL RISK MODEL
Operational risk management cycles
Risk environment

Risk management and control
CONCLUSIONS

GLOSSARY

APPENDIX 1. EXCHANGE CODES
APPENDIX 2. OPERATIONAL RISK MANAGEMENT

BIBLIOGRAPHY
INDEX

208
210
212
214
220
224

247
248

239
265



This Page Intentionally Left Blank



Acknowledgements

It is hard to know where to start when writing the acknowledgements; this makes
them the most difficult part of the book to write. However, I am indebted to all
the individuals and companies that took part in the survey and provided infor-
mation for this book. I would also like to thank all the individuals who con-
tributed by providing articles and reports about derivatives operations and
controls.

I owe special thanks to Bsharat Hussain for his valued contribution to the

book.



This Page Intentionally Left Blank



Introduction

The financial markets industry has undergone tremendous
changes over the past few years. The main drivers for change have
been, and continue to be, globalization, advances in information
technology and telecommunication. With the current trends in
mergers and acquisitions creating larger and larger institutions
and the developments in technology, the pace of change within the
industry is accelerating. The resulting competitive and challenging
environment makes it imperative that financial institutions under-
stand the risk that they are facing and have effective controls and
procedures, systems and skills in place to deal with them.

The developments in technology provide financial institutions the
ability to analyse and react to market information much more
quickly. The continued development in data management and
data analysis techniques and capabilities along with changes in
communication technology mean that market data and rate move-
ments are available to all institutions almost instantaneously
across the globe. The ability to receive, assimilate, analyse and
react to this flow of information will provide the key competitive
advantage to an institution.

While market and credit remain the key focus of risk manage-
ment, the importance of operational risk in this volatile, high
volume, and high technology environment is also enhanced.
Organizational structure and culture along with technical infra-
structure and staff commitment and skills play an increasingly
important role. In this environment, the presence of a strong and
an effective risk management infrastructure is of paramount
importance to a financial institution. This not only requires the
development of robust models for monitoring market and credit
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risk but also new approaches for understanding and managing
operational risk. The nature of operational risk is that it does not
easily lend itself to quantitative measurements and analysis.
Therefore, in developing risk management infrastructure, institu-
tions need to adopt a pragmatic approach that utilizes the best
available tools and technology as well as common sense.

The purpose of this book is to outline what is important in terms
of risk management and to focus on operational risk as a key
activity in managing risk on an enterprise-wide basis. While risk
management has always been an integral part of financial activity,
the 1990s has seen risk management establish itself as a key func-
tion within banks and other financial institutions. With greater
emphasis on ensuring that money is not lost through adverse
market conditions, counterparty failure or inappropriate controls,
systems or people, risk management has become a discipline in its
own right within financial markets.

The current era of risk management is synonymous with the
development of the derivatives markets. Two key events in the
early 1970s provided impetus for the increased use of derivatives.
The first was the collapse of the Bretton Woods agreement in 1973
that led to a system of more or less freely floating exchange rates
among many of the major trading countries. The subsequent
requirement for the measurement and management of foreign
exchange risk led to the development and increased use of deriva-
tives products. The second key development in 1973 was the pub-
lication of the ideas underlying the Black-Scholes formula that
provided the conceptual framework and basic tools for risk meas-
urement and management.

The introduction of financial derivatives products on the Chicago
Board of Trade (CBOT) and Chicago Mercantile Exchange
(CME) during the 1970s and early 1980s and the introduction of
currency and interest rate swaps in 1981 and 1982 paved the way
for the explosion in the use of derivatives products for portfolio
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hedging, risk management and income generation. The 1980s and
1990s has seen a tremendous growth in exchanges trading futures
and options contracts. The London International Financial
Futures and Options Exchange that started trading in 1982 was
followed by the Singapore International Monetary Exchange in
1984 and the Hong Kong Futures Exchange in 1985. Marche a
Terme International de France (MATIF) in France opened in 1986
and Deutsche Terminborse (DTB) in Germany opened in 1990.
Numerous exchanges around the world have sprung up during the
1990s.

In parallel with the development of the exchange traded deriva-
tives, over-the-counter (OTC) derivatives products have also seen
tremendous growth both in terms of their use and their character-
istics. The nature of the OTC derivatives products, which allows
their structure and cashflow characteristics to be tailored to match
the user’s risk/reward profile, makes them an indispensable tool
for risk management. The development of the OTC market added
an array of new products including forward rate agreements
(FRAs), swaps, options, swaptions, cap and floors that can be
based on financials, equities, commodities or metals.

There have been some major advances in technology and commu-
nication in the recent years. This has impacted both the organiza-
tional culture and structure and the flow of information within the
organizations. The information revolution of the 1990s has forced
institutions to re-evaluate their structure in order to become more
flexible, productive and profitable. This is leading to flatter organ-
izations where tiers of middle management have been removed.
With better and more efficient flow of information, organizations
are becoming more dispersed, decentralized and federal in nature.
The move away from functional hierarchies to more project based
organizations provides the flexibility that is needed but it also
creates control problems that need to be addressed.

Advances in technology are allowing institutions to trade more
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efficiently, leading to greater volumes of transactions during
periods of market volatility. With access to data through many
channels, increased automation and straight through processing,
there is a significant increase in data processing and management
requirements. There is an increasing requirement for organiza-
tions to provide and share information with their customers and
partners on a real time basis. As the information systems become
more integrated, the boundaries between organizations are begin-
ning to blur. The development of the Internet and intranets has
speeded up the flow of information and is set to have a tremen-
dous impact in the banking industry. The increased flexibility and
growth in the speed and volume of information flows places
greater demands on the organizational infrastructure and staff
and requires more efficient and effective monitoring and control
systems.

In this flexible, integrated, decentralized and federal financial
institution, the requirement for an enterprise wide approach to
risk management is fundamental to its successful operation. With
increased globalization and greater emphasis of customer service,
institutions will need to develop strategies for all the risks that
they face and not just concentrate on market or credit risk. In this
global and federal organization personnel, technology, legal, rep-
utation and control risks become much more significant.

In this environment, companies need to update and upgrade the
operational and structural models. They need to move away from
imposing risk controls on the various functional units and develop
a risk management culture within the organizations where all staff
have the responsibility for risk management.

Events in the 1990s have focused attention on monitoring and
control functions and the need for enterprise wide risk manage-
ment. Banks and financial institutions, which were traditionally
considered to be well managed and relatively low risk institutions,
are now having to concentrate on building their risk management
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infrastructure. Managing risk is now the paramount topic within
the financial sector. The emphasis has switched from making
money to not losing it. Recurring major losses through the 1990s
have shocked financial institutions into placing much grater
emphasis on risk management and controls. The collapse of
Barings, the losses at Metallgesellschaft, Orange County, Diawa
and Sumitomo as result of a lack of procedures, systems or man-
agerial control have demonstrated to the organizations the need to
broaden the scope of their risk management activity from merely
looking at market and credit risk. This has brought into focus the
need for managing operational risk. Operational risk can only be
managed on an enterprise wide basis as it includes the entire
process of policies, culture, procedures, expertise and systems that
an institution needs in order to manage all the risks resulting from
its financial transactions. In fact, in order to effectively manage
market and credit risks it is necessary to have the relevant skills
and expertise in the staff, technical and organizational infrastruc-
ture, as well as monitoring and control systems. As all of these are
components of operational risk, it then becomes apparent that an
integrated risk management approach needs to focus on opera-
tional risk.

With any activity that has an element of risk associated with it, the
construction of effective and meaningful controls and procedures,
and their proper implementation, are prerequisite to safe opera-
tion.

Operational risk is no more or less important than trading or
counterparty or credit risk. It is, however, an area that has tradi-
tionally received less attention and is frequently considered to be
less importance. Events in the industry have all too graphically
illustrated the danger of concentrating attention on what is con-
sidered to be the ‘sharp end’ of the business.

This book develops a new model for managing operational risk
within the financial markets industry. As well as defining the
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major types of risk and assessing the importance of effective oper-
ational risk management, this book provides a detailed frame-
work for managing operational risk taking into account the
developments in technology as well as the latest techniques in
organization development. It reviews the organizational develop-
ment techniques available to financial institutions which can be
used to ‘embed’ a risk management culture within these organiza-
tions. This book reviews the role for the operations area and out-
lines the cultural changes and the paradigm shift that is required
in order redefine this area and its role in a modern knowledge
based organization of the twenty-first century.

In writing this book I have addressed the following major issues:

1 Outline the major types of risks that can affect a financial insti-
tution and define the constituents of operational risk.

2 Review current organizational structures, people, processes and
technology within financial institutions for the operations area.

3 Analyse the cultural changes and paradigm shifts that are nec-
essary to redefine the operations function within a knowledge
based financial institution.

4 Review some of the organizational development techniques,
particularly business process reengineering, organizational
learning and knowledge management, that can be adopted to
help manage financial institutions in a continuously changing
and increasingly competitive environment.

5 The role of technology in facilitating the paradigm shift that is
necessary for institutions to gain competitive advantage as well
as managing risk through operational excellence.

6 Develop a framework for an enterprise wide information
system to facilitate effective risk management.

7 Outline a framework and develop a model for managing oper-
ational risk and define an updated role for the operations area
within financial institutions.



Financial losses over the
past few years

The range and use of derivatives has grown dramatically over
recent years. Whether transacted on the regulated exchanges (i.e.
CBOT, CME, LIFFE, SIMEX etc.) or over-the-counter, derivatives
are widely used by banks, corporates, financial institutions, fund
management companies and other organizations to achieve a
variety of trading or hedging objectives. Derivatives play and will
continue to play an important role in the world’s trading and
financial systems. Yet many, both inside and outside the financial
markets, remain uncomfortable with derivatives activity. The
instruments are seen as inherently risky, complex and obscure.
The collapse of Barings, in 1995, as a result of unsustainable
trading losses and other high profile losses within the industry has
further reinforced this perception. The most common assumption
about the derivatives business is that it is high risk. To quote the
Financial Times, 4 March 1995:

A derivative is like a razor. You can use it to shave yourself
and make yourself attractive to your girlfriend. You can slit
her throat with it. Or you can use it to commit suicide.

Other notable quotes are ‘“Wild cards in international finance’ by
a member of the American Congress and ‘the dreaded derivatives’
by the Governor of the Bank of England in the aftermath of the
Barings collapse.

These comments after the collapse of Britain’s oldest bank were
very emotive in nature. Derivative instruments perform a very
important risk management and hedging function. The versatility
of the derivatives instrument lies in the fact that their structure
and characteristics can be customized to the user’s needs. OTC
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derivatives can be custom-tailored with unique structures and
payoff functions that effectively dovetail with a client’s particular
risk profile and outlook. However, the leverage nature of the
product means that very large exposures can be gained with rela-
tively small capital outlay. Unless the associated exposure and risk
is monitored and controlled effectively, the potential for high
financial losses is undoubtedly very real.

The past few years have seen a number of high profile risk man-
agement problems within the financial markets industry including:

® $1.06 billion provision! made, in 1998, to compensate for
anticipated losses on Credit Suisse First Boston’s (CSFB)
Russian operations. CSFB had hedged their rouble exposure by
buying currency forwards on the Moscow Interbank Currency
Exchange (Micex). However, of the $1.06 billion provision,
$637 million was the result of the losses sustained on the cur-
rency forwards. These derivative losses occurred because
Micex and several Russian banks either defaulted or termi-
nated the contracts written with CSFB as the counterparty. This
was an example of losses due to country risk.

® $3.5 billion bailout of the Long-Term Capital Management
fund that specialized in the highly leveraged and complex
derivatives contracts.

® The collapse of Barings as a result of unsustainable trading
losses on trading the futures contracts on the Singapore
International Monetary Exchange (SIMEX). The losses
occurred due to deliberate and sustained fraud perpetrated by
Singapore-based trader Nick Leeson on his trading in the
SIMEX exchange. Barings lost $1.5 billion because Nick
Leeson took unauthorized futures and options positions on the
Nikkei 225 and Japanese government bonds (JGBs) contracts.
At the height of his activities, Leeson controlled 49 per cent of
the open interest in the Nikkei 225 March 95 contract. Despite
having to finance the margin calls as the market dropped, the
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Barings board and senior management claim to have been
unaware of Leeson’s activities.

In December 1993, Metallgesellschaft AG (MG) reported that
its Energy Group was responsible for losses of approximately
$1.5 billion, due mainly to cashflow problems resulting from
large oil forward contracts it had written. MG used futures and
swaps to hedge the fixed-rate oil products they had sold
forward. While MG’s hedge adequately transferred its market
risk, the sheer size of their position (160 million barrels of oil)
created an enormous amount of funding risk. When the oil
prices started to drop, MG lost money on the hedge positions
and received margin calls on their futures positions. Although
gains in the forward contract positions offset the hedge losses,
a negative cash flow occurred in the short run because no cash
would be received for the gain in the value of the forward con-
tracts until the oil was sold. Although no economic loss would
occur because of their hedge strategy, the size of their position
created a funding crisis that led to MG unwinding their posi-
tions and sustaining the $1.5 billion losses.

On 26 September 1995 Daiwa Bank, one of Japan’s major
commercial banks, announced $1.1 billion in losses arising
from the activities of a rogue trader at its New York branch.
Iguchi Toshihide carried out more than 30,000 unauthorized
trades over 11 years in US government bonds.

In March 1997, Natwest Markets reported? that it had lost
over £90 million due to mis-pricing of some OTC interest rate
options. The mis-pricing had taken place over a period of two
years. The fact that the problem remained undetected for such
a long time brought into question the effectiveness of both
internal and external controls at Natwest.

Sumitomo’s head copper trader, Yasuo Hamanaka, disguised
losses totalling $1.8 billion over a ten year period. During that
time, Hamanaka performed as much as $20 billion of unau-
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thorized trades a year. He was able to hide his activities because
he headed his section and had trade confirmations sent directly
to himself, bypassing the back office.

In December 1994, Orange County stunned the markets by
announcing that its investment pool had suffered a loss of $1.6
billion.? This was the largest loss ever recorded by a local gov-
ernment investment pool, and led to the bankruptcy of the
county shortly thereafter. This loss was the result of unsuper-
vised investment activity of Bob Citron, the County Treasurer,
who was entrusted with an $7.5 billion portfolio belonging to
county schools, cities, special districts and the county itself. In
times of fiscal restraints, Citron was viewed as a wizard who
could painlessly deliver greater returns to investors. Indeed,
Citron delivered returns about 2% higher than the comparable
State pool. Citron was able to increase returns on the pool by
investing in derivatives securities and leveraging the portfolio
to the hilt. The pool was in such demand due to its track record
that Citron had to turn down investments by agencies outside
Orange County. Some local school districts and cities even
issued short-term taxable notes to reinvest in the pool (thereby
increasing their leverage even further). This was in spite of
repeated public warnings, notably by John Moorlach, who ran
for Treasurer in 1994, that the pool was too risky.
Unfortunately, he was widely ignored and Bob Citron was re-
elected. The investment strategy worked excellently until 1994,
when the Fed started a series of interest rate hikes that caused
severe losses to the pool. Initially, this was announced as a
‘paper’ loss. Shortly thereafter, the county declared bankruptcy
and decided to liquidate the portfolio, thereby realizing the
paper loss.

In 1994, Procter and Gamble announced a $175m loss on
leveraged derivatives. They had tried to save $1.5m of a total
of $7.5m interest charge on a $200m loan. They had written a
derivatives contract against the rise of American interest rates.
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Every time the interest rates rose, the company decided to
pursue the deal by increasing their exposure.

These are examples of just a few experiences over the past few
years and there are many more reported and unreported incidents
that could be added to the list. However, what is important is that
none of these examples represent straight market or credit risk,
but all are examples of a lack of procedures, systems or manage-
rial control, i.e. these are all issues associated with operational
risk.

Operational risk does not easily lend itself to quantification or
standardization and therefore has received less attention from
both the practitioners and regulators. In fact it has become a
‘Cinderella’ of the main risk categories within the industry, with
relatively little investment in this area compared with market,
counterparty or credit risk.

Collapse of Barings

The collapse of Barings brought into focus the issues of manage-
ment and controls. The events that led to the collapse of Barings
demonstrate how mismanagement and lack of controls can impact
the operation — thus bringing down an institution with lightning
speed. The control and risk management issues raised by Barings
apply as much to cash positions as they do to derivative ones, but
the leveraged nature of derivatives exaggerates any shortcomings
in controls. With derivatives, only a relatively small amount of
money (called a margin) is needed to establish a position, and an
institution can find itself facing substantial financial obligations.
The leverage and liquidity offered by major futures exchanges
means that these obligations, once in place, can mount very
quickly. This is where derivatives differ from bad loans or cash
investments, whose ill-effects can take years to ruin an institution.
Lillian Chew* reports that
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The activities of Nick Leeson on the Japanese and Singapore
futures exchanges, which led to the downfall of his employer,
Barings, are well-documented. The main points are recounted
here to serve as a backdrop to the main topic of this chapter
— the policies, procedures and systems necessary for the
prudent management of derivative activities. Barings col-
lapsed because it could not meet the enormous trading obli-
gations, which Leeson established in the name of the bank.
When it went into receivership on February 27, 1995,
Barings, through Leeson, had outstanding notional futures
positions on Japanese equities and interest rates of US$27
billion: US$7 billion on the Nikkei 225 equity contract and
US$20 billion on Japanese government bond (JGB) and
Euroyen contracts. Leeson also sold 70,892 Nikkei put and
call options with a nominal value of $6.68 billion. The
nominal size of these positions is breathtaking; their enormity
is all the more astounding when compared with the bank’s
reported capital of about $615 million.

The events that led to the collapse of Barings have been well doc-
umented. However, there are a number of key issues that need to

be highlighted:

1 The major blame for collapse of Barings must lay with the atti-
tude of the senior management to risk management and con-
trols. There was only limited knowledge on derivatives among
senior management. There was little analysis of how Leeson had
been able to generate the reported profits. There was very little
follow up of the audit recommendations. Senior management
appeared almost negligent despite the fact that large sums of
money were borrowed to cover the initial margin requirements.
It is truly astounding that huge sums of money were remitted to
Leeson without anyone requiring him to justify them.

2 Leeson was put in charge of both the front and the back office,
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i.e. there was no segregation between these two key roles. The
back office, through the process of recording, confirming, and
settling the business transacted by the front office, provides the
necessary checks to prevent unauthorized trading and minimize
the risk of fraud. By putting him in charge of both the trading
and the clearing and settlement functions, Barings provided
Leeson with a perfect opportunity for systematic fraud and
allowing him to suppress vital information about the true
extent of his exposure.

There was no independent system of checking exposure and
market risk. The senior management at Barings believed right
to the end that Leeson had a hedged position and that there was
no market risk. It was initial margin calls, i.e. funding risk, that
eventually broke the bank. However, even if the bank had been
able to fund the margin calls, it would not have been able to
withstand the losses it would suffer on the expiry of the con-
tracts.

There appeared to be no segregation of proprietary and client
positions and there was no attempt at reconciling the reported
size of the position and the requested funds to cover the
margins.

Barings imposed no positional limits on Leeson’s proprietary
trading activity. While the nature of the arbitrage activities
means that there is little price risk, there is still basis risk
because the market movements may not be synchronized.
Additionally, with no position limits, an institution can be open
to funding risk where it is unable to meet its current liabilities
due to cash flow problems. This was highlighted both in the
case of Barings and Metallgesellschaft.

The technological, management or control infrastructure as
well as the organizational culture within Barings were not con-
ducive to effective risk management. The relatively small size of
the bank made it unable to withstand the substantial losses that
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it suffered. Barings’ collapse was not due to derivatives but to
lack of adequate risk management and control infrastructure
and culture. However, what derivatives did was to expose these
shortcomings to such an extent and with such speed that the
management was unwilling or unable react to save the bank.

The derivative contracts (Nikkei 225) that brought about the
downfall of Barings are among the simplest of derivative instru-
ments. They are also the most transparent, since they are
exchange traded contracts, with requirements for initial and vari-
ation margin. Despite this transparency, Leeson was able to build
substantial position and during January and February 1995 alone,
he asked for and received $835 million to cover in margin require-
ments. The senior managers at Barings assumed Leeson’s positions
were hedged. However, they did nothing about verifying this.
They ignored the misgivings expressed by the auditors as well as
the warning signals from internal and external sources.

The report’ on the Barings’ collapse prepared by the Board of
Banking Supervision emphasized the serious lack of management
awareness and control environments within Barings. These few
extracts from the report highlight some of the issues:

The Chairman of Barings plc, Peter Baring, described the
failure of controls with regard to BFS as ‘absolute’.

We consider that those with direct executive responsibility
for establishing effective controls must bear much of the
blame. We identify below the ways in which, we have con-
cluded, they failed to discharge this responsibility; and how
others at lower levels of management were also at fault for
failing to act effectively in relation to their own responsibili-
ties.

Leeson was not properly supervised.

Leeson’s back office functions were never effectively moni-
tored; and to the extent that there were other staff in the back
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office in Singapore they were relatively junior and it would
seem, simply obeyed Leeson’s instructions.

We concluded that the system of checks and balances neces-
sary for the proper management and control of a financial
institution failed in the case of Barings with regard to BFS in
a most serious way, at a number of levels and in more than
one location.

The Singapore authority’s report on Barings is even more
damming. It suggests that ‘The Barings crash was a disaster
waiting to happen. There were numerous instances when
control at Barings broke down, from settlements to risk manage-
ment to internal auditing. What struck you was the lack of com-
munication and the lack of ability to use information coming from
outside.’

A short extract from the concluding comments of the Lillian
Chew report* provides the warning note for other institutions:

Although Barings’ fate was only sealed in the final weeks of
February, the seeds of its destruction were sown when senior
management entered new businesses without ensuring ade-
quate support and control systems. The collapse of Britain’s
oldest merchant bank was an extreme example of operations
risk, i.e. the risk that deficiencies in information systems or
internal controls result in unexpected loss. Will it happen
again? Certainly, if senior managers of firms continue to dis-
regard rules and recommendations which have been drawn
up to ensure prudent risk-taking.

1 Ted Kim, Force Majeure, Futures and OTC World, November
1998, p. 25.

2 Financial Regulators to descend on Natwest, The Irish Times
on the Web, March 3 1997.
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3 Jorion Philippe, Orange County Case: Using Value at Risk to
Control Financial Risk, 1998.
http://www.gsm.uci.edu/~jorion/oc/case.html.

4 Chew Lillian, How Leeson Broke Barings,
http://risk.ifci.ch/137560.htm.

5 Report of the Board of Banking Supervision inquiry into the
circumstances of the collapse of Barings, Bank of England,
HMSO 1995.



Requirement for risk
management

There is an absolute requirement to establish a risk strategy along
with effective controls, procedures, processes and systems to
monitor and manage risk. Operations and control functions may
not be revenue earners, but they are at the core of the running of
the business. If, or when, these controls fail then results can be
spectacular, as happened in the case of Barings.

Whatever the image that operations conjures up, and in most
cases it is not very complimentary, management is nevertheless as
collectively responsible for its effective and efficient functioning as
it is for maintaining the revenue streams and profit generated by
the front office. Basic business sense would suggest that an ineffi-
cient or an ineffective back office would erode the profit made in
the front office.

When it comes to derivatives, the importance and the effectiveness
of the back office is highly significant. Derivatives, exchange
traded or over the counter, have as their function the transfer of
risk. The discipline associated with the clearing and settlement of
these products is therefore of paramount importance if the use of
the products is to be made safely.

The business managers responsible for the operations function
have a duty to ensure that the necessary disciplines are success-
fully enforced. However the real key to a safe operation is the
ability of the management generally to understand the processes
and controls required for the settlement and administration of all
the instruments involved. In most of the incidences where spec-
tacular losses incurred due to derivatives activity, considerable
sums of money were moving out of the organizations concerned.
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This fact alone should have alerted the management to the
impending problems. Leeson was a prime example of an individ-
ual exploiting the obvious lack of knowledge amongst his superi-
ors at Barings.

The recent difficulties faced by the financial institutions have
demonstrated the need for increased awareness of risks and
enhanced levels of controls to manage that risk, particularly
within the operational area.

Derivatives and risk management

The huge growth in the use of derivatives is primarily due to their
role in managing and transferring market and credit risk. The
power of derivatives lies in their versatility and universality; the
makeup and characteristics of OTC derivatives are limited only by
the analysts’ creativity. Structure and payoff functions may be cus-
tomized to fit a client’s particular need, to offset existing risks or
to gain exposure to desired risks. Unlike the products typical in
the cash markets and on exchanges, OTC derivatives can be
custom-tailored with unique structures and payoff functions that
effectively dovetail with a client’s particular risk profile and
outlook.

However, like any complex tool, if these products are used in an
uncontrolled fashion they can introduce further risk. For example,
the collapse of Barings was due to a lack of internal control and
management oversight. Derivatives re-allocate risk by the coun-
terparty taking on the mirror position. However, depending on
the type of derivative, their complexity and potential for large
profits can lead their users to overlook the downside risks that
remain.

Derivatives can be used to improve the allocation of resources and
redistribute risks. Like other financial instruments, investors and
borrowers employ derivatives for several purposes: as hedging
tools for existing investments, to take speculative positions, to
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reduce borrowing costs, or simply as an outright asset investment
to generate income.

Hedging existing positions

Many companies use derivatives to protect the value of an exist-
ing position to adverse market developments. The main use of
derivatives is to hedge an asset against adverse price movements
caused by market exposure to exchange rate or interest rate.

Reduce borrowing costs

By using interest rate swaps, borrowers can achieve lower bor-
rowing costs where one party has a comparative borrowing
advantage in one market and swaps payment streams with
another counterparty that has a lower borrowing advantage in
another market. The financing cost advantage is shared among the
counterparties.

Investing to generate income

Derivatives offer a cheap and cost effective way of taking on new
positions. For example, a company may buy a call option on an
index instead of buying the composite shares and paying trading
commissions. Additionally, if the institution wants exposure to
new, volatile and less liquid market, the use of derivatives can be
less complex than the traditional alternatives. Consider the
example of an investment institution that wants to diversify its
holdings across international borders. The traditional approach
would be for the institution to buy foreign stocks — which would
mean dealing in unfamiliar markets with potential high transac-
tion costs and the additional complication of foreign currency
exposures. However, using derivatives, the investment institution
can purchase equity derivatives that provide a guaranteed princi-
pal and a yield tied to the dividends and price appreciation of the
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desired foreign securities. The institution gains a stake in the
upside of foreign equities, limits its downside exposure, eliminates
the necessity for transacting in foreign markets and avoids the
high transaction costs of dealing in the cash markets. Thus the
tailored derivative solution fits better and is more cost effective
than the traditional approach.

Leverage, risks and volatility

The main difference between derivatives and other financial
instruments is the leverage they offer. There is a greater amount of
exposure for the same amount of committed capital. While the
leverage in derivatives is what makes them cost-effective when
covering existing exposures it is this same leverage that makes
derivatives risky. While large gains from positive movements are
obtainable, losses are also magnified. Consequently, the ability to
leverage an investment to obtain greater returns is countered by
the possibility of greater losses depending on the derivative and
the nature of the position taken.

New derivatives products are being developed every day. There is
increased interest in development of derivatives products such as
hedges against insurance risks, e.g. hurricane futures and flood
options. Catastrophe reinsurance futures are being traded on the
Chicago Board of Trade, and OTC insurance derivatives are
beginning to gain acceptance with users. Derivatives seem like the
perfect solution for the insurance industry, whose capital base is
increasingly stretched as the industry copes with the scale of
potential catastrophic risks. As the derivative products develop,
many companies will look to use derivatives to manage business
risks, macroeconomics risks and insurance risks, as well as the tra-
ditional market and credit risks.

Despite the competitive benefits of derivatives as a risk manage-
ment tool, some people remain fearful of them. The well-publi-
cized losses in companies like Orange County, Barings, Diawa and
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Sumitomo has created an impression that the instruments are
inherently risky, complex and obscure.

The accelerating pace of change within the industry resulting from
technological advances and the drive for globalization has high-
lighted the need for an approach to risk management that moves
away from the current preoccupation with and excessive focus on
administrative processes and controls. Organizations need to
adopt strategies that take advantage of emerging technologies and
organizational development techniques. What is needed is an
approach to risk management that is inclusive, i.e. it addresses all
the issues that impact an organization’s ability to effectively
manage risk. These include:

® risk appetite and risk management strategy

® development of risk management culture

® risk measurement and risk monitoring functions
® people, skills and training

® controls, policies and procedures

® technological infrastructure.

The problems throughout the 1990s have demonstrated that risk
management approaches based on administrative controls have
frequently broken down with disastrous results. In order to
survive in the current environment, organizations need to focus on
performance and results rather than tasks. It is only through effec-
tive integration of the corporate strategy, infrastructure, people
and control systems that organizations can develop a risk-aware
culture that will allow them to stay competitive and minimize the
risk of financial disasters.
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Development of the derivatives industry

From very early times, and in many different trading environ-
ments, buyers and sellers have found it advantageous to enter into
contracts, termed futures contracts, calling for a delivery of an
underlying instrument or commodity at a later date.

Professor Don M. Chance in his article Derivatives ‘R’ Us! sug-
gests that derivatives contracts are perhaps a lot older than is nor-
mally believed:

Derivatives have a history much older than most people
believe. In Genesis Chapter 29, around the year 1700 BC,
Jacob purchased an option costing seven years labour that
granted him the right to marry Laban’s daughter Rachel.
Laban reneged, however (perhaps the first default on an OTC
contract) and forced Jacob to marry his older daughter Leah.
Jacob did so but really loved Rachel so he purchased another
option, requiring seven more years of labour, and finally
married Rachel (bigamy was allowed). He ends up with two
wives, twelve sons (patriarchs of the twelve tribes of Israel)
and a lot of domestic friction, which is not surprising. Some
argue that Jacob really had forward contracts, which obli-
gated him to the marriages but that does not matter. Jacob
did derivatives, one way or the other. Around 580 BC, Thales
the Milesian purchased options on olive presses and made a
fortune off of bumper crop in olives. So derivatives were
around before the time of Christ.

Farmers and merchants have practised forward trading through-
out the ages, seeking to hedge against uncertainties of demand,
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weather and harvest. The Dutch whalers in the sixteenth century,
for example, entered into forward sales contracts before sailing,
partly to finance their voyage and partly to get a better price for
their product. With the advent of fast transatlantic Cunard mail
service in 1840, the Liverpool cotton importers entered into
forward contracts with the US exporters who were able to send
samples to Liverpool in advance of the slow cargo ships. The first
‘futures’ contracts are generally traced to the Yodoya rice market
in Osaka, Japan around 1650. These were standardized contracts,
which made them much like today’s futures, although it is not
known if the contracts were marked to market daily. Forward
trading of this sort in grains, coffee, rice and other commodities
occurred in many centres in the USA, Europe and Asia between
the seventeenth and the middle of the nineteenth century.

However, futures trading in commodities is fundamentally differ-
ent in two main ways.

® Where as forwards trading involves individual negotiated con-
tracts between two counterparties, futures trading is based on
standardized contracts.

® The existence of the clearing house as a counterpart to both
sides of the trade that not only settles the trade but also
assumes counterparty risk means that for the first time it was
no longer necessary for mutual familiarity between parties
doing business.

The next major event in the development of the derivatives markets
was the creation of the Chicago Board of Trade (CBOT) in 1848.
Due to its prime location on Lake Michigan, Chicago was develop-
ing as a major centre for the storage, sale and distribution of grain
for the outlying territories. There were severe strains on Chicago’s
storage facilities following the harvest, and under utilization at
other times. Additionally the farmers and merchants wanted to
hedge against the large fluctuations in the spot price of the grain.
This led to the creation of the ‘to-arrive’ contracts enabling the
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farmers to get a better price for their products and merchants to
avoid serious price risk. As these contracts evolved they became stan-
dardized with respect to size, grade and delivery period. Once estab-
lished the standardization enabled contracts to be readily traded.
Thus the forerunner of today’s markets was born and farmers or
merchants who wanted to hedge against price fluctuations, caused
by poor or bumper harvests, bought and sold contracts with traders
(or market makers) who were willing to make a different price for
buying and selling. Speculators, who wanted to gamble on the price
going up or down without actually buying or selling the physical
grain themselves, were also attracted to the market. Therefore lig-
uidity in the contracts was created. The trader was able to lay off the
risk he had assumed from buying and selling with the hedgers, by
doing the opposite buying and selling with the speculators. The
trader’s profit was the difference between buying and selling the con-
tracts. The introduction of the clearing house more or less completed
the initial development of the futures markets.

In 1874 the Chicago Mercantile Exchange’s (CME) predecessor,
the Chicago Produce Exchange, was formed, which provided the
market for perishable agricultural products like butter and eggs.
In 1919 it was recognized and became the modern day Mercantile
Exchange. Futures on a variety of commodities have since come to
the exchange, including pork bellies, hogs and cattle.

The early decades of the twentieth century saw a significant
growth in the futures industry but there were very few further
developments outside the traditional commodities contracts.

However following the collapse of the Bretton Woods system of
fixed exchange rates in 1971, the CME set up a new exchange
called the International Monetary Market (IMM) that would
trade British pounds, Canadian dollars, German marks, Italian
lira, Japanese yen, Mexican pesos and Swiss francs against the US
dollar. These were the first futures contracts that were not based
on physical commodities.
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In 1975 the Chicago Board of Trade created the first interest rate
futures contract, one based on Ginnie Mae (GNMA) mortgages.
While the contract met with initial success, it eventually died. In
1975 the CME responded with the 90-day Treasury bill futures
contract. In 1977 the CBOT created the 30-year T-bond futures
contract, which went on to be the highest volume contract. In
1982 the CME created the Eurodollar contract, which has gone
on to become incredibly active, surpassing T-bonds in terms of
dollar amount traded. A flood of contracts spanning the yield
curve was launched by a number of exchanges in the early 1980s
and cash settlement was introduced as an alternative to physical
delivery.

There were two crucial developments that occurred in the deriva-
tives market in the early 1980s. The first was the launch of cur-
rency options by the Philadelphia Stock Exchange in 1983. While
equity options had been available in the US, it was the currency
options and futures options that instigated the development of a
whole generation of risk management techniques and strategies.
The second was the advent of the first currency swap in 1981 fol-
lowed by interest rate swap in 1982. These over-the-counter
(OTC) products paved the way for the development of a parallel
market to the exchange-traded markets.

By the mid-1980s, futures, options, swaps and forward rate agree-
ments (FRAs) had revolutionized financial risk management.
Trading volumes increased and derivatives exchanges sprung up
around the globe: the New York Futures Exchange in 1980, the
London International Financial Futures and Options Exchange
(LIFFE) in 1982, the Singapore International Monetary Exchange
(SIMEX) in 1983 and Marche a Terme International de France
(MATIF) added financial futures to the French market in 1985.

At the same time, the development of the OTC market added an
array of new products that can be customized to suit almost any
risk/reward profile. Swaps, options, swaptions, caps and floors
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can now be bought from market makers and brokers on finan-
cials, equities, commodities and metals.

Nowadays, financial futures products dominate trading over the
more traditional commodities contracts world-wide.

The other half of the organized derivatives market is the options
contract. Like futures contracts, options trading can also be traced
back to the Middle Ages. However, it was not until the creation of
the Chicago Board of Options (CBOE) Exchange in 1973 that the
‘traded options’ were born. You could trade stock options in stan-
dardized contracts on an organized exchange where the perform-
ance of the contract on exercise was guaranteed.

Since then option markets have grown in the US and globally. Like
futures markets they cover a wide range of products, including
options on futures. Although options have been trading for a
shorter time than futures they are nevertheless extremely popular
with both hedgers and speculators alike.

The 1980s and 1990s have seen a tremendous growth in the
futures options markets throughout the world. The London
International Financial Futures and Options Exchange (LIFFE)
which opened for business in 1982 has led the European challenge
to the dominance of the Chicago exchanges.

Other futures and options markets followed, notably the
Singapore International Monetary Exchange in 1984 and the
Hong Kong Futures Exchange in 1985. Many new markets in the
Americas, Europe and the Far East followed these during the late
1980s and early 1990s.

Other major exchanges include:

® Marche a Terme International de France (MATIF) in France,
opened in 1986

® Deutsche Terminborse (DTB) in Germany, opened in
1990
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® Osterreichische Termin- und Optionenborse (OTOB) in
Austria, opened in 1991

® Bolsa de Mercadorias and Futuros (BM&F) in Brazil, opened
1991

® During 1996 exchanges opened in Kuala Lumpur and
Portugal.

Today, the futures and options industry is truly global. Table 4.1
shows the top futures exchanges in 1998.

Table 4.1 Top futures exchanges by volume of contracts traded.!

Position Exchange

1 CBOT, USA

2 EUREX, Germany & Switzerland

3 CME, USA

4 CBOE, USA

S LIFFE, UK

6 AMEX, USA

7 NYMEX, USA

8 BM&F, Brazil

9 Amsterdam Ex., Netherlands
10 PSX, USA

The international futures exchanges have seen massive growth
over the last few years; the over-the-counter (OTC) markets have
seen an equally significant increase in business. The advent of the
first currency swap in 1981, followed by the first interest rate
swap less than a year later marked the beginning of the era of
swaps and OTC derivatives. By the end of the 1980s, a whole
range of OTC derivative products including swaps, forwards,
options, cap and floor were available for trading or risk manage-
ment purposes.
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The International Swaps and Derivatives Association’s (ISDA)
preliminary data for its 1996 market survey indicated that the
combined notional amount of globally outstanding interest rate
swaps, currency swaps and interest rate options transactions
stood at $24.292 trillion on 31 December 1996, compared with
$17.713 trillion on the same day a year earlier.

The volume of business in both exchange traded and over-the-
counter continues to grow with new exchanges and new products
providing users with the medium to control and transfer risk.

Understanding derivatives products

There is a great perception that derivatives are very complex and
only understood by the very few ‘rocket scientists’ who put the
products together. Of course there are some very complex deriva-
tives products but these only account for a very small fraction of
the total exposure. Even these can be broken down into their
much simpler constituent products — which is exactly what the
institutions that offer them do in order to manage the risk of such
products. The building blocks of these complex derivatives are
hardly new; the forward contracts, which allow the user to lock in
the future price, have been with us for hundreds of years. Options,
which are the other main building block, are somewhat more
complicated but again hardly new; options were traded in the sev-
enteenth century in Amsterdam.

Before discussing derivatives products in detail, it is useful to
review some of the cash products that they are based on. All deriv-
atives are based on some underlying cash product. These ‘cash’
products are:

® Spot foreign exchange. This is the buying and selling of foreign
currency at the exchange rates that you see quoted on the news.
As these rates change between the various currencies, you make
or lose money.
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® Commodities. These include grain, pork bellies, coffee beans,
orange juice, etc.

® Equities (termed ‘stocks’ in the US). This is the buying and
selling of shares in companies quoted on the various exchanges.

® Bonds. There are many different varieties of bonds, e.g.
Eurobonds, domestic bonds, fixed interest/floating rate notes,
etc. Bonds are medium- to long-term negotiable debt securities
issued by governments, government agencies, supra-national
organizations such as the World Bank, and companies.
Negotiable means that they may be freely traded without ref-
erence to the issuer of the security. Bonds are referred to
as debt securities because, in the event of the company going
bankrupt, the bond-holders will be repaid their debt in full
before the holders of unsecuritized debt get any of their money

back.

® Short-term and medium-term debt securities. These are debt
instruments such as T-bills (issued by governments), commer-
cial paper (issued by companies) or certificates of deposits
(CDs). While there is no defined period for these, the short-
term instruments are mainly less than one year in maturity;
‘medium term’ is commonly taken to mean form one to five
years in maturity, and ‘long term’ anything above that.

® Over-the-counter (‘OTC’) money market instruments. These
are products such as such as loans/deposits that are based upon
borrowing or lending. They are contracts between the two
counterparties making the trade.

Derivative products are contracts that have been constructed
based on one of the ‘cash’ products described above. Examples of
these products include options, futures, forwards, swaps, forward
rate agreements (FRAs) etc.
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Futures contracts

A

futures contract is a standardized agreement between two

parties that commits one to sell and the other to buy a stipulated

quantity and grade of a commodity, currency, security, index or

other specified item at a set price on or before a given date in the

future. These contracts have several key features:

The buyer of a futures contract agrees to receive delivery and
the seller of a futures contract agrees to make delivery.

The contracts are traded on exchanges, either by open outcry
in specified trading areas (called pits or rings) or electronically
via a computerized network.

Futures contracts are marked to market each day at their end-
of-day settlement prices.

Futures contracts can be terminated by an offsetting transac-
tion (i.e. an equal and opposite transaction to the one that
opened the position) executed at any time prior to the con-
tract’s expiration. The vast majority of futures contracts are
terminated by offset or a final cash payment rather than by
delivery.

A standardized futures contract has specific characteristics. These
include:

Underlying instrument — the commodity, currency, financial
instrument or index upon which the contract is based.

Size — the amount of the underlying item covered by the con-
tract.

Delivery cycle — the specified months for which contracts can

be traded.

Expiration date — the date by which a particular futures trading
month ceases to exist and therefore all obligations under it
must terminate.
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® Grade or quality specification and delivery location — a detailed
description of the commodity, security or other item that is
being traded and, as permitted by the contract, a specification
of items of higher or lower quality or of alternate delivery loca-
tions available at a premium or discount.

® Settlement mechanism — the terms of the physical delivery of
the underlying item or of a terminal cash payment.

The mechanics of futures trading are straightforward: both buyers
and sellers deposit funds called margin with either a clearing
house or with a brokerage firm. This amount is typically a small
percentage — less than 10 per cent — of the total value of the item
underlying the contract.

Figure 4.1(a) provides the payoff characteristic of a ‘long’ futures
contract, i.e. if you buy (go long) a futures contract and the price
goes up, the profit is the amount of the price increase times the
contract size; and if the price goes down, you lose an amount
equal to the price decrease times the contract size.

Figure 4.1(b) provides the payoff characteristic of a ‘short’ futures
contract, i.e. if you sell (go short) a futures contract and the price

Profit Profit
Price Price Price Price
change (-) change (+) change (-) change (+)
Loss Loss
(a) (b)

Figure 4.1 Payoff for futures position: (a) long futures position,
(b) short futures position.
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goes down, the profit is the amount of the price decrease times the
contract size; and if the price goes up, you lose an amount equal

to the price increase times the contract size.

Options contracts

An option is, for its owner, the right but not the obligation, to buy

specified number of underlying futures contracts or a specified

amount of a commodity, currency, index or financial instrument
at specified price on or before a given future date. The owner pays

4 Profit

Strike price
| »

T >

Break-even Price

Premium

Break-even price is the strike
price plus option premium

(a)

Loss

4 Profit

Strike price
| »
| >

Price

Break-even
Premium

Break-even price is the strike
price minus option premium

(c)

Loss

4

4 Profit

Premium
Break-even

| »
\ \

Strike price Price

Break-even price is the strike

Loss price plus option premium
(b)
¢ Profit
Premium
Break-even
| »
| >
Strike price Price
Break-even price is the strike
Loss

price minus option premium

(d)

Figure 4.2 Payoff profiles and break-even analysis for options posi-
tions: (a) call buyer, (b) call seller, (¢) put buyer, (d) put seller.
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a premium for this right. Since the buyer of the option has the
right to purchase, while the seller has the obligation to sell (if the
buyer wishes), the payoff profiles for the two parties are quite dif-
ferent (see Figure 4.2). There are two types of options: call options
and put options. A call option gives the buyer the right, but not
the obligation, to purchase the underlying contract at a specified
price (the strike or exercise price) during the life of the option. A
put option gives the buyer the right, but not the obligation, to sell
the underlying contract at the strike or exercise price before the
option expires. As with futures, exchange-traded options posi-
tions can be closed out by offset, i.e. execution of a trade of equal
size on the other side of the market from the transaction that orig-
inated the position. Figure 4.2 examines the payoff profiles and
break-even points for each of the four basic options positions. A
long position in an option gives you unlimited profit and a limited
loss potential (the premium). A short position in the option results
in a limited profit (the premium) and an unlimited loss potential.

The major difference between futures and options arises from the
different obligations of an option’s buyer and seller. A futures con-
tract requires both buyer and seller to perform the contract, either
by an offsetting transaction or by delivery, and both parties to a
futures contract derive a profit or loss equal to the difference
between the price when the contract was initiated and when it was
terminated. An option buyer, however, is not obliged to fulfil the
option contract. The option buyer’s loss is limited to the premium
paid, but in order for the buyer to make a profit, the price must
increase above (for call option) or decrease below (for put option)
the option’s strike price by the amount of the premium paid. The
option seller (writer or grantor), who has received the premium
received, is obliged to fulfil the option contract if the buyer
chooses to exercise the option. The option exercise only takes
place if the option is ‘in the money’ before it expires.

The value of an option has two components, i.e. intrinsic value
and time value. The intrinsic value of the option is the difference



3_4|

Managing Operational Risk in Financial Markets

Understanding derivatives products

between the strike price and the price of the underlying instru-
ment. The time value of the option depends on the time to expiry,
volatility and interest rates. In general terms, the longer the option
has to run and higher the volatility, the more the time value of the
option.

Options are traded on both the organized exchanges and on the
OTC markets. Options products include currency options, equity
options, bond options, options on futures, etc.

Forward contracts

Forward contracts are individual agreements between counterpar-
ties to trade an asset at a specified date in the future for an agreed
price. Forward contracts are generally traded on the OTC
markets. Historically, forward contracts developed as customized
instruments involving delivery of an underlying commodity or
financial instrument.

Forward contracts have a number of characteristics that distin-
guish them from futures contracts. The most important of these is
that forward contracts are negotiated between two counterparties
who can customize the underlying asset and delivery location and
dates, to meet their own requirements. Unlike the futures con-
tracts where the contract performance is guaranteed by the clear-
ing house, there is no such guarantor for the forward contracts.
The counterparties have direct credit exposure with each other.

A forward contract can be considered as a customized futures
contract. A forward is an agreement between two parties to buy
or sell a commodity or asset at a specific future time for an agreed
upon price. Typically, the contract is between a producer and a
merchant; two financial institutions; or a financial institution and
a corporate client. There are a number of important distinctions
between forward and futures contracts and these include:

® The performance of exchange traded futures contracts is guar-
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anteed by the clearing house of the exchange on which the con-
tracts were traded. The forward contracts, on the other hand,
are individually negotiated between two counterparties.
Therefore issues associated with credit risk need to be

addressed.

® Unlike the exchange-traded contracts that require daily pay-
ments of profits and losses via a mark-to-market margining
system, the forward contracts generally do not involve daily or
other periodic payments of accumulated gains or losses. As a
result of this there is a potential for large paper profit and
losses to accumulate with forward contracts. This can increase
the likelihood and cost of default. Counterparties need to
establish procedures to mitigate this increased credit risk.
Depending upon the creditworthiness of the counterparties and
the magnitude of the exposure, parties to forward contracts
may be required to post collateral or make periodic payments
against accumulated losses.

® Exchange traded derivatives contracts are standardized with
defined characteristics; forward contracts are created on a cus-
tomized basis, with terms such as the grade of the underlying
commodity or asset, delivery location and date, credit arrange-
ments and default provisions negotiated between and tailored
to the needs of the two parties.

® In the absence of standardized contracts and a large number of
buyers and sellers, forward markets often lack the low transac-
tion costs and ease of entry and exit found on liquid exchange
markets.

Forward rate agreements (FRAs)

An FRA is a contract between two parties that fixes the rate of
interest on a notional amount of principle (loan or deposit) for an
agreed future lending period starting from an agreed settlement
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date. The two parties to the FRA contract agree to exchange the
difference between the market rate of interest and a prearranged
fixed interest rate on the contract settlement date on an agreed
notional amount. The terms of the contract include:

® the notional amount of principal;

® scttlement date, i.e. the date from which the rate is fixed;
® the term of the contract;

® contract interest rate.

If an institution wishes to fix the future borrowing costs, it can
buy an FRA. If the interest rate raises, it will receive a compensa-
tory payment under the FRA contract that will reflect the
increased cost of borrowing. If a company wishes to fix the rate of
return on a future investment, it can sell an FRA. If the interest
rate falls, it will receive a compensatory payment to reflect its
reduced income due to the falling interest rates. However, in
return for removing the short term interest rate risk, the company
gives up the potential benefit of any favourable interest rate move-
ments.

The formula for calculating the compensatory payments is:

A*(L-F)*D
B+L*D

Where:

A = Notional contract amount

L = Market interest rate expressed as a percentage value and not
a whole number (e.g. for a LIBOR of 9 per cent L = 0.09)

F = The FRA fixed interest rate expressed as a percentage value
and not a whole number (e.g. for a FRA rate of 7 per cent F =
0.07)

D = Time period for the FRA in days

B = Basis for interest calculation, 360 or 365.
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An FRA can be used to hedge short-term interest rate exposure by
locking future interest rates for borrowing or investing. As there
is no exchange of principal, the credit risk for an FRA is confined
to the non-payment of the amounts based on the rate differentials
between the market rate and the FRA rate.

Swaps

A swap is a transaction whereby two counterparties establish a
tailored bilateral agreement to exchange cash flows at periodic
intervals during the life of the deal according to a prearranged
formula. The cash flows are based on notional principal amount
of the swap. In most cases, such as with an interest rate swap, this
notional amount never changes hands but is used as a reference
point for calculating future cash flows. The most common form of
swap is a ‘vanilla’ interest rate swap. With that structure, one
party pays interest at a fixed rate while the other pays according
to a floating rate such as LIBOR (London inter-bank offered rate).
Payments are based upon a specified notional amount and are
netted against each other. Payments will be made at a fixed inter-
val (e.g. semi-annually or annually) for the life of the swap. A
number of important characteristics of a swap are illustrated by
looking at the interest rate swap:

® Only the interest payments are exchanged, the principal
amount is not. This has important implications when calculat-
ing credit exposure for a swap.

® One party pays the fixed rate while the other pays the floating
rate. LIBOR is the most commonly used floating rate index.

® The swaps contract defines the notional amount, maturity,
floating rate to be used as well as the fixed rate (i.e. swap rate).

Since swaps are OTC products whose characteristics can be
tailored to meet the exact needs of the users, there are many
different types of swaps. These include:
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® Currency swap — This involves one party making payments in
one currency and another party makes payments in another
currency.

® Commodity swap — This is when one party makes a set of
payments based on the price of a commodity, such as gold, and
the other party makes payments based on fixed or on some
other floating rate or price.

® Equity swap — An equity swap involves one party paying the
other a rate based on the rate of return on an equity index. The
S&P 500 or FTSE are examples of these indexes. The second
party might make payment based on something else. This party
may make the payment based on a fixed rate such as LIBOR,
or another equity index.

® Basis swap — The basis swap is a swap between two floating
rate indices. For example interest payments based on LIBOR
may be exchanged for interest payments based on the commer-
cial paper index on the same notional amount.

® Amortizing swap — This is where the notional amount starts at
a high level and gradually decreases. Accreting swap is where
the notional amount starts low and gradually increase during
the life of the swap.

Since they are OTC instruments, swaps are not guaranteed by any
clearing houses. As a consequence, only highly rated corporations
have access to the swaps market.

There is a whole plethora of OTC derivatives products that are
continuously being developed. These include caps, floors, collars,
swaptions and hybrid derivatives. Since individuals can ‘create’
OTC derivative products by means of an agreement, the types of
derivative products that can be developed are limited only by the
human imagination. Therefore, there is no definitive list of OTC
products.
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Product comparisons

There a number of common characteristics between exchange
traded futures and options, equities, forward contracts and over-
the-counter (OTC) derivatives. However, there are some substan-
tial differences between the products as well. A comparison of the
products highlights some of the issues.

Futures, options and securities

There are some critical differences between derivatives and the
equity products. The leveraged nature of the derivatives products
means that a relatively small capital outlay allows the investor to
gain a substantial exposure in the market. This characteristic,
along with the flexibility of the OTC products, makes derivatives
such an efficient hedging and risk management. However, there
are a number of other important differences between derivatives
and equities. These differences include:

® Although investment products can be used in a speculative
manner, the main use of derivatives (both exchange traded and
OTC products) is to manage and transfer risk. The principal
purpose of equities markets is to foster capital formation.

® In futures trading there is a short for every long; in equities
markets, short positions are normally a minor factor. In addi-
tion, establishing a short position in a futures market is no
more difficult than establishing a long position. In contrast, a
short position in equities requires owning or borrowing the
securities and payment of dividends.

® The margin deposited by the customer for futures trading is
termed the performance bond or good faith money, securing
the promise to fulfil the contract’s obligations. The futures
positions are marked to market on a daily basis. In margined
stock purchases, the margin acts as a down payment, and the
balance of the purchase price is borrowed, with interest
charged. There is no daily marking to market in the equities
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markets, but if prices change by a significant amount a mainte-
nance margin call is made.

The life of a futures contract is limited to its specified expira-
tion date. Most equities, on the other hand, are issued without
a termination date.

A price limit on a futures contract establishes the maximum
range of trading prices during a given day. A futures position
limit establishes the maximum exposure a market participant
may assume in a particular market. Many futures markets have
price and/or position limits. Equities typically do not have
limits on price movements or the size of positions.

While the outstanding number of equities is fixed at a given
moment, there is no theoretical limit on the number of deriva-
tives that may exist at a particular time in a specific market.

For equities, a customer can ask for a certificate that provides
evidence of ownership. There is no comparable certificate for
futures and options. A customer’s written record of a futures
position is the trade confirmation received from the brokerage
house through which the trade was made.

The open-outcry futures markets typically operate with a mul-
tiple market-maker system, involving floor traders and floor
brokers competing on equal footing in an auction-style, open-
outcry market. Equities markets typically operate with a spe-
cialist system, where the designated specialist has specified
privileges and responsibilities with respect to a given stock,
although non-specialist brokers may also compete for trades.

Exchange-traded versus OTC products

There are two markets for trading derivatives products, namely
organized exchanges e.g. CBOT, LIFFE etc., and the over-the-
counter market. It is important to understand their characteristics.
The characteristics of exchange-traded derivatives are:
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® organized market with contract terms and specifications clearly
stated in the rules;

® clearing organization guaranteeing the fulfilment of the con-
tracts;

® standardized contracts;
® secondary market facilitating trading;
® liquidity;

® flex contracts (exchange traded with flexible terms);

availability of prices for valuation.

The characteristics of OTC derivatives are:

not traded on an organized market;

® offered direct to counterparty;

® 1o guarantor to ensure fulfilment of contract;

® no secondary market to facilitate trading;

® direct counterparty risk;

® flexible products designed to meet specific requirements;
® no public price source to enable easy valuation;

® potential liquidity problems.

There are growing number of products available on the exchanges
around the world. The exchanges are providing additional flexi-
bility, through products like the flex options, to meet the challenge
of the OTC markets. Unlike the OTC instruments, there is a defin-
itive list of all the contracts that are traded on the various
exchanges around the world. Table 4.2 gives the most successful
contracts in 1998.

The exchanges are continuously developing new products. Flex
options are the latest in line of new contracts that are a cross
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between OTCs and exchange traded products. The advantage of
flex options is that participants can choose various parts of the
contract specification such as the expiry date and exercise price.

Table 4.2 The top exchange traded contracts?

Rank Contract Exchange Country
1 UST-Bond CBOT USA
2 3-month Eurodollar CME USA
3 BUND Eurex Germany
4 3-Month Euromark LIFFE UK
5 US T-Bond options CBOT USA
6 Interest rate BM&F Brazil
7 3-month Sterling LIFFE UK
8 S&P 100 Index option CBOE USA
9 3-month Eurodollar option =~ CME USA
10 BOBL Eurex Germany

Understanding the market structures

This section looks primarily at how the structure of the markets
for trading exchange traded derivative (ETD) products. An
exchange is the place where futures and options are traded by
members (corporates or individuals) who carry out their business
under the rules and regulations of the exchange. The exchange in
turn is subject to regulation by the domestic government
agencies.

The debate about which trading method, open outcry or elec-
tronic trading, has been raging for the last few years and the argu-
ment now appears to be tilting towards electronic trading. Since
the largest exchanges in the world, i.e. CBOT and CME are open
outcry, most of the trading is still done on the floor of the
exchange using this method. Electronic trading systems are
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becoming more established with virtually all the new exchanges
adopting this method of trading. Even the open outcry exchanges
are using electronic trading systems to supplement the more tra-
ditional trading method. LIFFE has recently decided to list all its
products on an electronic platform and now offers both electronic
trading as well as floor trading facilities.

In light of the organizational and technological changes that have
taken place over the past few years, and the global nature of the
financial markets, it is surprising to note that the majority of the
futures and options business still takes place on the floor of
exchanges. In the futures exchanges, where the total dollar volume
of all futures contracts world-wide is over $500 billion* a day,
traders still meet in designated locations (the trading pit) and buy
and sell products by a combination of shouting and hand signals.
The process is known as open outcry, or pit trading or floor
trading. Figure 4.3 shows the trading volumes for open outcry and
electronic exchanges.®

Whatever the trading mechanism, the exchange plays a key role in

Millions of contracts
250 555

Open outcl
200 { W 77 B oer ooy
150 4 [ 134 : Electronic
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Figure 4.3 Trading volumes for open outcry and electronic

exchanges.
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the trading process. The exchange, through its clearing house, acts
as the counterparty to every transaction and provides the systems
for the clearing and settlement of the contracts.

Impact of technology

Whatever the trading mechanism offered by the exchanges, tech-
nology has an ever-increasing role in this environment. For
example, the client enters the trade on a computer in their office;
this is automatically routed to the broker’s booth on the exchange
floor; the trader in the pit is informed through his headset; he exe-
cutes the trade on the floor and enters the details on his electronic
pad; the information is routed to the clearing house, price vendors
and the trade confirmed back to the client.

There is an increasing amount of technology on the trading floors.
CBOT’s® trading facility includes 12,000 computers, 6,000 voice
devices and 2,000 video devices all linked together with 27,000
miles of cable.

Despite all this technology, open outcry exchanges are under
increasing pressure to move to electronic trading. In Europe, the
battle for market share is at its fiercest between LIFFE, which has
traditionally operated open outcry, and Eurex, which is the largest
electronic exchange. The Eurex exchange was created by the
merger between Deutsche Terminborse (DTB) and the Swiss
Options and Financial Futures Exchange (SOFFEX). The battle in
Europe, at least, has been won by electronic trading with LIFFE
and MATIF both moving to electronic trading.

As the derivatives market becomes global, exchanges are linking
together in order to list their most successful products on mutu-
ally beneficial exchanges. There has been evidence of this recently
with LIFFE listing the Euroyen contract (also traded on TIFFE)
and the Japanese Government Bond (also traded on TSE). Both
contracts are cleared by the Japanese exchanges with open posi-
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tions being passed over at the close of business in London. There
is continuing developments between the major exchanges to list
each other’s products in the various time zones.

The structure and the rules vary from exchange to exchange. The
regulatory environment is dependent on the country where the
exchange is based.

Structure of the exchanges

The board of directors, who have responsibility for the manage-
ment of exchange, is elected from a representative cross-section of
the membership of the exchange. The board works through their
appointed practitioner committees who consider specific issues
which are relevant to the day-to-day operation of the exchange.
These issues typically concern floor trading, product development,
membership and rules and default and risk management.

Each exchange has a membership that is normally drawn from all
parts of the financial services industry. LIFFE’s membership origi-
nates from many countries but a lot of exchanges have a mostly
domestic membership.

Membership is generally broken down into two categories, non-
clearing and clearing. Non-clearing membership is for companies
who only wish to execute business on the exchange. This is further
broken down into companies who only execute business for them-
selves, also known as proprietary traders or locals, and companies
who execute client business as well as their own. Clearing
members are companies who execute business, in any capacity,
but also clear or settle that business with the exchange or clearing
house. Again this is broken down into two further categories;
those companies who only clear their own business and those who
clear other non-clearing members’ business as well as their own.

Most exchanges issue seats that entitle the holder to execute busi-
ness on the exchange and, in certain cases, carry voting rights.



Ll

Managing Operational Risk in Financial Markets

Understanding the market structures

These seats or trading permits can be purchased from the
exchange or can be leased from other member firms depending on
availability. Also, most exchanges issue various trading permits

that are specific to different products.

The operational expenses of exchanges are funded by exchange
levies or fees on all contracts traded. The membership fees

charged for trading permits provide additional income.

Table 4.3 Exchange seat prices’

Exchange Last sale Year ago
AMEX $405,000 $405,000
CBOE $460,000 $725,000
CBOT $450,000 $775,000
CME $301,000 $425,000
COMEX $62,000 $91,000

CSCE $110,000 $160,000
IPE £100,000 £110,000
KCBT $70,500 $64,000

LIFFE £60,000 £155,000
NYCE $81,000 $650,000
NYMEX $500,000 $84,000

Pacific SE $365,000 $310,000
PHLX $175,500 $190,500

LIFFE is a good example of an exchange with a diverse member-
ship. It has approximately 200 member companies. Over 70 per

cent of these are foreign owned.
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Figure 4.4 Geographical origin of LIFFE’s membership.3

Role of the clearing house

Clearing houses provide a range of services related to guarantee of
contracts, clearance and settlement of trades and management of
risk for their members and associated exchanges. The clearing
houses can be organized in a wide variety of forms: some are
departments within their affiliated exchanges, others are inde-
pendent legal entities. Some clearing houses provide services to
only one exchange; others serve a group of exchanges. Some clear-
ing houses are owned by their member clearing firms, others are
owned by exchanges or are public corporations. However, despite
these organizational differences, there are a number of common
features that are functions of all clearing houses. The most impor-
tant of these features is, with very few exceptions, that clearing
houses act as the central counterparty to deals struck between
exchange members, i.e. the clearing house becomes the buyer to
every seller of a contract and the seller to every buyer.

As central counterparty to trades on the exchange, the clearing
house is exposed to counterparty risks and it must establish pro-
cedures to control those risks. A basic risk control mechanism is
restriction of access to the clearing process. Clearing members typ-
ically are a subset of the exchange members that must meet
defined financial and operating standards. This structure of clear-
ing houses creates the need for intermediary relationships between
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various participants in the clearing process; non-clearing members
must arrange for a clearing firm to assume financial responsibility
for their trades. The clearing house has a principal-to-principal
relationship with its members; the clearing house typically asserts
that it has no legal relationship with the clients of its member
clearing firms, including those clients that are exchange members.

Principal to

Clearing house

principal
relationship

Clearing member Clearing house
A B
Client Proprietary Client Client
activity activity activity activity
Non-clearing member Non-clearing member
Y z
Agency
tionshi
relationship Client Proprietary Client Proprietary
activity activity activity activity
Executing
broker
Client Client Client

Figure 4.5 Clearing house and its counterparties.
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Clearing members and their clients

Clearing members serve as intermediaries in their provision of
clearing services to clients, which may include non-clearing
exchange members or individuals or firms that are not members
of the exchange.

Where a non-member of the exchange originates the trade, the
clearing of that trade can take place through different paths. The
retail client might choose to have the trade executed and cleared
through the same institution. Alternatively, the client may have its
trades executed through one member but use a different institu-
tion as the clearing broker. The executing broker would then give-
up the trade to the selected clearing member. In this way the client
may execute the trades through many brokers, but choose to clear
through a single entity to provide enhanced risk management and
control.

OTC derivatives clearing and settlement process

Unlike exchange traded derivatives, OTC derivatives are privately
negotiated transactions between two counterparties that typically
are executed by telephone. These contracts are traded internation-
ally by dealers to end-users and other dealers. The relationship
between the counterparties is exclusively principal-to-principal.
Brokers may be used to locate counterparties, but the brokers are
not themselves counterparties to the transactions. The dealers tend
to be large international financial institutions. End-users include
banks, insurance companies, pension funds, other financial institu-
tions, non-financial corporations, governments, supranational enti-
ties (e.g. the World Bank) and high-net-worth individuals. The
counterparties bilaterally negotiate the economic and credit terms
of the transactions. Although the documentation tends to be stan-
dardized in many respects, important aspects of both the economic
and the credit terms can be customized. The transactions are con-
firmed and settled bilaterally between the counterparties.
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These characteristics of OTC derivatives distinguish them from
exchange-traded derivatives that are transacted on a central
trading floor or through an electronic trading system and are
cleared and settled centrally through a clearinghouse, which acts as
central counterparty to all the contracts. The economic terms of
exchange-traded contracts, i.e. underlying assets, value, delivery
dates and strike prices (for options), and credit terms are stan-
dardized. This standardization and the creation of a central coun-
terparty make the contracts more liquid than OTC derivatives.

Transaction processing and settlement for OTC instruments

The operations function, which is responsible for transaction pro-
cessing and settlement, performs a key role in managing risk. It
minimizes credit, market and legal risks by ensuring that all trans-
actions are accurately recorded in internal systems, that the details
of trades are agreed as soon as possible after execution with the
counterparty and any disagreements resolved, and that the firm’s
settlement obligations are met when they fall due. Operations risk
is minimized by automating, as far as possible, all the process
from trade execution through to confirmation and settlement.
This reduces the errors due to manual intervention during confir-
mation and settlement of OTC derivatives transactions. While it is
possible to automate the processing of plain vanilla transactions,
more complex OTC transactions require significant manual inter-
vention at many stages of the processing.

Trade execution

Most OTC derivatives transactions are executed by telephone
although automated brokerage systems are used for certain foreign
exchange  derivatives.  Traders are responsible for
ensuring that trades fall within credit lines for the counterparty and
overall trading limits. While some institutions are beginning to
develop integrated credit management systems that provide online



4 Introduction to derivatives 51 |
Transaction processing and settlement for OTC instruments

access showing the availability of credit lines for counterparties,
others need to apply to a credit or risk control function before exe-
cuting the trade in order to ensure that limits are not breached.

Although brokers are used in some transactions, they never act as
principals in OTC markets. They merely help locate and bring
together the counterparties willing to transact the business.

Data capture

After executing the trade, the details, including the date, time,
counterparty name, instrument, payment dates, etc. are recorded.
Trade data is either input directly into a front office processing
system by the traders and fed electronically to the operations area,
or recorded on tickets and passed to operations for manual entry
into the processing system.

Confirmation processing

After a trade has been executed, the counterparties confirm its
details to each other in order to produce an agreed record of the
transaction. There is increased use of the confirmation templates
developed by ISDA for standard trades. However, bespoke tem-
plates may be used for some more complicated products. The con-
firmation lists all the economic terms, e.g. the notional amount,
effective date, rates and payment dates, and legal terms of the
trade. When a firm receives a confirmation, it typically checks all
the terms against its own confirmation. Any discrepancy between
the two has to be reconciled and the confirmations reissued for
signature by both counterparties.

Confirmations are normally prepared by the back office staff who
are independent of the traders in the front office. Legal as well as
operational staff may be involved, particularly for more complex
products or if the firm does not already have a signed master
agreement with the counterparty.
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There are standard SWIFT messages for confirmations of foreign
currency options, FRAs, interest rate swaps and cross-currency
swaps. In practice, SWIFT is used by dealers principally for con-
firming FRAs and foreign currency options. There are very few
organizations that have automated links between their OTC
derivatives back office and their connection to the SWIFT system.
SWIFT can be used only for confirming trades with other SWIFT
members.

Management information and internal controls

An institution’s ability to measure, monitor and control credit
risks and market risks is critically dependent on timely
and accurate data capture and reporting. Where there is
an automatic feed of data from the front office into the
operational and risk management systems, accurate management
reports can be available in real time. Often trades are
manually input into to the operational and risk management
systems from deal tickets that are generated at the end
of the day. Management reports are then only available once a day
(usually in the morning, before trading starts, reflecting the previ-
ous day’s trades). Additionally, market risk and credit risk systems
may be updated at different times and with different frequency. In
some cases, risk management systems are more frequently
updated for market risk than for credit risk — market risk reports
may be available to management intraday or even in real time,
whereas credit risk reports are available daily or even less fre-
quently.

Where data capture is automated, trade details entered at the
trading desk flow automatically into risk management and trade
processing systems. The risk management systems are generally
updated with trade information on the trade date, providing man-
agement with timely reports.
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Settlement

Depending on the product and contract terms, OTC derivatives
contracts may require payments periodically throughout the life of
a trade, on maturity, or combination of both. Standard settlement
instructions (SSIs), which set out the agreed details of settlement
arrangements, are usually exchanged by the counterparties. Some
firms maintain a database of SSIs that automatically feeds into
settlement systems and systems that generate settlement confirma-
tions. Some firms confirm settlements several days in advance of
the payment date.

Master agreements, including the 1992 ISDA master agreement,
provide for netting of payment obligations between the parties;
this allows counterparties to make a single payment in each cur-
rency. However, due to system limitations and lack of cross
product integration, most payments are still made on gross basis.

Collateralization

The use of collateral to mitigate credit exposure in the OTC deriv-
atives market has increased rapidly in recent years.

While the use of collateral mitigates credit risk, it is also consid-
ered to be a source of legal and operational risks. Additional legal
agreements have to be in place, and their enforceability addressed.
There also need to be additional systems and procedures to ensure
that collateral is called from counterparties where needed and its
receipt monitored. There needs to be monitoring of the type of
collateral that is acceptable, any haircut that needs to be applied
as well as rules for and frequency of revaluation.

Central clearing for OTC derivatives

There is increased interest in the use of clearing houses to centrally
clear the OTC derivatives products in a similar manner to



ll

Notes

Managing Operational Risk in Financial Markets

Notes

exchange-traded derivatives. The clearing house could then act as
counterparty to both sides of the transaction. The use of a clear-
ing house has the potential to mitigate some of the risks associated
with OTC derivatives.

With respect to credit risk, clearing would achieve multilateral
netting, which would reduce its members’ credit exposures. The
clearing house would be able to manage the net exposure on a
daily basis through the margining arrangements. However,
because clearing houses currently plan to clear only relatively
simple instruments, the benefits of multilateral netting may be
limited.

Legal risk would also tend to be reduced by centralized clearing.
A clearing house’s default procedures are often supported by spe-
cific provisions of national law, and a clearing house is highly
unlikely to permit the kinds of delays in completing documenta-
tion that are observed for non-cleared transactions.

A clearing house could also reduce operational risks by imposing
high standards of operational reliability on its members and by
promoting further development of automated systems for con-
firming transactions.

However, from a systemic perspective, clearing houses tend to
concentrate risks and responsibilities for risk management. The
key issue is how effectively a clearing house manages the risks to
which it is exposed.

1 Chance, Don, Brief History of Derivatives, Vol. 1, No. 34,
November 1995, pp. 13-20.

2 Trading Volumes, Futures Industry, December 1998/January
1999, p. 5.

3 Trading Volumes, Futures Industry, December 1998/January
1999, p. 5.
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Wahler, T.L., Plugging In The Pit, Futures Industry, January
1998, pp. 11-13.

Seat Prices, Futures and OTC World, November 1998, p. 71.
Managing Risk — The Structure and Operation of LIFFE,
London International Financial Futures Exchange, 1996.
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carried out for this book

As part of the research for this book, a series of in-depth inter-
views were conducted with practitioners from within the financial
markets industry. The interviews focused on the current organiza-
tional structures, people, processes and technology within the
operations functions. During the discussions, the interviewees
were encouraged to outline their organization’s policies to risk
management in general and operational risk in particular.

The interviews were conducted with senior personnel within the
organizations who either had responsibility for the operations
area or were responsible for operational risk management. A
market supervision and compliance manager from a futures and
options exchange in London was interviewed to provide an
exchange perspective on its own operational risk management as
well as its responsibility to ensure the correct market operation
through member audits and inspections. Additionally, informa-
tion systems suppliers and management consultancies were inter-
viewed.

The financial institutions selected for the research ranged from
small brokers who traded only in London to large and diverse
investment banks that traded in all the major financial centres.
The operations varied from small administrative functions that
provided support for the house traders to large multi-functional
departments that were set up as profit centres to provide full clear-
ing and settlement services for both client and house trading. The
selected sample of banks included American, European and
Japanese institutions.

As most of the institutions insisted on anonymity as a precondi-
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tion for the interviews, it has been decided not to name any organ-
ization in this book. However, the cross section of the selected
organizations provides a representative subset of the financial
markets industry.

The survey was conducted through semi-structured interviews.
The aim of these interviews was to discuss operational risk with
people who were actively involved in managing the issues on a
daily basis.

The interview format was devised to elicit the participants’ views
on the importance of operational risk and their direct experiences
on how organizations are looking to manage this risk. All inter-
viewees were assured that the interviews were personal and confi-
dential and that neither their names nor the names of their
organizations will be used in the subsequent publication.

The primary research concentrated on the investment banks.
There are, however, many other users of financial markets and
derivatives including insurance companies, fund managers,
pension funds as well as corporates. Whilst these organizations
were excluded from the research, it was felt that the issues raised
in this study are just as applicable to them as they are to the
investment banks.

Results of the market survey

Detailed contents analysis of all primary research and interview

material allowed the:

1 identification of the operational risk parameters

2 development of a generic profile for the operations area includ-
ing details of the organizational structure, personnel, processes
and systems.



Operational risk parameters identified during the survey

Table 5.1 Operational risk parameters identified during the survey

Risk type No of Institutions
occurrences
A C D E F G H 1 ] K L

Lack of overall responsibility 3 v v
Processing 12 v v v v v v v Y
Inexperienced staff 9 Vv v  / v / v v v Y
Inability to attract high

calibre staff 4 v v v
Fraud 1 v v v v v v v v v
Lack of adequate systems 9 Vv v v v v / v /
Lack of system integration 4 v v v
Inadequate controls 6 v v v v
Inadequate MIS 8 Vv v  / v  / v v Y
Inadequate monitoring 7 v v v v v
Lack of auditors’ knowledge 3 v v
Country risk 3 v v v
Reputation risk 3 v v
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Figure 5.1 Operational risk parameters identified during the
survey.

Organizational structure identified during the survey

Operations department is a general term used to denote the area
that deals specifically with the administration of the various
instruments traded by the institution. This includes clearing, set-
tlement, and control of all financial products including both secu-
rities and derivatives (both exchange-traded and OTC) products.
This function or department may also be referred to as ‘back
office’ and ‘dealer support’.

The primary research has allowed for the development of a
generic relationship of the operations department with organiza-
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Fixed interest products Equity products

Exchange traded Exchange traded

OTC front office front office front office

OTC front office
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Markets and
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and agents

FX
settlement

Bond
settlement

Equity
settlement

Clients/counterparties

Figure 5.2 Relationships of an operations department within an
organization.

tional structures as well as the organizational model for the oper-
ations department.

While there are many models for the organizational structure
within investment banks, the operations function within many
institutions has developed in response to the administrative and
support requirements of the trading activity. Since the organiza-
tion structure of most banks is based along product lines, the
operations function has evolved in a similar fashion. In most
organizations the administration of ETD and OTC derivatives is
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carried out in separate departments; in fact a few institutions still
have separate administration for principal and client business. It is
not unusual to see several small operations function within an
organization catering for the different types of business and prod-
ucts, i.e. bond settlement, equity settlement, OTC settlement, and
exchange traded settlement.

The survey also revealed that the trend within the industry is for
closer integration of these settlement functions to provide a con-
solidated view of the financial and trading positions for reporting
and risk management purposes. The other important development
highlighted during the research is that rather than seeing the oper-
ation as merely a support function; many organizations are begin-
ning to see it as a potential profit centre that generates revenue
and adds value to the sales and marketing effort. It is no longer
enough to offer the best execution service; clients are also looking
for banks and brokers to demonstrate control and efficiency
within their settlement and administration functions.

Operations structure

The structure of the operations function varies substantially for
different organizations. It depends on the size of the organization,
the type of business profile, and whether the trading is primarily
for the house or clients. For example a large multinational bank
that trades on many markets for the house as well as clients will
have a totally different structure than a small fund manager who
is using derivations to hedge his sterling based portfolio. However,
the primary research has shown that there are a number of basic
functions that need to be carried out regardless of the size and the
content of the business.

There are four main sections that handle the workflow and the
control activities in the back office. A manager from within each
section reports to the director through an operations committee
which meets daily to ensure that any problems are aired and
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Figure 5.3 A generic structure for an operations department.

resolved. Below each of the main sections may be one or more
sub-sections, which deal with specific areas or tasks that have
been separated, either because of the need to segregate functions
or because they require special skills. The management and
control section, for example, performs a vital role within the oper-
ations area and is likely to be staffed by senior personnel. It is
responsible for monitoring exposure, ensuring that correct
processes and procedures are implemented, ensuring the integrity
and quality of the management data and also for building rela-
tionships with agents, brokers and clients. The other important
functions that are likely to be within this section are treasury man-
agement and compliance. Depending on the size of the operations
area, this section may be split into a number of sub-sections
responsible for individual tasks.

Underpinning the whole of the operations structure is information
technology and System Support function. Technology is now such
an integral and fundamental part of this business that it has an
impact across all the functional areas and sections within an oper-
ation. The IT function may be part of the operations area report-
ing to the operations director or it may sit outside providing
support from a central pool of resources. Either way, IT needs to
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work very closely with the business units to provide the level and
quality of support necessary.

The tasks performed by the sections described above collectively
cover all the clearing, settlement and administration processes.
Some of these processes, such as trade confirmation and monitor-
ing, are applicable to all product lines whilst others, such as rec-
onciliation to the exchange or agent brokers, may only be
applicable to exchange-traded derivatives processes. It is impor-
tant to understand what these processes are and how they affect
the running of the operations area.

Trade processing

The trade processing function within the operations area is likely
to deal with all the trades, both exchange traded and OTC, that
have been initiated during the day. This would involve capturing
the trades, manually from faxes or deal tickets or from automatic
feeds from the exchanges or other systems, ensuring the integrity
of the details and carrying out any corrections and amendments
that are necessary.

Open outcry trading
The largest futures exchanges in the world, i.e. Chicago Board of
Trade (CBOT) and Chicago Mercantile Exchange (CME) use the
open outcry method of trading. LIFFE has recently moved to list
all its products on an electronic trading platform called LIFFE
Connect.

To place an order under this method, the customer calls a broker,
who time stamps the order and prepares an office order ticket. The
broker then sends the order to the booth on the trading floor.
There, a floor order ticket is prepared, and a clerk hand delivers the
order to the floor trader for execution. The floor trader, standing in
a central location called a trading pit, negotiates a price by shout-
ing out the order to other floor traders, who bid on the order using
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hand signals. Once filled, the order is recorded in a clearing house
system that matches all the trades. The clearing house ensures that
there are no discrepancies in the matched trade information.

Electronic trading
An automated trade execution system has three components:

1 Computer terminals where customer orders are keyed in and
trade confirmations are received.

2 An exchange host computer that processes all the trades.
3 A network that links the terminals to the host computer.

Customers may enter orders directly into the terminals or trade
through a broker. The electronic order matching system then
matches bids with offers according to defined rules that determine
the order’s priority. Priority rules on most systems include price
and time of entry and in some cases include order size, type and
identity of the customer. Matching occurs when a trader places a
buy order at a price equal to or higher than the price of an exist-
ing sell order in the same contract. The system automatically exe-
cutes the order so that the trades are matched immediately.

Reconciliation of positions
The input of trades throughout the day will result in changing
positions in the accounts at the exchange/clearing house and in the
internal systems.

The positions at the close of business must be reconciled because:

® The traders’ dealing position must be confirmed prior to the
market opening next business day. Trading on incorrect posi-
tions or outstanding unmatched trades can result in significant
loss.

® Clients must have their positions confirmed prior to the market
opening next business day. Incorrect registering and or report-
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ing of positions may result in the broker having to make good
substantial losses.

® The clearing house or agent will call margin on the registered
open positions. Incorrect positions or assignment to wrong
accounts can result in more collateral than necessary being
used.

® Unreconciled positions will affect the accuracy of profit/loss
reporting and input to risk management systems.

Adjusting trade errors

Unmatched and trade errors must be identified and rectified as
quickly as possible if the risk of substantial loss is to be minimized.
Transactions in futures and options markets, particularly open-
outcry, can be prone to errors. Often these are straightforward and
easily amended. Others are caused by fundamental differences and
need careful and speedy rectification. Some errors and mismatches
carry little risk; others have massive risk consequences.

Reconciliations

In addition to trade data and positions, there are many other
important reconciliations that need to be carried out in the back
office. Many of these act as a secondary level of defence against
trade errors as well as detecting and preventing fraud. As brokers
are required to hold separate accounts for proprietary business
and client segregated business then these reconciliations are com-
pleted individually.

Table 5.2 shows the types of reconciliation that need to be per-
formed.

Client services section
In most organizations this is a separate function which only deals
with the settlement of business directly with clients. These clients
could be internal clients such as other departments’ trading
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Table 5.2 Types of reconciliation

Clearing house or agent

broker balances

Margin calls

Market close outs

Contracts exercised

and assigned

Commission

Interest

Collateral

Cash movement

A full reconciliation should take place

of all balances held with the clearing house or agent
broker. This includes variation margin movements.
The amount of margin called from the clearing
house or agent broker must be equal to or less than
the total amount being collected from clients.
Futures positions must be checked carefully to
ensure that they have been correctly closed out and
that the position in the internal computer system
corresponds to that at the clearing house or agent
broker.

These details must be carefully checked

and advised to the client or traders immediately.
Settlement details for the underlying asset must be
checked.

A check should be made to ensure that the clearing
house or agent broker has charged the correct
amount of commission. The commission associated
with any trades should be given-up or taken-up.
The balance of funds that is receiving, or being
charged, interest must be checked as well as the rate
of interest.

The type, amount and valuation of collateral that
has been deposited at the clearing house or agent
broker must be reconciled against the clients’
holdings.

In addition to reconciling the ledger balances, the
individual movements must be checked. This would
cover cash amounts paid and received, bank charges
and payment instructions.
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accounts, proprietary traders, branch offices and subsidiary com-
panies, or external clients, which might be fund management
houses, other banks or brokerage houses and private clients.

In addition to these primary functions outlined in the processing
section, the client services team may be involved in the monitor-
ing, calculation and payment of floorbrokerage to and from other
brokers. They also have a crucial role in risk management as they
have close contact with and knowledge of the client.

The client services team also becomes involved with marketing to
clients because of the increasing importance of the back office
function and operational risk. They may be required to demon-
strate to potential or existing clients evidence of controls and pro-
cedures in place as well as giving advice on various operational
functions. Client services receive many varied requests from their
clients with regard to the settlement process which has led to the
provision of what is termed added value services.

Over-the-counter settlement involves a different set of processes
and skill sets. The client services team settling OTCs must be
aware of the payment dates and may have to margin and value
products periodically.

Management and control section
This section is likely to be staffed by senior and experienced per-
sonnel as it serves a pivotal role in maintaining a safe and success-
ful business. The responsibility to process and provide accurate data
and the ability to understand the need for and have good inter-
action with this section are fundamental requirements for all staff.

The management and control function has four key responsibilities:
® relationships,
® trading and positions,

® financial, and
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Relationships

® reporting.

Within each of these areas the section establishes, implements and
monitors procedures to ensure the effective, efficient and secure
clearing, settlement and administration of the derivatives opera-
tion.

There are numerous counterparties to the operations department
and cultivating good relationships is essential to the smooth
running of the operations department. Problems will inevitably
occur and the quality of the relationship will determine whether
the problem escalates into a crisis or is effectively and efficiently

handled.

A client that is consistently late in paying money or providing col-
lateral may just be inefficient or may be hinting at deeper prob-
lems and issues that could potentially lead to a default. Either way,
the client is putting the broker at risk and an assessment of the

Customers

System interfaces
Risk management
Control function
GL systems

Other bodies
Overseas offices

Agent brokers \

Front office
Dealers
Floor teams
Marketing

Operations

department Exchanges

Regulatory reporting
Regulators

Audit

Compliance

Clearing
organizations

Management reporting
Senior management
Finance

Risk management

Figure 5.4 Various counterparties to the back office.
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true situation is urgently needed. However, equally the client may
be experiencing difficulties and be trying to rectify the situation. If
the broker approaches the client too aggressively or insensitively
the client may well feel embarrassed and the result could be a ter-
mination of the relationship. The fine balance between firmness or
help and risk management is extremely important.

Trading, ledgers and positions

The operations department has a key role to play in ensuring a
safe and efficient business. It is critical to establishment controls
to ensure that the correct procedures and processes are being per-
formed, that they are effective, and any issues highlighted are
addressed and remedial actions taken quickly and effectively.
Controls will include the effective segregation of functions,
random reconciliation checks, rotating of staff where necessary
and analysis of information from the various processing and rec-
onciliation functions.

Financial
With derivatives being settled on trade day +1 and with margin
calls on positions that may change daily, coupled with interest
payments and cash receipts and payments, managing the financial
aspects of the derivatives operations area is a complex and con-
tinuous process.

Control over the quality of the financial information being gener-
ated is critically important. In the UK for instance, a broker
cannot use one client’s money or assets to offset a shortfall in
another client’s account. The liability must be met by the broker
and made good by him depositing his own money or assets to the
value of the short fall into his designated client account at the
bank or clearing organization. The information on margin
requirements and settlement to clients is needed as soon as possi-
ble and the team needs to ensure that the clients settle their liabil-
ities in a timely manner. If this is not done then the broker may
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Reporting

end up incurring substantial funding costs as well as potentially
being at risk to default.

There are numerous demands on the operations department for
reporting. This may emanate from internal or external sources.
Key reporting requirements include:

® risk management,
® regulatory, and
® management information.

As with the information on financial matters, the quality, rele-
vance and timeliness of information is essential.

1997 Operational Risk Management Survey

British Bankers Association (BBA) in conjunction with Coopers &
Lybrand conducted a survey! in 1997 to quantify the concern that
banks have regarding operational risk. Forty-five of BBA’s
members, covering a broad spectrum of the banking industry in
the UK, participated in the survey. The business areas covered by
the survey included retail banking, global custody, fund manage-
ment as well as treasury and capital markets.

The significant finds of the survey included:

® More than 67% of the banks thought that operational risk was
as significant or more significant then either market or credit
risk.

® 24% of the banks had experienced individual losses of more
than £1m in the last three years.

® 47% identified treasury and capital markets as the business
area most likely to suffer loss.
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® Reported types of losses are shown in Figure 5.5.

® 33% of the banks did not evaluate the impact of operational
risk.

® 62% of the banks expect to make changes to their approach to

operational risk in the next two years.
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Figure 5.5 Types of losses.

Operations cultural model

During the research for this book, it has been possible to construct
a generic cultural model for an operations department. The insti-
tutions visited during the course of the research varied in terms of
size, nationality and organizational structures. The attitude to
operational risk management varied substantially; the type and
profile of the back office personnel was also quite varied.
However, there were sufficient similarities between the various
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operations to generate a generic cultural model. The cultural
model that best fits the operations departments is a bureaucratic
culture where:

® Work is co-ordinated from the top.

® Power is through position in the organization.

® Rules and procedures are the major methods of influence.
® Performance above the role is not usually required.

The cultural web, i.e. symbols, stories and myths, rituals and rou-
tines, control systems, organizational structure and power struc-
ture, of these organizations constantly reinforces this paradigm
within the operations areas. Although this provides security and
stability in a stable environment, it has also meant that:

® There is relatively little innovation.

® The use of technology is primarily to automate some of the
manual tasks rather than re-engineer the processes.

® The operations functions within banks have not perceived the
need for change and have been slow to react to the changing
market place.

® The role of the individuals within the department has changed
very little over the last decade.

Bureaucratic cultures such as this are unable to cope with rapid
and unpredictable change, increasing complexity of the business
and the diversity of specialist expertise. This is substantially borne
out in the case of operations within investment institutions. While
there have been some improvements within the operations func-
tion facilitated primarily by introduction of technology, there have
been no substantial changes or innovations in the role or the scope
of the back office. This is due to the fact that the whole financial
industry has a fixed mindset for the role of the operations area, i.e.
that of providing clerical support to the trading function. While
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this approach worked well before the current information age,
this paradigm paralysis or fixed mindset has resulted in organiza-
tions trying to cope with new challenges through use of inappro-
priate models and tools. The problem with mindsets or paradigms
is that they tend to filter our perception of the world and the ini-
tiatives and advances outside the paradigm are neglected and
overlooked.

The operations paradigm is that:
® [t provides administration support to the front office.
® It is a cost centre rather than profit centre.

® [t is staffed by young and inexperienced people. The staff are
not of the highest calibre.

® [t adds very little value to the company or its products.
® It does not have a substantial role to play in risk management.

This fixed mindset has resulted in organizations failing to take
advantage of the opportunities offered by the combination of the
central role of the back office and the advances in technology, par-
ticularly in the areas of communication and data management.

Note

1 British Bankers Association and Coopers & Lybrand, 1997
Operational Risk Management Survey, May 1997.
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In the late 1980s and early 1990s, few people within the financial
markets discussed risk or risk management. Banks and financial
institutions, who were generally considered to be well managed
and relatively low risk institutions, were monitored on the their
liquidity ratios. The regulators were primarily worried about the
credit risk of the off-balance-sheet products like derivatives and
therefore instigated capital adequacy requirement framework in
the late 1980s and subsequently introduced proposals for moni-
toring market risk in the early 1990s. The generating departments
monitored their own risk within the banks.

However, risk is now the paramount topic within the financial
sector. The emphasis has switched from making money to not
losing it. Previous chapters in this book have outlined some of the
recent problems that have necessitated a greater focus on risk
management. These problems include:

® $1.06 billion losses at CSFB;

$3.5 billion rescue package of the Long-Term Capital
Management fund;

the collapse of Barings;

concealment at Diawa and Sumitomo;

$1.8 billion losses at Metallgesellschaft AG.

No unique risks to users of derivatives

While the increased use of derivatives is new, derivatives are com-
posed of financial instruments and arrangements that have been
around for decades. It is therefore not surprising that the risks to
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users of derivatives, i.e. credit, market and operational, are neither
new nor unique. They are the same types of risks that banks and
financial institutions face in their traditional businesses and which
are endemic to ‘traditional’ balance sheet financial contracts such
as mortgage loans, commercial paper, certificates of deposits, and
the financing of securities positions.

Credit risk to both parties in a derivatives transaction is the risk
that a loss will be incurred because the party fails to make the pay-
ments due. In the event of default, the loss is the cost of replacing
the derivatives contract with a new party. Some derivatives trans-
actions also exhibit a type of credit risk known as settlement and
payments risk. Same-day settlement risk exists when delivery of an
asset or security is not synchronized with the receipt of payment;
the security can be surrendered and payment never received. The
same risk exists when gross payments are exchanged, rather than
a single ‘netted’ payment. Netting is the process by which multi-
ple gross payments are netted into single cash flows.

Market risk is the risk that the value of a contract, financial instru-
ment, asset, or portfolio will change when market conditions
change. Interest rate risk is a common form of market risk. For
example, if the duration mismatch between the assets and liabili-
ties of a bank exposes it to losses due to interest rate changes, that
institution bears market risk akin to the risk borne by a holder of
a corporate bond. A fixed-for-floating interest rate swap likewise
has the same market risk as a fixed-rate loan funded with floating-
rate deposits. Like credit risk, market risk must be viewed from a
portfolio or balance sheet perspective. A bank’s exposure to inter-
est rate risk, for example, is determined by the combination of the
bank’s interest-rate-sensitive balance sheet items with its off-
balance sheet, interest-rate-sensitive items, including derivatives.

All users of financial products face operational risk, or the risk that
losses will be incurred as a result of inadequate systems and inter-
nal controls, inadequate disaster or contingency planning, human
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error, or management failure. Entering into complex derivatives
positions without adequate systems for measuring, monitoring, and
controlling market or credit risk is an example of operational risk.
An aspect of operational risk that has received significant attention
recently is the risk management or internal control and oversight
process. A failure at any point in the risk management chain con-
stitutes operational risk and can result in significant losses.

The total spectrum of risks! is shown in Figure 6.1; it includes
both global risks and organizational risks.

Risk categories

There are three main categories of risk that an organization expe-
riences when operating in financial markets. These categories are
market risk, credit risk and operational risk.

Organizational
risks

Market

HRM
System
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Controls

Global risks Operations
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Political
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Figure 6.1 The total spectrum of risks.
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Market risk

Market risk is the risk to a bank’ financial condition resulting
from adverse movements in market prices. Accurately measuring
an institution’s market risk requires timely information about the
current market values of its assets, liabilities, and off-balance-
sheet positions. Market risk arises from factors such as changing
interest rates and currency exchange rates, the liquidity of markets
for specific commodities or financial instruments, and local or
world political and economic events. All of these sources of poten-
tial market risk can affect the value of the institution and should
be considered in the risk measurement process.

Market risk is the risk due to the movements in the market having
an adverse effect of your portfolio. It includes
Price risk
® Changes in market prices.
® Changes in market volatility.

® Lack of market liquidity.

Interest rate risk
® Changes in interest rates.
® Changes in interest rate volatility.

® Changes in the shape of the yield curve.

Currency risk
® Changes in exchange rates.
® Changes in exchange rate volatility.

® Changes to the value of profit raised abroad on conversion to
base currency.
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Credit risk

Broadly defined, credit risk is the risk that a counterparty
will fail to perform on an obligation to the financial institution. It
involves both settlement and pre-settlement credit risk for cus-
tomers across all products. On settlement day, the exposure to
counterparty default may equal the full value of any cash flows or
securities the institution is to receive. Prior to settlement, credit
risk is measured as the sum of the replacement cost of the
position, plus an estimate of the bank’s potential future exposure
from the instrument as a result of market changes. Credit risk
includes:

® Direct credit risk — Counterparty default on on-balance-sheet
products, e.g. loans or issued debts, where the exposure is full
face value.

® Credit equivalent exposure — Counterparty default on unma-
tured off-balance-sheet products, e.g. swaps or options, where
the ‘credit equivalent exposure’ is the function of the current
market prices.

® Seitlement risk — Counterparty default on transactions in the
process of being settled and where the value has been delivered
to the counterparty but not yet received in return.

Operational risk

Operational risk is by far the most extensive risk category. At its
broadest, it is defined as everything that is not market and credit.
It can range from a natural disaster, which can cause the loss of a
primary trading site, to a difference in the payment conventions
on a foreign exchange transaction. It includes such matters as
inappropriate organizational structure, inadequate systems,
failure to properly supervise, defective controls, fraud, legal and
regulatory issues and human error. The difference between opera-
tional risk and operations risk also becomes apparent when defin-
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Portfolio risk

ing the total constituent categories

Operational risk includes:

portfolio risk;
organizational risk;

strategic risk, personnel risk;
change management risk;
operations risk;

currency risk

country risk

shift in credit rating;
reputation risk;

taxation risk;

legal risk;

business continuity risk; and

regulatory or compliance risk.

Ll

of operational risk.

Risk categories

This is the risk due to the concentration of exposure in a specific

instrument, in a single transaction or within an industry sector or
country. A recent example of problems rising from concentration

of financial exposure in a country was the substantial losses

incurred by many institutions in Russia.

Organizational risk
This is the risk of inadequate or inappropriate organizational

structure, people or processes in place for the type of business
being transacted. Inappropriate organizational structure can lead

to misunderstandings or lack of clarity over who has responsibil-
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Strategic risk

Personnel risk

ity for particular areas or issues. The main problem with organi-
zational risk is that it can remain undetected and put the institu-
tion at great risk. An ineffective organizational structure can lead
to lapses in internal controls and a weak decision making process.
Whilst the problems created by weak structures and unclear
reporting line are well documented, strong and rigid organiza-
tional structure can also expose the institution to risk.
Organizational risk includes:

® blurred lines of communications
® weak or ill-defined responsibility matrix

® lack of expertise within the management team to adequately
control the business;

® lack of expertise about the products being traded;
® inadequate or incomplete management information systems;
® lack of segregation between front and back office;

® poor management supervision.

Strategic risk is the risk to earnings or capital arising from adverse
business decisions or improper implementation of those decisions.
This risk is a function of the incompatibility of an organization’s
strategic goals, the business strategies developed to achieve those
goals, the resources deployed against these goals, and the quality
of implementation processes. The resources needed to carry out
business strategies are both tangible and intangible. They include
communication channels, operating systems, delivery networks,
and managerial capacities and capabilities.

Personnel risk can occur both within the operations area as well
as within the organization generally. It is the risk of not having
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sufficiently qualified or experienced people within the organiza-
tion to adequately manage and control the level or type of busi-
ness. Personnel are the key resource for any organization; this is
particularly the case for a financial institution.

The calibre of the management is also fundamental to the success
of the organization. This is particularly so in the current climate
of consolidation and change within the financial industry.

In the trading environment within financial markets the ability to
receive, assimilate and react quickly and efficiently to continu-
ously changing situations is fundamental to an institution’s oper-
ation. As well as the technological infrastructure, this requires
skilled and experienced personnel to be available in the organiza-
tion. The greater emphasis on risk management within financial
institutions requires skilled staff to measure, monitor and control
risk.

In order to take advantage of developments and to create innova-
tive technological solutions, financial institutions need to ensure
that they have the required staff, skills and development pro-
grammes. Management needs to ensure that they can recruit,
retain and develop their staff and to ensure that they manage the
employee relationships effectively in order to fully tap their skills
and commitment.

The personnel within the operations area are generally categorized
as young and of limited experience both in terms of technology
and business. In a fast moving and complex market this can be a
big liability.

Change management risk
The drive for globalization, technological and organizational
developments are producing substantial change within the finan-
cial industry and the pace of change is accelerating. Effective man-
agement of change, therefore, has become a key management
activity and is central to the success of an organization. The risk
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due to the failure of change management programmes or their
effective integration into the business is very real in the current
climate. The challenge for organizations is to effectively manage
the transition, deal with organizational cultures and handle orga-
nizational politics.

Operations risk

Processing risk

A key constituent of operational risk is operations risk. These two
types of risks are frequently confused. Operations risk specifically
refers to the risks encountered in the back office. It includes trans-
actions processing, reconciliation, controls and procedures, per-
sonnel and systems and technology employed in the operations
area.

Processing risk includes all the issues associated with trade cap-
tures, reconciliation and trade and settlement processing. With
greater use of technology, office automation and straight through
processing, this type of risk can be substantially reduced. The
majority of the ‘operational risk management systems’ that are
currently available primarily address this type of processing risk.
Processing and transactional risk include:

® crrors in processing of transactions;
® errors in execution of trades;

® errors arising from complexity of products and inability of
existing systems and procedures to cater for them;

® errors in booking trades;
® crrors in the settlement of trades;
® errors in delivery processes; and

® inadequate legal documentation.
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Operations procedures and control risk

This results from inappropriate or unusable procedures and inad-
equate controls for monitoring the business. During the primary
research interviews, it became apparent that many institutions had
detailed operational and procedures manuals but many were
rarely used because they were either out of date or bore little rela-
tion to how the jobs were currently carried out. Operational pro-
cedures and control risks include:

® breakdown of controls and procedures around the front and

back offices;
® unidentified breach of trading limits;
® unauthorized trading by individual traders;

® fraudulent practices related to trading or processing activities,
including false accounting and forgery;

® money laundering;
® unauthorized access to systems or models;
® dependency on a limited number of key people; and

® lack of controls around the processing of trades.

Technology and systems risk
Technology and systems are central to the financial institutions.
Technology plays a key role in the operations area as well as
across the organization. A lot of the processing and evaluations
cannot be carried out without the use of complex mathematical
models and computer systems.

Technology has become such a central component within the
banking environment that any systems or communication prob-
lems can have a catastrophic impact on an institution. Technology
risk occurs where there are no adequate plans for managing and
monitoring the performance of technology related to projects,
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products or services. Technology risk can occur where the organ-
ization invests in the latest, and often untried, technology as well
as where there is little or no investment in advanced technology.
Additionally the reliance of many banks and financial institutions

on third party software products and on external organizations
for managing their data centres adds supplier risk to the equation.

Technology risk also includes information system project manage-

ment risk. This includes:

Technology risk — The use of new and untried technology can
have a detrimental impact on the business. There is the poten-
tial that technology may not be able to meet the required needs
of the business. Additionally, the infrastructure and the work-
force may not be able to cope with the new technology.

Scheduling risk — This is the risk of delays or non-delivery of a
project due to inadequate task estimation, status reporting or
progress monitoring.

Financial risk — This is the risk of exhaustion of funds before
the completion of the project. Management of the costs for a
project may be compromised due to inadequate budgeting,
financial reporting or financial control.

External risk — The external factors include reliance on third
parties for development, testing or implementation services.
Delivery risk is increased where there are multiple vendors or
where the solution involves integrating components from a
number of different suppliers. This is due to the difficulty of
enforcing consistent standards during testing and change
control.

Implementation risk — This occurs due to lack of skilled
resources, inadequate procedures or tools for the business
activity. One of the recurring problems during implementation
is the under-estimation of converting data from the old system
to the new system.
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Additional issues for technology and system risk include:

® Errors in the development of software. The complex nature of
the investment banking industry means that any support
system would require complex algorithms or business rules to
be developed. Unless there is comprehensive testing, there is a
risk that the algorithms may be incorrectly programmed.

® Errors in the formulae or mathematical models. The nature of
derivatives products require development of complex models
for revaluation purposes. As new products are developed, these
models need to be continually updated.

® Errors or failures in system support.

® Errors in calculating mark to market amounts.

® Inadequate or untimely management of information.

® Failure in key systems required to support business activities.
® Failure in network or communication channels.

® Inappropriate release or misuse of information.

® Inability of suppliers to deliver on time and within budget.

® Inadequate functionality.

® Inadequate or non-existent contingency planning in the case of

system or communications failure.

Information risk
While the need for strong internal controls surrounding informa-
tion systems has always been recognized, technological develop-
ments over the last few years have increased many of the business
control risks and have exposed information systems to new risks
through:

® The increase in end-user computing through the use of user-
driven development tools and client-server architectures has
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made it more difficult to manage and control systems and data.
While end-user developments reduce the ever increasing
burden on the organization’s IT staff and provide many advan-
tages, they also make it very difficult to monitor and control
security standards.

The development in telecommunications has allowed organiza-
tions to develop closer links by increased sharing of informa-
tion both nationally and internationally. There is increased
automation of financial transactions between organizations.
The development in e-commerce is set to increase the volume
of electronic financial transactions.

The increased outsourcing of various aspects of information
systems to third parties can potentially reduce the effectiveness
of internal organizational controls.

Effective use of technology allows organizations to gain
increased operational efficiency as well as competitive or strate-
gic advantage. This, allied with the improved performance of
computer equipment and their significantly reduced cost, has
meant that there is greater reliance on technology and comput-
ers in financial organizations.

The net effect of these trends is that most organizations are sus-
ceptible to:

Manipulation of data to defraud the organization, either for
gain or for management purposes.

Intentional or unintentional disclosure of sensitive data.

Destruction of valuable assets (e.g., applications or data),
causing a disruption of vital services.

Information and data is one of the most significant assets of a
financial institution. Market data and information from in-
house systems forms the basis of many trading and risk man-
agement decisions. When data and information is inaccessible,
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corrupted, incorrect or lost, it can expose the institution to a
substantial risk.

Thus, it is essential that organizations ensure that all their IT
infrastructure and systems contain the necessary security provi-
sions to reduce these potential risks through the implementation
of effective security and control measures. This is particularly
important as organizations begin to develop data warehouses and
knowledge management systems.

Currency risk
Currency risk occurs due to exposure in a foreign currency. This
risk includes:

® Convertibility risk — This the inability to convert one currency
into another as a result of political/economic policy (i.e.
exchange rate controls, devaluation etc.).

® Translation risk — This is the profit/loss due to translation of
financial statements of an overseas subsidiary into the home
currency for consolidation.

® Transaction risk — This is risk of movements in the foreign
exchange rates when credit transactions are denominated in a
foreign currency.

® FEconomic risk — This arises when the present value of future
cashflows changes due to a change in the exchange rates.

Country risk
Country risk is the risks faced by institutions undertaking business
in various countries around the globe. It includes com-
ponents such as political, financial and economic risks as well as
risks related to the general business concerns of stability and
social turmoil. Many institutions have suffered substantial
losses due to financial, political and social instabilities in many
Far Eastern former °‘tiger economies’. The collapse of the
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financial infrastructure in Russia has resulted in severe losses for
many western financial institutions that had exposure in that
country.

Shift in credit rating
Inability to raise funds at acceptable cost or access markets due to
adverse movement in credit ratings. During the currency crisis of
1998, many Japanese banks had suffered from downgraded credit
ratings, making them less attractive to counterparties wanting A
or AA credit ratings.

Reputation risk

Reputation risk is the risk to earnings or capital arising from neg-
ative public opinion. This affects the institution’s ability to estab-
lish new relationships or services, or to continue servicing existing
relationships. This risk can expose the institution to litigation,
financial loss, or damage to its reputation. Reputation risk expo-
sure is present throughout the organization and is why banks
always exercise caution in dealing with their customers and the
community.

Technology has made it possible for financial institutions
to deal directly with customers on a real time basis through many
different channels. However, this has also made it easier for cus-
tomers to move from one institution to another. Additionally,
branding of financial services and products is becoming more
important. As financial institutions begin to engage in a vast range
of new business in competitive markets, positive name recognition
becomes an indispensable asset. Reputation risk is different from
some of the other types of risk in that it normally arises when
other controls have failed. It is, therefore, a symptom of other
risks rather than a cause. However, it can have a serious impact
on the institutions’ brand name and can take a long time to
redress.
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Taxation risk
Changes in tax laws or unanticipated tax laws.

Legal risk
Breach of legal requirements in the effective jurisdiction. The
developments in technology and increased globalization mean an
institution has access to many more markets in more countries,
resulting in more complex legal issues. This is further complicated
with the expansion of products and the development of new deliv-
ery channels.

Business continuity risk
Business continuity risk (BCR) is caused by unforeseen events
occurring that may affect an institution’s ability to manage its
activities. Traditionally BCR has focused on events such as natural
disasters, sabotage, industrial action and wars. Therefore efforts
to mitigate the effects of these events have concentrated on system
and infrastructure facilities at different sites. However, any assess-
ment of BCR must include the impact of withdrawal of IT and
telecommunication systems as well as loss of key individuals or
teams from the organization or collapse or suspension of financial
markets.

Regulatory or compliance risk

Regulatory or compliance risk is the risk to earnings or capital
arising from violations of, or non-conformance with, laws, rules,
regulations, prescribed practices, or ethical standards. This risk
also arises in situations where the laws or rules governing certain
products or activities may be ambiguous or untested. Compliance
risk exposes the institution to fines, civil money penalties,
payment of damages, and the voiding of contracts. Regulatory
and compliance risk can lead to a diminished reputation, reduced
franchise value, limited business opportunities, lessened expan-
sion potential, and the lack of contract enforceability. It also
includes:
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® inability to meet regulatory requirements;
® breaching existing capital requirements;

® failure to anticipate forthcoming regulatory requirements.

Note

1 Kloman H H, Rethinking Risk Management, Geneva Papers,
July 1992.
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Introduction

Managing operational risk

The collapse of Barings, Britain’s oldest merchant bank, and the
$1.8 billion losses suffered by Sumitomo Corporation catapulted
the need for managing operational risk into corporate conscious-
ness. Sound operational risk management is essential to the
prudent operation of a financial institution and to promoting sta-
bility in the financial system as a whole. While risk management
is often defined as hedging or neutralizing the financial risks that
result from a series of transactions, operational risk is defined as
the entire process of policies, procedures, expertise and systems
that an institution needs in order to manage all the risks resulting
from its financial transactions.

Operational risks can range from a natural disaster, which can
cause the loss of a primary trading site, to a difference in the
payment conventions on a foreign exchange transaction. It
includes such matters as inappropriate organizational structure,
inadequate systems, failure to properly supervise the business,
defective controls, fraud, and human error. Risk management has
become a major issue for financial institutions as technological
advances have compressed the time frame for dealing, thereby
necessitating timely risk reporting. Recent market occurrences
have also created a particularly strong sentiment for the establish-
ment of strong risk management. Modification of operational pro-
cedures and controls are necessary, as risk management becomes
more challenging in a fast paced market. Failure to adequately
manage operational risk can negatively impact profit/loss, not
only resulting from the costs of incorrect settlement of transac-
tions, but also managing incorrect positions or taking unknown
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credit risks. Further, failure to manage operational risk can also
harm a firm’s reputation and cause a loss of business.

One of the key risk management practices is the segregation of
duties between operations personnel and trading personnel.
Operations personnel, who are responsible for confirmation and
settlement, must maintain a reporting line independent of trading,
where the trade execution takes place. The financial industry has
been recently reminded of this very essential control, first with
Barings and again with Daiwa Bank. Barings and Daiwa have
alerted all organizations to focus intensely on trader and market
practices as well as on operational control. These crises have
prompted all levels of management to re-examine in their own
organizations what they are doing and what they should be doing
to minimize risk.

Operational controls are vital to the risk management process. In
particular, effective controls help banks detect and resolve prob-
lems before they lead to financial loss. Many institutions have
responded to this risk management dilemma by implementing
tighter controls within the operations function. However, manag-
ing operational risk encompasses the co-ordinated management of
business processes, human capital and technology.

Traditionally, the concept of risk for financial markets has focused
on financial risks and derivatives products developed to manage
them. Managing financial risks such as market and credit risk has
evolved into a sophisticated science. By its nature, financial risk
can be measured, monitored, and analysed. And yet, the root
causes of most losses incurred by investment institutions are oper-
ational breakdowns and control weaknesses, not the mismanage-
ment of financial risks.

Despite this fact, the industry has generally allocated few
resources and limited attention to the active management of oper-
ational risk. All businesses, regardless of the activity, take on risk
and the successful organizations view risk pro-actively. Risk arises
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both from failing to capture opportunities whilst pursuing busi-
ness objectives and from a threat that something bad will happen.
Within the financial markets, risk management too often focuses
on the market and credit risk and has come to be regarded as the
province of the select few ‘rocket scientists’ or risk and audit com-
mittees. This had led to organizations trying to impose controls
and procedures that are either not understood by the majority of
the staff or are irrelevant to the way the tasks are performed on a
daily basis. This issue was highlighted many times during the
research where companies had engaged either internal or external
consultants to produce operations or procedures manuals for their
staff. These manuals were rarely used in operations departments
because they:

® were out of date almost as soon as they were produced because
of the fast nature of the financial markets;

® did not reflect how the task was performed in practice;

® were rarely used since the staff had very little input into this
process.

What is needed is a change of approach by the organizations; the
function of management needs to change from control to tapping
into the capabilities and commitment of its staff. A new integrated
approach to risk management needs to be developed that involves
staff and the processes at all levels of the organization. The man-
agement and the workforce need to challenge the old paradigm
and develop a more flexible approach to deal with the ever more
complex and changing environments. This requires the re-evalua-
tion of the structure of the organizations, the strategy for risk
management, as well as the use of information technology and the
communication infrastructure.

A fully integrated approach to risk management involves deter-
mining the company’s risk appetite and setting the risk manage-
ment agenda. This then needs to be supported by a more holistic
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approach to monitoring and management that must be compre-
hensive, inclusive and pro-active. A comprehensive approach to
risk management covers three key aspects of business organization
— its strategy, its processes and its people. It must also be inclusive
(involving all levels of the organization), pro-active (aiming to
anticipate risks in advance) and must address all the risks identi-
fied in Chapter 6, Risk spectrum.

At a strategic level, the board must play a leading role in setting a
clear risk framework. It must define the risk appetite of business
and outline which risks the business will accept, and which it will
it seek to transfer or modify by negotiation, insurance or a change
of approach. Once the strategic framework is set, there has to be
full integration into company processes. The day-to-day activities
of the of the business need to support the overall risk management
vision and there needs to be clear ownership and authority for risk
decisions.

Risk management needs to be embedded in organizational culture
and behaviour. Business managers need to understand the frame-
work and processes of risk management and the staff must be
trained in its philosophy and approach. Reward systems within
the organization should be designed to encourage risk awareness
and to reward behaviours that are consistent with business objec-
tives. It is essential to involve people in all areas of the business,
for staff are not only responsible for managing risks, but also con-
tribute to the business’s risk exposure through their actions. This
interplay between strategic and operational considerations and
the resulting involvement of all parts of the business is fundamen-
tal to this integrated approach to risk management.

By adopting this integrated risk management approach companies
can identify opportunities to improve the profitability of the busi-
ness, either by removing the cost of existing control tasks, or by
taking on more risk where appropriate. Conversely, failure to
involve all parts of the organization can lead to a fragmented or
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contradictory approach in which the business may face unneces-
sary risks, or underestimate the potential rewards available from
accepting a specific risk.

Why manage operational risk?

Most financial institutions have taken some measures to
address operational risks. However, they generally take such
actions reactively to remedy a specific issue that has already
surfaced. Very few companies have adopted integrated, proactive
programmes for managing operational risk. The following
are a few reasons why a more integrated approach should be
adopted.

Recurring operating losses

There are recurring cases of investment institutions suffering
operating losses — losses that stem from the mismanagement of
operational risks. The specific causes of these losses vary from
year to year and from company to company, but the negative
short-term and long-term financial consequences are often signifi-
cant and damaging to the business reputation.

Growing complexity of the trading environment

The increased complexity of the business — the growing sophisti-
cation of financial instruments, investment products, global
markets, and clients — requires a comparable evolution in risk
management techniques and tools. While the market will continue
to evolve and develop mitigating controls, management should
consider the following issues raised by the developments of tech-
nology, instruments and markets.

® With continued advance in technology, traders are able to
execute many more transactions during periods of market
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volatility. Greater levels of automation and straight-through
processing means that there are increasing levels of data that
need to be processed and managed. The banks are increasingly
automating their operations both in terms of trading and cus-
tomer information. The Internet is set to have a tremendous
impact in the banking industry. It is increasingly becoming pos-
sible for the clients to be able to trade and transfer funds elec-
tronically. Furthermore there is a growing trend towards
virtual banks and organizations. The growth in the speed and
volume of information flows requires much more efficient and
effective controls.

With the technology move to client-server-based solu-
tions, operations need to ensure that this new environment has
adequate level of reliability, control, security, and recover-
ability.

Volumes will continue to grow as many of the emerging
nations become more active in the international capital
markets.

There is ever-increasing pressure for globalization, both of cus-
tomer and products. Investment banks and their clients are
increasingly looking to take advantage of global markets in
order to maximize returns of their investments. Banks need to
be able to react to their clients by providing global infrastruc-
tures, services and products that meet their requirements.

The continuous development of new and more exotic types of
derivatives products.

New types of clients will continue to deal in the market.
Recently, the increased activity of fund managers and invest-
ment advisors has led to the need for new trading and settle-
ment procedures.

Organizational structures are becoming much flatter as a result
of organization development and increased use of technology.
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Many institutions are going through organizational changes
and restructuring in order to become more flexible, productive
and profitable. Whole layers of management have been
removed from organizational structures as organizations
develop integrated information systems to process and dissem-
inate information more quickly and efficiently through the
organization.

® Organizations are moving more and more toward a matrix
management approach that may contain more ‘ambiguous
lines of authority’. However, the roles and responsibilities of
each area has should be clearly defined, especially for people in
the operations who play an important role in the overall
control environment.

® As the national economies become interlinked, organiza-
tions are also becoming global in outlook. They are
becoming more decentralizsed and federal in order to take
advantage of the economies of scale of a large organiza-
tion while retaining a fast, more focused and flexible approach
of a small organization. However, this trend toward larger
regional trading hubs supporting a network of smaller satellite
offices makes it much more difficult at the satellite sites to
maintain proper separation of duties between trading and
operations.

Client demand

The financial institutions are becoming much more customer
focused. It is no longer enough for banks to offer standard serv-
ices and products. Banks need to tailor their services and products
to meet their client’s requirements. Organizations need to ‘think
global and act local’. Increasingly clients and counterparties are
looking for (and demanding) assurance that both adequate man-
agement structures and skilled staff are in place to minimize oper-
ational risk.
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Need for integrated risk management

Without effective management of operational risk, an organiza-
tion cannot monitor its market or credit risk exposure. In order to
effectively manage market and credit risks, it is necessary to have
the relevant skills and expertise in the staff, technical and organi-
zational infrastructure, as well as control systems. As all of these
are components of operational risk, it then becomes apparent that
an integrated risk management approach needs to focus on oper-
ational risk.

Measuring operational risk

There has been a lot of work done in defining operational
risk and ways of managing it. While techniques for measuring
market and credit risk are well established and understood, the
development of financial measures for operational risk are
still at early stages. Because of its complex nature, operational risk
does not easily lend itself to financial quantification. The industry
has not developed any standard measurement techniques.
The regulatory and supervisory community is actively thinking
about capital charge for operational risk based on yet-to-be-
defined standard measures of an institution’s exposure to this type
of risk.

The nature of operational risk makes quantitative assessment very
difficult and providing financial estimates of its exposure requires
a complex combination of people, processes, technology and
other internal and external events. Whether a standard method-
ology can be developed for measuring such a disparate array of
influences and events will remain the subject of passionate debate
for the foreseeable future. However, institutions have begun to
attempt various techniques for measuring operational risk expo-
sure. These techniques include fixed or proportional charge based
on operational costs, using statistical models based on historic
information about losses and loss events and process models
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where each core process is analysed to determine the potential
cause of each loss event.

Whatever measurement methodology organizations develop,
effective management of operational risk requires an integrated
approach to the development of staff skills and training, opti-
mization of the business processes, development of a risk aware
culture and a technological infrastructure that allows the organi-
zation to process, monitor and manage the business.

G-30 and Basle Committee reports on risk management

While there have been numerous reports over the past few years
on the issue of risk management and control, two have made a
substantial contribution to the risk management process. These
two reports are:

1 Derivatives: Practices and Principles, G-30 report published in
July 1993.

2 Risk Management Guidelines for Derivatives, written jointly by
the Basle Committee on Banking Supervision and the
International Organization of Securities Commissions (IOSCO)
1994.

These two reports together have shaped today’s best practices in
risk control. Both reports laid some fundamental rules for effec-
tive operational risk management. These include:

® The importance of defining the scope and policy of the firm’s
involvement in and use of the various financial instruments at
the highest level of the organization.

® The oversight responsibility by boards of directors and senior
managers within the institution.

® The need for a risk management process that involves continu-
ous measuring, monitoring and controlling of all risks.



100

Managing Operational Risk in Financial Markets

G-30 and Basle Committee reports on risk management

® The need for accurate and reliable management information
with comprehensive limits.

® The need for frequent and comprehensive management report-
ing.

® The requirement for sound control and operational systems.
® The need for thorough audit and control procedures.

To effectively managing risk is to ensure that all the professionals
involved, including trader operations and settlements staff and
those responsible for supervision, have the necessary skills and
experience. The institution must ensure that it does not deal in any
instrument until senior managers are fully satisfied that all rele-
vant personnel understand and can manage the risks involved.

The G-30 report addresses the issues for both dealers (financial
institutions) and end-users (corporates) of derivatives. The guide-
lines are embodied in 20 recommendations which firms can use to
set up and evaluate their risk management and control practices.
The guidelines are divided into five main areas:

® general policies for senior management;

® valuation and market risk management;

® credit risk measurement and management;

® systems, operations and controls;

® recommendations for legislators, regulators, and supervisors.

The Basle Committee/IOSCO report is directed primarily towards
banking organizations. It provides a framework which the institu-
tions can follow and against which they can reassess their own
risk management procedures. These guidelines include risk man-
agement practices for each major risk identified — credit, market,
liquidity, operations and legal. The Basle Committee/IOSCO sug-
gested that the entire process of measuring, monitoring and con-



7 Managing operational risk 101

G-30 and Basle Committee reports on risk management

trolling risk should be consistent with the firm’s established poli-
cies and it should be independent of both the trading and admin-
istration functions. This independence should be reflected in the
organizational hierarchy of the institution as well as the firm’s
exposure-reporting system. The 1994 document has become the
definitive word on best practices in risk control for derivatives.

The Basle Committee’s increasing focus on sound internal controls
has resulted in the publication of the Framework for the
Evaluation of Internal Control Systems(1998) report. The
Committee notes,

An analysis of the problems related to the losses [incurred by
several banking organizations] indicates that they could prob-
ably have been avoided had the banks maintained effective
internal control systems. Such systems would have prevented
or enabled earlier detection of the problems that led to the
losses, thereby limiting damage to the banking organization.

The Committee noted that the control breakdowns typically seen
in recent problem bank situations could be grouped into five
broad categories:

1 Lack of adequate management oversight and accountability,
and failure to develop a strong control culture within the bank.

2 Inadequate assessment of the risk of certain banking activities,
whether on- or off-balance sheet.

3 The absence or failure of key control activities, such as segre-
gation of duties, approvals, verifications, reconciliations, and
reviews of operating performance.

4 Inadequate communication of information between levels of
management within the bank, especially in the upward com-
munication of problems.

5 Inadequate or ineffective audit programs and other monitoring
services.
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It is thus not surprising that the 13 principles issued by the Basle
Committee cover management oversight and the control culture;
risk assessment; control activities; information and communica-
tion; monitoring; and evaluation of internal control systems by
supervisory authorities. The guidelines stress the important role
that management has to play in developing an appropriate orga-
nizational structure, establishing robust internal controls and
aligning rewards systems to commitment to risk management
principles. The importance of these issues is addressed in the fol-
lowing principles:

® Senior management must set out and monitor the adequate and
effective internal control system. They should also develop
processes that identify, measure, monitor and control risks
incurred by the bank. They must maintain an organizational
structure that clearly assigns responsibility, authority and
reporting relationships and ensure that these delegated respon-
sibilities are effectively carried out.

® It is the role of senior management to promote a culture that is
conducive to an effective system of internal control. The
Committee believes that it is the responsibility of the board of
directors and senior management to push home the importance
of internal controls through their actions and words. For
example, senior management may weaken the control culture
by promoting and rewarding managers who are successful in
generating profits but fail to implement internal control poli-
cies or address problems identified by internal audit. Such
actions send a message to others in the organization that inter-
nal control is considered secondary to other goals in the organ-
izations, and thus diminish the commitment to and quality of
the control culture.

The Basle Committee on Banking Supervision published
the report Operational Risk Management in September
1998. This outlines the results of a survey carried out
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by a working group committee. The report is reproduced in
Appendix 2.

Risk management framework

The lapses in risk management and risk controls have led to sub-
stantial financial losses by organizations through out the 1990s.
The 1997 Operational Risk Management Survey conducted by
British Bankers Association (BBA) in conjunction with Coopers &
Lybrand revealed that 24 per cent of the banks surveyed had expe-
rienced individual losses of more than £1m in the last three years.
Barings, Morgan Grenfell Asset Management, Daiwa, Sumitomo
Corporation and many other organizations suffered huge losses as
a result of failures in their control systems. Therefore any com-
prehensive risk management framework needs to address all the
risk and control issues outlined in Chapter 6, Risk spectrum. This
includes market, credit and operational risks. In order to effec-
tively manage market and credit risks it is necessary to have the
relevant skills and expertise in the staff, technical and organiza-
tional infrastructure, as well as control systems. As all of these are
components of operational risk, it then becomes apparent that an
integrated risk management approach needs to focus on opera-
tional risk. It needs to ensure that relevant components, systems
and infrastructure are in place to measure and monitor market
and credit risks on an enterprise-wide basis and that staff are
available at all levels of the organization who are able to interpret
the outputs and take appropriate actions.

In looking at a corporate level risk framework, the organization
needs to ensure that the various key components are in place.
These components include organizational issues and people issues
such as strategy, structure, people, skills etc. and technological
issues such as component systems, communication infrastructure,
data warehouses, data mining and risk management tools. The
organizational issues include:
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development of a risk management strategy;
development of risk management culture;
definition of management roles and responsibilities;

ensuring that an appropriate management and control struc-
ture is in place.

The people issues include:

the relevant type and calibre of people are available;

there are adequate levels of training and development of the
staff;

the staff have the skill levels that are appropriate to the tasks
assigned to them.

The technology issues include:

adequate systems to support the various product lines;

systems are available for management information and report-
ing;
there is communication infrastructure to support the opera-
tion;
data warehouses that allow integration and consolidation of

information and data across the organization;

tools and systems available for managing market risk across
the organization;

enterprise-wide credit monitoring and credit risk management
systems.

There are four fundamental themes that are critical for establish-

ing and maintaining a comprehensive and effective risk manage-

ment framework:
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® The ultimate responsibility for risk management must be with
the board of directors. They need to ensure that organization
structure, culture, people and systems are conducive to effec-
tive risk management. The requirements for risk management
must be defined and established by those charged with overall
responsibility for running the business.

® The board and executive management must recognize a wide
variety of risk types, and ensure that the control framework
adequately covers all of these. As well as including market and
credit risks, it should include operations, legal, reputation and
human resources risks, that do not readily lend themselves to
measurement.

® The support and control functions, such as the back and
middle offices, internal audit, compliance, legal, IT and human
resources, need to be an integral part of the overall risk man-
agement framework.

® Risk management objectives and policies must be a key driver
of the overall business strategy, and must be implemented
through supporting operational procedures and controls.

The above themes give an indication of the broad scope of the
principles, which is critical in underpinning a truly comprehensive
risk management framework.

The role of senior management

Boards of directors have ultimate responsibility for the level
of risk taken by their institutions. Accordingly, they should
approve the overall business strategies and significant policies
of their organizations, including those related to managing
and taking risks, and should also ensure that senior manage-
ment is fully capable of managing the activities that their
institutions conduct. Global Derivatives Study Group! rec-
ommends that:
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Policies governing derivatives should be clearly defined. . . .
Senior management should approve procedures and controls
to implement these policies and management at all levels
should enforce them.

Senior management should be able to identify and understand the
types of risks inherent in their institution’s activities and to ensure
that its lines of business are managed and staffed by personnel
with knowledge, experience, and expertise consistent with the
nature and scope of the organization’s trading activities.

The board of directors needs to assess and define the risk appetite
for the organization that in turn depends on the risk culture of the
firm. There must be a clear statement of the firm’s risk philosophy
regarding financial risks. It is only when this has been defined, that
the institution’s senior management can work out the organiza-
tion’s risk profile and formulate the policies and guidelines relat-
ing to the management and control of these risks. These policies
should cover how and when financial instruments may be used in
the broadest terms and must be developed in line with the institu-
tion’s capital base, its business aims, its risk culture and its overall
ability to manage and control risk. These guidelines must be com-
prehensive in nature and must cover areas of financial policy,
credit risk, market risk, legal issues, human resource management,
accounting and reporting considerations, as well as culture, orga-
nizational structure, management information and internal
control systems.

One of the problems is that most boards comprise people who do
not have a detailed understanding of financial instruments, espe-
cially derivatives. This fact has been demonstrated over and over
again in the losses incurred by financial institutions including
Barings, Orange County, Procter and Gamble and many others.
Until the boards of companies can build up some expertise, the
firms are not going to be able manage the risks effectively or react
effectively the changing environment. All board members need to
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understand the risks in their trading and operations that may lead
to financial losses. The directors should nominate individuals with
defined responsibility for ensuring that there is adequate expertise
within the organization for financial instruments being traded.
They should be provided with the training and education to
ensure they understand the uses and risks of various financial
instruments, including derivatives, as well as the problems of their
management and control.

One of the key tasks to the senior management is to foster a risk
management culture within the organization. Although risk man-
agement is the responsibility of the staff at all levels of the organ-
ization, there must be an explicit allocation of risk management
responsibility among senior managers to ensure management
accountability for risk control. Management and staff accounta-
bility for risk management can be encouraged through linking
reward systems to effective risk management as well as compre-
hensive annual assessments and reporting on the effectiveness of
risk management systems.

The board’s commitment to developing and maintaining a risk
control system must be reflected in the resources that are made
available and the profile of the risk management and control per-
sonnel within the organization. The resources must be made avail-
able for continued risk management training throughout the
organization. Additionally, funds must be made available by the
organizations for the development of the hardware and software
infrastructure, as well as the recruiting and retention of staff with
the appropriate expertise, skill and experience. As well as the
responsibility, the board must devolve the authority to the risk
management and control personnel to enable them to carry out
their tasks. They must have independent access and direct lines of
communication with board members.

The linking of the reward systems to effective risk management is
another method of developing and nurturing a risk management
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culture. The organization’s compensation policy should not be
such as to encourage its risk-takers to take on unnecessary risks.
The annual bonus of the trading staff or corporate treasurers
should not be entirely based on their profitability but should also
take into account the riskiness of their activities, departmental and
team performance, and the risk-taker’s value-added to non-
trading activities. Effective monitoring, control and management
of risk should be recognized in the compensation policy.

There should be a continuous monitoring process to ensure the
integrity of the risk management controls and systems. While
organizations must develop a risk management culture such mon-
itoring and internal and external risk audits have an important
role to play in the risk management process. This would involve
auditing and testing the risk management process and internal
controls and ensuring that the systems, procedures and controls
are robust. At a minimum, there should be an annual internal and
external risk audit. The risk audit would be a substantial under-
taking that would review all the processes associated with meas-
uring, reporting and managing risk. It must evaluate the
independence and overall effectiveness of the risk management
function and ensure that risk management personnel as well as the
trading and risk taking staff are complying with established risk
management policies, and that proper documentation on the risk
management process and internal controls is in place.

Additionally, there must be a supervisory role (either an individ-
ual or a team) to ensure controls and procedures are followed and
that senior managers do not override internal controls in their
daily operations. There is a requirement for a continuous and sys-
tematic identification, testing, and evaluation of critical internal
controls to determine their continued applicability and to ensure
that established procedures are followed.

Senior management needs to ensure that there is adequate segre-
gation of duties between risk management and control personnel
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and the trading personnel. The process of measuring, monitoring,
controlling and reporting risk exposures should be managed sep-
arately from those who generate the activities that bring about the
risk. It is up to senior management to decide how this segregation
of duties is achieved. Senior managers must clearly define respon-
sibilities between front office and back office. Operations person-
nel, who are responsible for confirmation and settlement, must
maintain a reporting line independent of trading, where the trade
execution takes place. The financial industry has been recently
reminded of this very essential control, first with Barings and
again with Daiwa Bank.

The nature, size, activity, culture and structure of each company is
different as is its risk appetite. Additionally, the nature of risk
management roles and responsibilities and the types of tools, ini-
tiatives, and measurement techniques available to an organization
will differ. However, there are a number of underlying principles
that will be applicable to all institutions as they formulate policies
for the implementation of an integrated approach to operational
risk management.

The failure of Barings and trading losses at Morgan Grenfell
and Sumitomo Corporation are proof of the need of a new
approach to operational risk management in global insti-
tutions. Looking at the components of operational risk, the
largest proportion of issues arise from problems which the
organizations ought to be able to control themselves. The
major financial institutions should be looking to develop a
global framework for comprehensive and effective manage-
ment controls. Such a framework must take into account the orga-
nization’s risk appetite, risk culture, organizational structure and
technological infrastructure. However, probably the biggest chal-
lenge is for organizations to develop a framework that will allow
them to react quickly and flexibly to external shocks and internal
breakdowns. In order to develop this flexibility, organizations
need to:
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® Hire, support and retain staff at all levels of the organization
with an appropriate level of skills and expertise.

® Establish training and development programmes that will

allow the staff to continuously develop and improve their
skills.

® Invest in an enterprise-wide risk-monitoring system, that has
the capability to integrate data from the various product line
systems to provide a consolidated view of the organization’s
exposure. The individual product line systems need to encom-
pass sophisticated risk models and have the capacity to handle
high-volume, high-speed transactions.

® Establish a management structure with appropriate checks and
balances, between front and back office.

® Establish an independent risk management organizational
structure.

® Adopt an integrated approach to market, credit risk and oper-
ational risks.

It will be this flexibility that will ultimately allow the organization
to respond to the changing market and customer requirement.

Risk management culture

The concept of risk management within the financial industry has
frequently been associated with financial loss or fraud, e.g.
Barings, Sumitomo, Orange County etc. Risk management gener-
ally, and operational risk in particular, really comes into focus
when something has gone wrong, or when an organization has
suffered a substantial loss. As a result of this, there is often a pre-
occupation with and excessive focus on administrative processes
and controls, rather than outcomes and performance. As the
financial business has become more complicated and global, it has
generated greater risk management problems. However, because
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of this fixed mindset and paradigm paralysis, with each new
problem, the cry goes up for greater levels of control, more rigid
hierarchies and less staff empowerment. Rather than solving any
problems, this approach creates fear, uncertainty and suspicion
among the staff. This merely serves to drive the problems under-
ground, creating a much bigger risk management nightmare.

Organizations need to break out of this cycle and explore differ-
ent ways of managing risk. In some cases the term risk manage-
ment is rather misleading. The process of risk management does
not necessarily focus on the management of risk, which is uncer-
tain and unpredictable in nature, but on the capability of the
organization to operate effectively in a changing and uncertain
environment. Managing risk is actually about managing the
organization: planning, organizing, directing, and controlling
organization systems, processes and resources to achieve the orga-
nization’s objectives. Effective risk management requires develop-
ment of the organization’s systems, processes, and resources to
change the organization and its responses to the its environment.

The organization needs to develop a risk management culture
where risk management is seen as the responsibility of the staff at
all levels of the organization. This means that systems and process
are designed with risk management in mind and staff development
and training focuses on effective risk management practices. The
risk management process needs to involve continuous measuring,
monitoring and controlling of all risks within the organization.
The risk oversight responsibility of the management needs to be
clearly defined and communicated.

An organization will only be able to manage risk effectively if its
management and staff want to. While the regulators may insist on
expensive value at risk type systems or force the organization to
develop comprehensive procedures and operational instructions,
these activities do not in themselves lead to effective risk manage-
ment. It is the individuals who have to decide whether they are



112

Managing Operational Risk in Financial Markets

Risk management culture

going to manage operational risk. Because risk management is
about asking questions and challenging the establishment, indi-
viduals within many institutions feel vulnerable when having to
address these issues. For example, an employee working in the
back office would feel reluctant to challenge a senior trader or a
senior manager about the issue of employee fraud because they
risk alienating their own colleagues.

The key risk management guiding principle is to ‘embed’ risk
management into the organizational culture. This means creating
a risk-aware organization, a process that typically requires a cul-
tural change to incorporate the idea of risk into every employee’s
thinking. This requires a shift in the corporate paradigm or
mindset. This shift in the mindset and the development of a posi-
tive risk culture within the organization requires a fundamental
review of the nature and structure of the financial institution. A
number of key actions need to take place:

® The board and the senior managers need to demonstrate,
through word and action, that they consider risk management
a high priority. The oversight responsibility by boards of direc-
tors and senior managers within the institution needs to be
clearly identified and communicated to all staff. This focus on
risk management needs to be reflected in the organization’s
structure, culture and processes.

® The organizational lines of responsibility and authority need to
be established and communicated clearly so that issues can be
escalated to appropriate level without any ambiguity.

® The organization needs to take a cross-functional view of risk
in order to break down organizational and functional barriers.
Functional hierarchies and operational silos can be a breeding
ground for unmanaged risks. The enterprise nature of risk
means that its effective management requires a business process
rather than a functional or a departmental view. Moving to a
business process view of the organization involves a massive
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change not only in the process flow but also the organization
culture, management style and staff skill requirement.

The measurement of risk and exposure on an enterprise-wide
basis is a key component of effective risk management. A risk
information system that provides consolidated risk data across
the organization in a timely fashion would allow the manage-
ment to adjust the company’s risk profile in response to port-
folio and market changes. The techniques and tools for
measuring market and credit risk are well developed and rela-
tively readily available. Operational risk does not lend itself to
the same level of analytical measurement. The nature and scope
of operational risk is such that only qualitative and subjective
measurements are possible.

The organization should develop and communicate a clear set
corporate objectives and strategies that should include accept-
able attitudes to risk taking and the establishment of guidelines
within which the various trading and operating units need to
function. The goals and objectives of the risk management pro-
gramme should have been defined and clearly communicated to
staff at all levels. The gains from risk management, for the
organization and the individual staff, need to be tangible and
measurable. This will allow the organization to set group and
individual goals.

In order to promote a positive risk culture, the organization
needs to create financial and non-financial incentives that are
aligned with risk management objectives. This means that pay
structure and bonuses of the staff, including the trading staff,
should not only reflect the profitability of the individual or
group but also the riskiness of the business and any risk miti-
gation techniques that were used. This provides incentives for
staff to be more aware of the risk that the organization is
taking and promotes individual and group accountability and
behaviour congruence at all levels of the organization. The
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non-financial incentives such as promotions or recognition also
need to reflect contribution to the risk management process.

The remuneration structure can also be used to control the risk
and investment horizon. If the trading staff’s bonus is tied to
their profitability and the bonus is paid on 31 December, then
the investment and risk horizon is one year on 1 January and
only one month on 1 December. If the staff have long-term pay
structures, then their investment horizons are also likely to be
long term.

The organization needs to provide support and training for the
staff to ensure that they understand and are able to undertake
the tasks assigned to them. The staff should also have access to
training that goes beyond their immediate functions and even
beyond the current needs of the company. This provides tools
for the staff to break free of fixed perceptions and to ‘think
outside the square’. It would open up possibilities beyond the
obvious.

The risk managers should be regarded as a valuable resource
that can provide an independent, objective input on matters
ranging from overall business strategies to specific projects.
The importance of the risk function should be recognized by
the organization and this should be reflected in the composition
of the board and senior management committees.

Risk management is not a one-off activity. The organization
needs to ensure that there is a process of continuous learning.
Risk management is a dynamic and evolving process. A finan-
cial institution is in a constant state of change due to the con-
tinuous change in the markets, products, customer
requirements, regulatory changes, technological advances and
organizational developments. The resulting change in the risk
profile requires a constant development and evolution of the
risk management processes and procedures.
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® Organizational processes and procedures should be designed to
empower its staff rather than entangle them in red tape and
bureaucracy. Many organizations develop procedures in
response to regulatory requirements. The main focus of the reg-
ulators tends to be to minimize risk rather than necessarily
effectively managing it. Organizations should develop and
implement procedures that reflect their own priorities and that
are in tune with their own corporate goals.

® Success in risk management and development of risk manage-
ment capabilities should be advertised and promoted within
the organization and within the industry generally. This rein-
forces the management commitment to the importance of effec-
tive risk management.

® As the emphasis shifts from ‘making money to not losing
money’, effective operational risk management is an increas-
ingly important function for an investment institution. With
effective risk management processes in place, the organization
can focus more of its energies and talents on the core of its
business, i.e. maximizing the effectiveness of its investment
management and client service functions and thus enhancing its
prospects for long-term viability.

While effective risk management relies on individual initiative,
corporate culture plays a critical role in defining the behavioural
norms for an organization. The organizational culture can create
an environment that is conducive to risk management by mini-
mizing the personal risks that staff have to take in managing oper-
ational risk. An organizational culture that has a positive
approach to risk management is likely to promote individual
responsibility and accountability. It allows staff to question and
challenge the established ways of doing things. This constant
review of procedures and processes promotes understanding and
helps identify new and better ways of accomplishing the tasks. A
positive risk culture allows people to admit that there may be gaps
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in their knowledge or that they have made a mistake. Cultivation
of such honesty in staff at all level allows the organization to take
corrective action at the earliest possible opportunity in the event
of problems occurring.

The establishment of a risk aware culture within an organization
is fundamental to the effective management risk. This requires
commitment from the board and senior management, clear defini-
tion of strategy, implementation of the policies outlined above and
provision of support and training for the staff. Adopting this
approach is likely to create substantial change within the organi-
zation. The effective management of the transition to the risk
aware culture will allow the organization to monitor, control and
manage risk while retaining creativity and flexibility.

Enterprise-wide co-ordination

In order to effectively manage enterprise-wide risk, the risk man-
agement function needs to have cross-functional responsibility with
a direct reporting line to the board of directors. This will allow the
co-ordination of risk management across different business units
and provide a ‘bigger picture’, which may be missing from individ-
ual business units’ management reporting. The responsibilities for
this centralized risk management co-ordination role include:

® helping establish and communicate risk policies and principles;

® cnsuring that the company adopts a comprehensive approach,
one which includes all types of risk;

® managing risk events, including the collection, identification,
analysis, resolution, reporting, and prevention of future incidents;

® acting as a clearinghouse for ideas, a forum for communica-
tion, and a link between actions and reactions of individual
business units to each other and to the corporate vision;

® reporting to the board of directors and executive management.
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Managing organizational paradoxes

Paradoxes are inevitable in an ever changing and complex world.
Handy? states: ‘Paradox I now see to be inevitable, endemic and
perpetual. The more turbulent the times, the more complex the
world, the more the paradoxes’. Handy identifies nine principal
paradoxes that inflict society and that need to be managed. One
of the nine paradoxes outlined by Handy is ‘the paradox of the
organization’. In managing operational risk, it is key that man-
agement recognize the organizational paradox and put into place
policies and procedures to manage it. It should be noted that it is
rarely possible to completely solve these paradoxes; however, the
inconsistencies can be minimized and some of the contradictions
can be reduced. As Handy suggests ‘Paradoxes are like the
weather, something to be lived with, not solved, the worst aspects
mitigated, the best enjoyed and used as the clues to the way
forward.’

In order to manage risk efficiently and effectively, managers
within financial institutions need to be able to identify these para-
doxes and manage these contradictions and inconsistencies.
Managing the paradoxes means ability to reconcile issues that
appear contradictory. Organizations need to be global and local at
the same time; they need to be centralized for some aspects and
federal in others; they have to be planned and yet flexible. The
management needs to be more controlling and more delegating.
The employees need to be more autonomous and yet be more of
a team. All these paradoxes tend to be present in all organizations
to a varying degree. However, successful organizations tend to be
able to manage these paradoxes much more effectively.

The paradox of globalization

The nature of financial markets is driving investment institutions
towards globalization. This trend is underpinned by the global
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nature of financial products and services, increasing global pres-
ence of the clients and advances in technology and telecommuni-
cation. This allows institutions to take advantage of efficiencies at
corporate levels by consolidating operations and back-office func-
tions into regional hubs. However, greater focus on customer serv-
ices within financial institutions means it is no longer acceptable
to provide a standard product or service across all clients and
regions. Each institution needs to differentiate its products by pro-
viding a bespoke service to meet the needs and expectations of its
customers at various geographical locations. In short organiza-
tions need to be global, to gain operational efficiencies, as well as
being local, to provide a bespoke service.

Organizations need to ‘think global, act local’ to manage this
paradox. They will require a global infrastructure to take advan-
tage of the economies of scale at the corporate level while devel-
oping strong local management teams responsible for customers.
The corporate centre will provide the cohesion and develop shared
values while retaining a fast, more focused and flexible approach
of a small organization to service the local market requirements.
Organization will need to become more decentralized and federal
in nature to cater for this. There is also likely to be a refocus on
‘core business” with non-core activities being out-sourced or sub-
contracted. Vertical integration, where companies try to bring all
parts of the business under central control, needs to give way to
decentralization and companies forming close and mutually bene-
ficial relationships with other organizations. Figure 7.1 shows an
outline of a flexible organization.

In this flexible organization the ever-shrinking core function of an
organization is supplemented more and more by external, part-
time resources, either in the form of outsourcing, subcontracting
or short-term contracts.

Rapid technological change, more intensive competition, shorter
product life cycles and more specialized markets have highlighted
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Figure 7.1 The flexible organization.

the liabilities of large-scale vertical organizations. There is there-
fore a move towards various kinds of decentralization, inter-firm
agreements, collaborations and partnerships as organizations join
together to create global strategic alliances. This co-operation
based framework for business activity leads to much closer ties
and greater sharing of resources and information between organ-
izations, enabling greater efficiency, flexibility and innovation to
respond to market requirements. These relationships are some-
times referred to as strategic networks and defined as ‘long term
relationships among distinct organizations that allow them to
sustain a competitive advantage against their competitors outside
the network’.!

However, as the organizations become more decentralized and
more flexible, it requires a greater degree of monitoring and
control to manage operational risk. This leads to the second main
paradox.
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The paradox of control

The requirement within financial markets is for a greater level of
monitoring and tighter controls to ensure that disasters of the past
few years (e.g. collapse of Barings, losses at Sumitomo etc.) cannot
happen again. However, as businesses become more complex,
diversified and more decentralized, there is greater devolution of
power from the centre to the local operations. This more federal-
ist approach means that the centre effectively has less direct
control of the operation in the satellite offices. The paradox that
needs to be managed is less direct control but greater effective
monitoring.

One possible paradox of risk management lies in the devolution
of decision-making to employees through the ‘empowerment
process’. This may give rise to new risks. Newly empowered
employees and operating units may undertake activities and
actions unanticipated by senior management, some of which may
create problems and harm for the organization. The organizations
have to develop strategies to combat these additional risks. One
solution for this is to build a risk-aware culture within the organ-
ization with a stronger sense of risk awareness and ownership at
employee and unit levels. There need to be some objectives and
‘ground rules’ defined to ensure that the risk taking is kept within
acceptable boundaries. However, the management need to ensure
that creativity is not compromised through excessive control. The
move towards decentralization, coupled with risk aware organi-
zational culture, means both creativity and strong risk manage-
ment can flourish within the organization.

This federalist approach cannot work without a strong centre.
Traditionally a strong centre meant that a lot of people had to be
employed to co-ordinate, plan and monitor activities of the satel-
lite offices. This concentrated an even greater amount of power in
one place. However, advances in technology and the information
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revolution mean that the centre can now be small, well informed
and dispersed. With the right technology infrastructure and man-
agement information and decision support systems, managers can
closely monitor the business remotely. The data for the decision
support systems can be sourced independently to minimize the
risk of data errors or fraud. Using independent sources of data
ensures that the risk of the type of fraud perpetrated by Nick
Leeson when he did not report the huge losses on the error
account (i.e. the 88888 account) is minimized.

The paradox of work flexibility

There is growth in flexible working; individuals look to change
their jobs many times through their careers; and more work is
being handled on a temporary basis with teams assembled just for
current projects. However, the global nature of the financial
markets means that it is now a round-the-clock business.
Individuals have to work extremely long hours to cover the
various time zones. There is pressure on the operations depart-
ment to ensure that all the processing for all the markets is com-
pleted and the information is available to the client as soon as
possible. This information includes all the business transacted,
market prices, interest rates, exchange rates as well as revaluation,
profit and loss calculation and cash movements. Additionally
there is an increasing regulatory and management pressure to
increase the levels of monitoring and control of the business.
These contradictory pressures of greater work flexibility and more
control need to be managed within organizations.

The continuing trend towards the development of modified matrix
and project based organizations allows multi-disciplined teams to
have maximum autonomy and responsibility and set their own
goals and targets. These team cells can then manage their own
time and set the pace for themselves. The technological infra-
structure allows the management to monitor the outputs and con-
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solidate the information across teams on an enterprise-wide basis
in a timely fashion. This will allow the organization to reconcile
the requirements of greater individual flexibility and more effec-
tive monitoring of the business.

Toward a more flexible organization

The last few years have seen many changes in the structure and
culture of organizations. Before the 1970s the work environment
was relatively stable and structured; people and their careers were
relatively organized; problems and their solutions were well
defined and employment tended to be for life. The industrial land-
scape was dominated by large multinational manufacturing giants
like General Motors and Ford whose hierarchical organizational
structures had been defined in the 1930s. The successive oil crises
of the 1970s, development of new technology and the demand for
increased productivity led to a rationalization of the manufactur-
ing industry. Technology enabled organizations to automate the
manufacturing processes resulting in substantial job losses at
operational levels. During the 1980s and early 1990s the focus
shifted from the manufacturing to service industries. With further
developments in technology and increasing availability of man-
agement information, organizations began to look at their own
set-ups with a view to rationalizing the hierarchical structure. The
subsequent organizational changes led to a large number of job
losses among middle management. Today this trend is continuing,
organizations are becoming more flexible, work is becoming
increasingly global and the management much more decentralized
and devolved.

The investment banking industry has seen substantial changes
over the past two decades. However, the conservative nature of
the banking environment has meant that the industry has been
slow to adopt some of the recent management and organizational
development techniques. One consequence of this has been that
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financial institutions have been trying to manage their complex,
expanding and rapidly changing businesses with inappropriate
organizational models and cultural frameworks. The industry
needs to update its operating models, moving away from func-
tional models to a more customer orientated approach and to take
advantage of the opportunities offered by developments in tech-
nology and telecommunications.

It is surprising to note that despite tremendous advances in tech-
nology and management techniques, the management models
most frequently found within financial institutions are still based
on the scientific management techniques developed by EW. Taylor
at the beginning of the twentieth century. The main principle of
scientific management is that a business process can be subdivided
into its constituent parts and an individual can then perform each
part. This was revolutionary thinking in the 1900s and had a
tremendous impact on the work environment. The implementa-
tion of scientific management techniques led to a number of devel-
opments:

® The focus moved away from skilled craftsmen and general-
purpose tools to specialist single purpose machines with “skills’
built in the machine. There was a general de-skilling of the
workforce and move toward semi-skilled labour.

® In order to achieve increased efficiencies, the jobs were broken
down into their constituent parts and standardized. The time
and motion studies carried out helped define the optimum way
to complete each task.

® The system became of paramount importance and control was
seen as fundamental to all good design and efficient operation.

® The planning was with the managers; workers merely carried
out the tasks.

Looking at financial institution todayj, it is rather disappointing to
note that many of these characteristics can still be frequently
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found in many areas, particularly within the operations function.
Although technology has begun to eliminate some of the rather
manual processes within banks and financial institutions, the
operating models still owe more to scientific management than to
the more human-resource-management and customer-focused
models.

In order to meet the challenges of today’s competitive environ-
ment and to manage the paradoxes outlined above, the industry
needs to move on from these outdated concepts and adopt a more
customer-orientated approach. Organizations need to focus more
on business processes rather than individual tasks; they need to
develop and train their staff and put in place infrastructures that
will allow them to tap into the capabilities and expertise of their
staff at all levels of the organization.

1 Jarrillo, J.C., On Strategic Networks, Strategic Management
Journal, Vol. 9.
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reengineering

One of the techniques that is available to management for gaining
substantial operational improvement is business process reengi-
neering (BPR). The technique was developed at MIT and popu-
larized by Michael Hammer.! BPR fundamentally differs from the
scientific management approach; whereas scientific management
concentrated on the optimizing functional tasks, BPR aims to
deliver dramatic improvements in response time, service and
quality by focusing on customer orientated business process.

The development in information technology has allowed organi-
zations to start the process of integrating various functions within
the organization as well as between different organizations. Many
organizations are beginning to use IT and their IT infrastructure
to gain a competitive advantage. The requirement for sharing data
and information between financial institutions, markets, clients as
well as regulatory agencies has meant that organizational bound-
aries are much more permeable to IT. These electronic links allow
organizations to share information and thus can help expand their
joint capabilities.

This type of IT-led business integration is leading to the develop-
ment of virtual organizations that will develop new strategic rela-
tionships between institutions and their customers, as well as new
relationships with exchanges and the regulators. This shifting of
the boundary of the organization out to include elements of other
organizations offers an alternative to the strategic options of ver-
tical or horizontal integration. This information exchange and
sharing for mutual advantage enables greater efficiency, flexibility
and innovation to respond to market requirements.
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The impact of increasing competition and the accelerating pace of
change in terms of globalization of the marketplace and economic
and competitive pressures is forcing institutions to seek funda-
mental changes to improving performance. One way to do this is
to adopt a more integrated approach that allows organizations to
link competitive strategy, business processes and supporting tech-
nologies.

An organization’s business process perspective cuts across the
functional, departmental or product boundaries, to look at key
business processes. These processes are defined as a structured set
of activities that produce a specified output. In looking at each key
business process, the organization must assess its relevance to the
overall business strategy. This is a fundamental review of all the
business processes, and will involve massive change, not only in
process flows, but also in organizational power and controls, skill
requirements, reporting relationships and management practices.
This strategic perspective implies wide-ranging radical change that
needs careful management consideration. Therefore it is impera-
tive that senior management are able to allocate the time and
effort necessary to drive this activity.

BPR can be seen as the culmination of a number of techniques that
provide operational efficiencies and process improvement. The
techniques include product improvements, total quality manage-
ment (TQM) and restructuring. Whereas these other techniques
provide incremental improvements around the existing organiza-
tional framework, BPR is a much more radical approach that
looks for the organization to re-invent the way it does business.
The golden rule of BPR is ‘be bold, think big’. BPR is not about
automating or optimizing existing processes, it is about a funda-
mental review of whether the process adds value or is necessary.
BRR provides a common set of tools to meet the challenges set by
a greater focus on customers who demand bespoke service and
products, competitors and the accelerating pace of change that is
requiring organizations to be innovative and proactive.
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Benefits of BPR

The substantial benefits gained from BPR are particularly signifi-
cant for customer service, cost management and staff empower-
ment.

Customer service

Improved responsiveness to customers of the process, whether
inside the organization or out, is perhaps the most important
benefit of BPR. Quality and speed of service are improved because
people at the interface with the customer are given the responsi-
bility and authority to act. They do not have to refer to some
higher authority for agreement, or even pass customer to a series
of further contact points.

Cost management

Cost reduction can be achieved by eliminating unnecessary work
by simplifying workflow. Traditionally, work passes along a
process in batches from one specialist group to another, as shown
in Figure 8.1. Where problems occur, these are referred to man-
agers who are effectively experts in that particular activity.

In Figure 8.1, the dotted line shows the process workflow.
A, B and C are separate functional departments. The respon-
sibility for the process passes from department to department. In
this scenario, departments A and B will have little say in the
final product or service delivered by department C, which
will be seen as the owner of the final product/service despite not
having had any responsibility for the initial stages of the process.
The response time for resolving problems is likely to be slow
because:

® there is lack clear ownership or responsibility for the whole
process; and
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Figure 8.1 Work flow through functional departments.

® problems are likely to be passed around various departments
and sections.

However, after BPR, an individual or a team will carry out the
work for the entire business process. Staff will have the authority
to take action beyond the previous functional levels and will be
given training, education and the information necessary to fulfil
the overall needs of the process.

Staff empowerment

Enrichment of the working life of the staff involved in the new
role is the third benefit of BPR. Staff get greater satisfaction from
catering for the needs of ‘their customers’ than they do from being
just one part of an overall process. As they are less dependent on
other people, they are able to monitor and control their own
work. They also know that if something goes wrong they are the
ones that will have to sort out the problem. There is therefore
more incentive to ‘get things right first time’. Quality and service
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become personal issues, and for the staff, work becomes more
meaningful.

To gain maximum benefit from BPR, the organization has to be
committed to the process. However, once the regime is estab-
lished, the process of improvement can be iterative.

BPR processes

BPR is a fundamental shift in the way of doing business. It rejects
the task-orientated approach and attempts to find new ways of
accomplishing work, which is now organized around customer
requirements and outcomes. It is therefore essential that there is
absolute management commitment to the process. BPR provides a
more customer focused approach and it is instrumental in break-
ing down functional and departmental barriers.

Figure 8.2 outlines some of the stages that need to be addressed
during a business process-reengineering programme. The key
process is to establish the objectives. Defining objectives is a pow-
erful way to change organizations. To do this, the managers have
to fundamentally challenge their current way of doing things. The
objectives need to be radical and aim for quantum leaps in per-
formance rather than incremental change. Many BPR projects

,7Information based ‘ ‘ Decision based—\

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
Identify business Evaluate and Review assumptions
Establish objectives process measure the and improve process Implement
for redesign business process
Review Review Review Review Ongoing

review

Figure 8.2 BPR processes.
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have failed to meet the expectations because managers have been
cautious and ‘too reasonable’ in setting objectives.

The process assessment stage looks at the business, the people and
the process itself. The result of the assessment is a rating that indi-
cates the type and scope of the activity that is most appropriate to
meet the defined objectives. It will further refine the requirements
and allow the organization to target resources to the business
infrastructure, development of the staff or reengineering the
processes. Figure 8.3 outlines the process assessment framework.

The next stage is to identify processes for redesign and establish
their customers and owners. The process should be defined in
terms of its beginning and end points and in relation to functions
and departments involved. The most important attribute of the

Business assessment | | Competence Process assessment
Complexity assessment Lead time
Innovation Skill of team Resource allocation
Scope Experience of team Cost
Sensitivity History of change Risk
Technology Quality

Structure

Global assessment

!

New requirements Rating
Change in Change/ Improve/discard
content develop staff process

Figure 8.3 Process assessment framework.2
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process is its customer, whether internal or external, and their
requirements. The owner of the process needs to have the respon-
sibility and the authority over the events that take place in the
whole process.

In evaluating and measuring the process, it is necessary to under-
stand the problems and identify the bottlenecks so as to provide a
yardstick to measure any improvements. However, the objective is
to be radical in defining solutions rather than incremental
improvements.

The organization needs to consider all options in looking for solu-
tions. The role of technology and information systems needs to be
assessed in process re-design. The implementation phase is key to
the whole process. There is likely to be a substantial change in
both the organizational structure and the role of the individuals.
BPR is already regarded as a euphemism for firing staff and is
tainted with ‘downsizing’. Management needs to ensure that the
workforce is kept informed and that staff have the skills, training
and the infrastructure to do their new jobs.

Case study — ABC Futures

ABC Futures is a separate legal entity within an investment bank.
It provides the settlement support for a substantial house-trading
book but is now looking to extend this to provide global clearing
and settlement services to its clients. The external client base is
primarily UK insurance companies and fund management institu-
tions. ABC Futures uses a clearing and settlement system, which
provides adequate functionality for its house operation. There is
concern over the level of service that is being provided to the
external clients.

ABC Futures is interested in improving the services to the clients
and also to add value to its client offering in order to gain a com-
petitive advantage in the marketplace. In order to do this the
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company needs to understand the requirement of its clients and
how they may fit with its current capabilities. The sales team has
been talking to the clients and is keen to improve the service.

ABC Futures engaged an external consultant to conduct a client
survey and to determine the primary requirement. After analysing
the data, ABC Futures determined that ‘timely and accurate access to
the information’ was the prime concern of the majority of its clients.

The initial meeting between the sales team and the senior man-
agement to discuss the results of the survey failed to identify the
processes that needed to be developed or improved in order to
meet the requirements. The management knew that unless they
understood and selected the correct processes for development or
improvement, the chances of implementing the optimum solution
using a hit and miss approach were remote.

The management decided to institute a multifunctional project
team to look at all the aspects of the project and define a way
forward. Since the team was assembled from the different areas
within the operation, they brought with them their own distinc-
tive perspective. The goal of the team was to define or improve the
processes involved with providing ‘timely and accurate access to
the data’. They needed to consider the following:

Definition

® Identifying the clients.

® Understand the client requirements.

® Determine the processes that need to be improved.

® Prioritise the work.

Implementation

® Make the required changes to the process.



8 Business process reengineering 133

Case study — ABC Futures

® Test the new processes.

® Implement the improvements.

Measurement

® Establish a measurement methodology.
® Continuously monitor and improve.
The team consisted of:

® Jason — client services (team leader)

® Brian — sales

John — processing

Fiona — reconciliation

Bill — treasury

Adil - information technology.

Phase 1 — Definition

In any project this is the most critical phase. This defines your
understanding of the requirements, outlines the processes that
need to be changed and determines the nature of these changes. If
you select the wrong processes, the ‘improvements’ may add no
value or indeed could be detrimental to your operation. The
requirement is to improve service to the clients so you need to ask
them what their expectations are and use this information to focus
on the processes that may require change. However, before this
can be achieved there is a need to identify the clients.

Identifying the clients
ABC Futures team’s first task is to identify all the internal and
external clients and who would benefit from the ‘timely and accu-
rate access to the data’. The external clients are fairly straightfor-
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ward to identify and Brian (sales) and Jason (client services) have
a list of these. Identifying the internal clients is a bit more
involved. During the subsequent brainstorming the following list
of client groups emerged:

External clients

® institutional fund managers

® insurance companies

® individuals

Internal clients
® management

® compliance

risk management

treasury department
® regulatory reporting

The team then ranked these clients in order of importance. Since
the project was instigated for providing a global clearing service,
external clients were deemed to be the most important. Further
work by the team narrowed the focus further to institutional fund
managers (IFMs). The team then produced and ranked a list of
IFMs based on type of business, volume, and corporate strategy.
This produced the top six [FMs.

Understanding client requirements
The team’s next task was to determine the requirement. The team
felt that the current definition of the requirement, i.e. to provide
‘timely and accurate access to the data’, was ambiguous and open
to differing interpretations. They needed full understanding of the
clients’ needs and expectations.
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Understanding and meeting client requirements is the process of
matching your output, whether this is a service or a product, to
the client’s needs and expectations. First of all you need to define
the broad areas of requirement. As some of the team members
were internal clients for the data, they were able to define the
primary areas of requirements, which included:

® timeliness;
® accuracy of information;

® responsiveness of the staff;

knowledge of the staff;

reliability of the systems and data.

The team was aware that these were very broad areas of require-
ments but they knew that when Bill, Adil and Jason interviewed
the clients they would learn the details of their needs and expec-
tations. These interviews will also provide a much clearer picture
of the client’s key requirements as well as details of their needs.
Having identified the general areas of requirements, you can for-
mulate a strategy for client interviews. You should:

be clear of the information you need;

keep questions short and to the point;

document the client responses;

understand the clients’ needs and expectations.

Clients were happy to co-operate and were pleased by ABC
Futures’ interest in soliciting their opinions and feedback.

Having collected the data, the team was able to analyse all the
returns. This produced the list of clients’ requirements:

® on-line access to the positions during the day;

® download of the trading data to the clients’ office;
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® ability to integrate this data with internal systems;

® automatic generation of the daily management and front and
back office reports;

® position reports;

® profit/loss reports;

® management summary reports;

® production of weekly trading reports;

® production of the monthly reports;

® reports to be available at 08:00 every morning;

® access to staff in case of problems.

Determining the processes that need to be developed or improved

Having understood the client requirements in detail, ABC were in
a position to identify the processes that need to be either defined
or improved. This is a very important phase as selecting the right
process is crucial to the success of the project. The team identified
all the processes that affect the client requirements. It was agreed
that the majority of the requirements focused on the extraction of
the data from the core settlement system and making it available
to the clients. There were further processes for producing the
reports in the clients’ offices and also archiving the data to
produce the weekly and monthly reports. It was therefore decided
to pass this problem to a more IT focused team with the project
team having a watching brief to ensure that the clients’ require-
ments are met. The project team now becomes the internal client
for this project.

The IT team produced the following list of process that related to
the current requirements:

® trade input process;
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® extract data from the core settlement system;
® delivery of data to the client;

® generation of the daily reports;

® data archiving process;

® generation of the weekly reports;

® generation of the monthly reports;

® data integration process.

After the possible list of processes has been completed, the teams
were in a position to review the situation and prioritize the devel-
opments. All additional factors should be identified and reviewed.
For the current project these factors included:

® Cost;

level of control;

probability of success;

benefits to the organization;

® importance to clients;

interrelationship between processes.

Where the processes are independent, developments can be prior-
itized. However, where the various process are linked, as most of
them are in this case, then the interdependencies need to be under-
stood when prioritizing the work. As all the process cannot be
addressed at once, the project team decided that the following
processes will be developed or improved in the first phase:

® trade input process;
® cxtracting data from the core settlement system;

® delivery of data to the client;
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generation of the daily reports.

Where the process already exists, as the case with the trade input

process, there is a need to analyse and understand how the process
currently works. Only then can improvements be defined. All the
tasks need to be defined and mapped. Wherever possible, create a

process flow diagram to create a graphic view of how the process

currently works.

The project team listed the following tasks associated with trade
input process:

Client’s front office phones order to ABC Futures salesman.
Client’s front office passes details to its back office.
ABC Futures salesperson relays the order to the market floor.

Trade transacted on the trading floor and details confirmed to
the salesperson.

Trade is entered into the exchange system with details of the
counterparty. Once matched, the details are registered in the
clearing system.

In ABC Futures back office, trade details are recorded in the
clearing system and checked against the ticket from the sales-
person.

Upon agreement the trade is entered in the ABC Futures core
settlement system.

A statement is produced and sent to the client.

Client’s back office reconciles the statement with its own
records.

Resolve any discrepancies.

Having defined the tasks for the process it is important to establish

an initial baseline performance measure for the process and highlight
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any gaps. For the project team the timeliness and accuracy of the
data are the two most important requirements that the clients iden-
tified. It is possible to gather this data for the trade input process, i.e.
the time it took from the client placing the order to when the trade
is available in the settlement system and also the average number of
mistakes in trade during each day. These baseline measurements can
be used in performance comparisons at a later stage.

This type of evaluation is also a good tool to highlight any poten-
tial problem areas. Areas within the operation’s function that may
contribute to these types of trade processing errors include:

® lack of effective controls;

® lack of clear procedures;

® poorly trained staff;

® system functionality missing;
® lack of automation;

® poor communication;

® fear of fraud.

Although each process may have a different problem area, it is pos-
sible compare all the major tasks within the defined process (e.g.
trade input) against the listed problem areas. This can then be used
in the implementation phase to improve the service to the clients.

When developing new processes — such as extracting data from
the core settlement system, delivering data to the client and gen-
erating the daily reports — ensure that the tasks are documented in
detail and checked against the client expectations.

Phase 2 — Implementation

Once the client requirements have been defined and the processes
that require development or amendment identified, you are now
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in a position to set improvement goals and implement the
changes. It is important that you are able to set clearly identifiable
goals. The advantage of setting specific goals is that you remain
focused and results orientated. It also provides opportunities for
recognition of your efforts.

In setting your goals review the clients’ requirement data. You
should be prepared to conduct additional interviews to determine
exactly what your clients expect of you. When it is not possible to
meet the client requirements entirely, then set an incremental goal,
but always keep your clients involved.

The project team decided that the prime objective was to develop
the infrastructure to extract and deliver the information into the
clients’ environment. The secondary objective was to develop the
daily reports that had been highlighted. The third objective was to
develop the periodic (weekly and monthly) reports.

In setting goals and time scales ensure that:
® You are setting goals that meet your clients’ expectations.
® You have provided realistic estimates of the effort.

® All your clients are aware of the changes and how they might
impact the current set-up.

® You have the infrastructure (both technology and people) in
place to deliver the solutions.

® If you are proposing incremental improvements, ensure that
your clients are aware of what improvements you are deliver-
ing and within what timescale.

® Ensure that your clients are aware of any requirement that you
are placing on them. (For this project, for example, each client
will need access to a PC and a modem to receive the data.)

Before implementing any change or developments, test the new
environment thoroughly. You should try to get the clients involved
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to test the new processes on a trial basis. This also provides an
opportunity for early feedback on the improvements that you are
proposing. In deciding whether the new environment is providing
improvements, always refer back to your clients’ needs and expec-
tations and whether these are fulfilled by the solution you are
putting in place.

Finally implement the solution. In this case the project team were
able to implement the following;:

® trade input process;

® cxtract data from the core settlement system;
® delivery of data to the client;

® generation of the daily reports.

The changes to the trade input process were internal to ABC
Futures and involved additional controls and automation. The
other process changes were technology based and partly imple-
mented on the client sites.

If you are implementing any processes at the clients’ site, you
should make sure that:

® They are aware of the operating procedures.
® There is no ambiguity in terms their responsibility.
® There is no ambiguity about support and maintenance.

® There is adequate training provided.

Phase 3 — Measurement

You have now defined your clients’ needs and expectations, iden-
tified the processes that need to be developed or improved, set pri-
orities and goals and finally implemented the first phase of the
solution. But you are not quite finished yet.
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Notes

For effective improvement in service to your clients, you need to
ensure that there is continuous feedback, so that you can gauge
what you are doing and whether the changes you have imple-
mented were targeted correctly. It also allows you to continue to
offer improvements as their requirement change.

You should communicate the changes that you have implemented,
both improved process flows and guidelines, within the organiza-
tion. They should become part of the company’s operating proce-
dures.

The project team reaches its Phase 1 or incremental goal by being
able to deliver the data and reports to their clients. They continue
to monitor all the tasks associated with the various processes to
ensure that ABC Futures is meeting the clients’ requirement in the
best possible way.

1 Michael Hammer and James Champy (1993) Reengineering the
Corporation, HarperCollins, New York.

2 Regan James (1995) Crunch Time — How to Reengineer Your
Organisation, Century Business.



The learning organization

The pace of change has been accelerating throughout the 1990s.
The main drivers for change have been globalization, higher cus-
tomer expectations, greater competitive pressures and develop-
ments in technology. In order to meet these challenges and prosper
in this new environment, organizations have to develop new oper-
ating models and adopt new management techniques. Major
reasons for organizational failures include:

® failure to improve process;

® repetition of previous mistakes, i.e. the organizations are
unable to learn from past mistakes;

® failure to react to changing market requirements;
® failure to adapt to customer needs.

By implementing organizational learning model, financial institu-
tions can adapt to change, avoid repeating past mistakes, retain
critical knowledge within the organization and gain a competitive
advantage.

One of the key organizational development techniques that an
organization can use in order to gain a competitive advantage is
to transform itself into a learning organization. A learning organ-
ization is an enterprise that focuses on the continuous improve-
ment of its processes, products, and services; that adopts a
cultural paradigm to facilitate the learning of all its staff, both
individually and as teams; that embraces continuous change in
order to meet its strategic goals.

Financial institutions can gain a competitive edge in the market-
place by creating learning cultures within their organizations. A
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learning organization is able to develop its human resources to
achieve their full potential, and uses learning as a means of
improving its business performance and competitive advantage. It
is no longer sufficient to have one person or select groups learning
for the whole organization. The organization that will be success-
ful in the future will be the one that discovers how to tap people’s
commitment and capacity to learn at all levels. An organization
will gain substantial competitive advantage by being able to learn
faster than its competitors.

A learning organization creates an organizational culture in which
employees are encouraged to take responsibility for their own
development, and are allowed to take part in decisions about it.
The employees are given access to support and training which
goes beyond the requirements of their immediate functions as well
as the requirement to achieve the current business objectives of the
company.

Why become a learning organization?

While organizational learning, albeit on an informal basis,
has always been part of managing a company, the need for
formal and institutionalized learning is a more recent pheno-
menon. The business environment is becoming more compet-
itive, and increasingly changeable. For financial institutions to
thrive they must meet this double challenge and find ways of
making their businesses more competitive, and to adapt to rapid
changes.

The drive for globalization, the advances in technology and higher
expectations from customers are creating an atmosphere of con-
tinuous change and higher levels of competitiveness. An organiza-
tion’s ability to understand its environment, assimilate new ideas
and to develop action plans faster than its competitors will be the
key to its competitive advantage. As organizations become more
integrated and the consequences of change become more far
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reaching, it is no longer appropriate to rely on individuals or small
teams to manage change.

The nature of work and the workplace have changed over the past
few years. In today’s information society, information manage-
ment and knowledge have become central to competitiveness.
There is a greater reliance on knowledge workers. Therefore con-
tinuous learning by individuals, teams and organizations needs to
become part of the working life.

Staff are often the largest item of investment in an organization and
this is particularly so in financial markets where the nature of the
environment means that staff who can react flexibly to changing sit-
uations are essential to the running of the business. It makes com-
mercial sense to try and achieve the maximum return on this
investment in human resources. In order to achieve this, individuals
need to be motivated and encouraged to fulfil their potential, and
make their greatest possible contribution to meeting the needs of the
customer. Organizations can gain competitive advantage by getting
the most out of their human resources, and, by encouraging staff to
learn, they can make the workforce better equipped to cope with
change. Organizations who have adopted the idea of the learning
organization have found that employee performance improves in:

® staff motivation and confidence;
® improved communication;

® product/service innovation;

® employee creativity;

® coping with change;

® improved customer service; and
® increased competitiveness.

All these improvements have a positive effect on business per-
formance, and, by improving the skills and knowledge of the
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workforce, a company can maximize the return in its investment
and gain a competitive advantage in the marketplace.

Creating a learning organization

There isn’t a single way of becoming a learning organization that
is right for all organizations at all times. There are several possi-
ble ways of implementing these principles, depending on the cir-
cumstances of the organization, and the business environment it
operates in.

An organization’s ability to learn is intimately liked to its culture
and its ability to challenge its current mindset. Senior management
need to appreciate that creating a learning organization requires a
fundamental change in organizational thinking and learning issues
need to be addressed as part of all strategic decisions.

A learning organization is adaptable and flexible, ethically aware,
focuses resources on training and development, listens to all its
staff and acts like a single unit. The leaders of such organizations
are stewards, teachers and facilitators. They are responsible for
building the organization where people continually expand their
capabilities to understand complexity, clarify vision and improve
the mental models and corporate mindset.

A learning culture cannot be imposed on an organization from the
outside. All of the organization’s attributes need to be tuned for
the learning process. These attributes include:

® organizational structure;
® organizational culture;
® people;

® processes and systems;
® strategy; and

® control and procedures.
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Creating learning organizations requires a change in strategic
thinking, development and training of the staff and redesign of
organizational hierarchies. There are a number of characteristics
and practices that can be developed within an organization that
would facilitate a learning culture.

In today’s global, technologically advanced and customer focused
institutions, change is inevitable. The success of a financial insti-
tution depends on its ability to manage change. In the fast paced
and increasingly electronic financial environment, resilience to
change is probably the most important asset. A learning organi-
zation needs to embrace change and thrive on it. Organizations
need to develop staff who are focused; are flexible in responding
to uncertainty; can manage ambiguity in a structured way; and are
proactive in managing change rather than reacting to it.

The management and the organizational culture should encourage
and promote an experimental mindset. Individuals and teams
must be able to question all aspects of the business and venture
into uncharted waters. Failures and successes have important
lessons for the organization. There should be mechanisms to store
the information about failures and successes; this can form the
basis for future decision making. Experimentation also provides
the mechanism for fundamentally questioning and testing the cor-
porate mindset and assumptions; this provides a better under-
standing of the key drivers and their interrelationships.

With organizations becoming more decentralized and federal in
nature and companies forming close and mutually beneficial rela-
tionships with other organizations, there are opportunities for
financial institutions to learn externally, from their customers or
partners and internally from their employees. There is a need to
move away from the ‘not invented here’ syndrome and towards
using the best available ideas. Benchmarking is a technique that is
often used for external learning. Benchmarking involves:

® Learning about your own practices, strengths and weaknesses.
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® Seeking out a wide range of other organizations that you may
think you can learn from and understanding what are the best
available options and processes.

® Rather than merely copying the practices of other organ-
izations, there is a need to build on and adapt these
processes to create solutions more suited to your own
organization.

e Continuously improve the processes.

Benchmarking allows the organization to identify the gaps
between its own processes and the best practice. Rather than
incremental improvement in performance, benchmarking offers
leapfrog opportunities enabling companies to make dramatic
gains. External learning of this type provides a number of distinct
advantages for the organization.

® It accelerates the rate of change.

® [t can identify break-through improvements.

® [t results in improved customer service.

® It can provide competitive advantage.

® [t provides a fact-based decision-making process.
® [t creates a consensus climate.

The staff within the organization are probably best placed
to see the shortcomings with the processes and the actions that
need to be taken to improve the operation. With staff empower-
ment, the organization can tap into this expertise and design more
efficient processes. According to Richard Whiteley’s ‘iceberg of
ignorance’:

® problems known to the top managers: 4%

® problems known to general supervisors: 9%
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® problems known to supervisors: 74 %
® problems known to rank-and-file staff: 100%

The mechanisms for disseminating the knowledge quickly and
efficiently throughout the organization need to be in place within
the organization. The successes and failures need to be assessed
and recorded so that they are readily available to the staff. The
reward systems need to reflect not only individual and team
competencies, but also the contribution made to the learning
process.

Systems thinking is the aim and final phase of the organizational
learning process. This is achieved when the organization develops
processes and procedures to acquire, retrieve, use and communi-
cate organizational knowledge. The essence of systems thinking is
to see the organization as a single system that is continuously
changing and evolving, and to understand the interrelationships
between the people and processes within that system. Figure 9.1
outlines a model for a learning organization. The learning process
encompasses individual and team learning, organizational culture
and mindset, and aligning of the individual, team and organiza-
tional vision. It is only when all these disciplines work together in
an interrelated and interconnected way that systems thinking
develops, thus moving the organization towards becoming a
learning organization.

Figure 9.1 shows a model for creating a learning organization.
Learning can only happen when all the various elements (i.e.
people, mindset, structure, vision, strategy, processes and proce-
dures) within an organization work together and are seen as an
interrelated and interconnected whole rather than as individual
parts. Systems thinking in a learning organization requires the dis-
cipline of team learning which in turn requires individual learning
as a prerequisite. It is important to align the vision and goals of
the organization with those of its staff.
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Figure 9.1 Model for creating a learning organization.

Barriers to learning

The structure and culture of many organizations is such that it
does not permit enterprise-wide learning. There are a number of
barriers that need to be overcome.

® There tends to be great difficulties in moving knowledge across
organizational functional boundaries. As most organizations
are still structured along functional lines, this tends to create
knowledge chimneys where knowledge is not dispersed to the
rest of the organization. Additionally functional organizations
make it difficult to see the whole picture because the problem
is fragmented into many departmental pieces.
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® The organizational culture may be too competitive where indi-
viduals and teams try to maintain an appearance of a cohesive
team while spending their time fighting for turf and avoiding
anything that will reflect badly on them. In such an environ-
ment people will not admit to the need for learning, as this will
be seen as a sign of weakness or incompetence.

® Change can be unsettling. Organizational learning will chal-
lenge the existing power structure and threaten current hierar-
chies. Individuals, teams and interest groups will feel
threatened and will develop defensive routines to try to main-
tain the status quo and stop the organization from learning.

® While there is no substitute for learning from experience, in
many cases, people do not directly experience the consequence
of their most important decisions. They have either moved on
within the organization or left the organization altogether. The
emphasis should be on organizational rather than individual
learning.

® The organization cannot develop the required cultural mindset,
or is slow in the implementation of the strategic change, or is
not able to adapt to the technological advances.

Knowledge management

Knowledge management is another technique that is beginning to
take hold in the finance industry. In some ways it is similar to the
idea of the learning organization in that it tries to tap into and
exploit the knowledge and experience held by employees.
However, where it differs is that it uses technology to try to
capture the knowledge and make it available to other interested
parties within the organization. In this way, the company retains
the knowledge even after the individual has left the organization.
The increasing globalization of the financial services sector,
dynamic competition and aggressive use of information technol-
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ogy has changed the way businesses are managed. Although man-
agement techniques such as business process reengineering and
total quality management have provided a way to control costs by
improving operating processes, the tough problems of achieving
revenue growth and increased profitability remain. Within
increased competitiveness and an accelerating rate of change,
organizations need to develop strategies to generate a competitive
advantage. Since data and information is becoming a key source
of competitive advantage, any technique that allows a financial
institution to gather, manage and control information will be of
great benefit. Knowledge management has a big role to play in
this. For example:

® Know the customer and develop products that are coveted and
embraced by them.

® Know the competition to position and price for a profitable
sale.

® Know the market and take advantage of the opportunities.

® Know your employees and tap into their knowledge and skills
more effectively and mobilize to meet changing demand.

® Know your history and repeat the successes (or at least don’t
make the same mistake twice).

An organization’s knowledge, whether in company’s databases,
processes or people, is the key asset on the company. The concept
is based upon the notion that relevant information, intelligently
and quickly communicated to the right person, can make the dif-
ference between making great decisions or making bad ones.

Technology is the critical enabler of the knowledge management
discipline. Mission critical systems — such as financial reporting,
sales automation and resource planning — represent vast stores of
legacy knowledge about products, customers and suppliers.
Document management applications and data warehouses
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provide central repositories of information and processes. The
Internet, with both its external and internal reach, broadens the
available knowledge of markets.

Knowledge is embodied in two distinct forms: explicit knowledge
and tacit knowledge. Explicit knowledge can be categorized,
stored published and distributed. It includes reports about cus-
tomer buying behaviour, databases of employee skills and content
capturing the latest writing on the latest topic. Most of the knowl-
edge management programmes in place today deal with explicit
knowledge. Tacit knowledge is harder to define, harness and dis-
seminate. Tacit knowledge is developed through experience,
thinking, observation and intuition. Tacit knowledge is the stuff
that we know, and we’re not sure why we know it. It also holds
immeasurable, indisputable value. This requires companies to
exploit the tacit knowledge and skills of the very best people.

Knowledge management success requires a commitment to creat-
ing a learning culture. Although formal training programmes are
enablers of learning, promoting the sharing of valuable tacit
knowledge is invaluable to both financial performance and cus-
tomer satisfaction.

Before launching a knowledge management programme, an insti-
tution needs to understand its objectives and to have an imple-
mentation strategy. The project is likely to have the following
minimum requirements:

® The organization needs to define objectives and expected
results from the knowledge management programme. As part
of this project definition phase, the organization needs to artic-
ulate and communicate to all its staff what it is hoping to
achieve through the knowledge management initiative and
define how the success of the programme will be measured.

® The organization will need to define all the information that
will be required to satisfy the objective of the programme. It
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needs to outline the requirements of the business and identify
the priority of the various types of information in terms of
what is necessary and important and what may only be desir-

able.

Th institution needs to identify the sources of the knowledge,
both internal and external. There is a huge amount of knowl-
edge commercially available on customers, markets, techno-
logical developments as well as economic data on national and
international economies. Additionally, there is internal infor-
mation about resources, expertise and employee skills. As well
as this explicit knowledge, there is the tacit knowledge; this is
much more difficult to capture and quantify. This is likely to be
embedded in the company’s processes and procedures and the
way that employees do their jobs. Organizations need to tap
into this source of knowledge to leverage its skills and experi-
ence.

Collecting or identifying knowledge is not sufficient. The
organizations need to create a policy for knowledge distribu-
tion. It needs to identify the individuals who need to access the
type of knowledge and then make sure that controls and pro-
cedures are in place to make the knowledge available to the
relevant parties. It is not sufficient to create databases of inform-
ation and then assume that everyone will access these for their
information needs. Knowledge distribution systems need to be
part of the organizational processes and procedures to ensure
that the right information is made available at the critical
phases of the activities. Additionally, organizations need to
guard against too such information being made available to its
staff. Any security and access implications to the knowledge
management system need to be addressed.

The approach to the implementation of the knowledge man-
agement system is critical. The technology requirements to
support this programme can be very substantial. Staff at all
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levels of the organization are likely to require access to the
knowledge management system. The technology and the infra-
structure needs to be able to support this on an enterprise-wide
basis. However, knowledge management is much more than
just a technological solution; the technique needs to be embed-
ded into the organization’s culture. It needs to be reflected in
the procedures, processes as well as the training programmes of
the company. Organizations need to develop incentives and
forums to encourage staff participation in the programme.

® When launching the knowledge initiative, the management
need to ensure that there is commitment for the programme at
all levels of the organization and that there is training and
ongoing communications for all the staff.

The role of technology in knowledge management

Technology is the critical enabler of knowledge management
processes. Technology plays a role in the capture of knowledge,
knowledge development, publishing and knowledge distribution.

Knowledge capture

Knowledge represents the sum of many different sources of inter-
nal and external information. The sources of explicit information
include back-office applications, customer service systems, human
resources data, documents and news services. The sources of tacit
knowledge are meeting minutes, focus groups, observations and
gossip. Technologies for knowledge capture include databases and
data warehouses for storing explicit information.

Knowledge development
Once the knowledge is captured, it needs be organized, analysed
and categorized according to the requirements of programme. The
critical technologies for knowledge development include search
engines, data mining algorithms, analytical tools and publishing
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systems. The purpose and complexity of the knowledge required
drives the implementation of knowledge development technology.
Simple applications may require only the search and retrieval of
explicit database information. More elaborate requirements could
include data mining, analysis and custom publishing.

Knowledge distribution

Note

Distributing the appropriate knowledge to the right person, at the
right time, is a critical component of any knowledge management
solution. Mail systems and database access tools provide rudi-
mentary delivery technology. These technologies are not very dis-
cerning and can easily create a situation where the individual
workers receive more than their information requirements.
However, technologies are becoming available that allow more
intelligent targeting, proactive knowledge delivery and flexible
access to a wide range of knowledge sources.

1 Whiteley, Richard, The Customer Driven Company: Moving
from Talk to Action, Business Books, London, pp. 117-18.
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Change management

The finance industry is going through a period of change and con-
solidation. There is increasing activity in mergers and acquisitions,
creating truly global institutions. The financial markets are a truly
global industry where national institutions are no longer insulated
from the foreign competition. The drive for globalization has
resulted in substantial changes in organizational structure and the
technological infrastructure. Organizations need to be able to take
advantage of their global presence through economies of scale, yet
offer local products and services in response to customer needs.
Technological developments and better knowledge management
techniques are creating flatter hierarchical structures within the
organizations and allowing the individual to work much more
flexibly. Competitive pressures are forcing organizations to work
closely together through developing strategic alliances and part-
nerships. The subsequent sharing of information and resources is
leading to ‘blurring’ of organizational and information bound-
aries. With faster access to data and improved information man-
agement techniques, people at all levels of the organization can
make better and more informed decisions based on the latest data.
This allows the authority and responsibility for operational deci-
sions to be devolved to individuals involved in the process. A
process- rather than a task-based approach is beginning to break
down functional and departmental structures. Growth in team-
work is leading to project-based structures where individuals with
different expertise come together for a specific project; on the
completion of the task the team is disbanded and the individuals
move to work on other projects.
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All these pressures and developments are resulting in a tremen-
dous amount of change within the industry. The pace of change is
accelerating all the time. The traditional hierarchical and bureau-
cratic organizational structures are no longer relevant in this
changing environment. The change is increasingly complex, rapid
and unpredictable. The diversity of knowledge and expertise
within financial institutions requires a more humanistic approach
to management. The organizations need to be more flexible, adap-
tive, innovative and entrepreneurial. However, the transition from
the old bureaucracy to the new organization will create a lot of
uncertainty and can be very disruptive. The management of
change is a major source of operational risk and the challenge for
organizations is to effectively manage the change while staying
competitive through the transition.

The drivers for organizational change have already been high-
lighted in detail in previous chapters. These include:

® globalisation;

® rapid restructuring of the industry through acquisition and
joint ventures;

® technological development;
® organizational developments;
® flexible working;

® the financial industry is a very competitive and continuously
evolving environment. New products and services are being
developed all the time. With increased use of communications
technology and the Internet, there is potential for Internet-
based virtual organizations challenging the existing order;

® the need for the organization to be underpinned by an effective
risk management framework and culture.
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Resistance to change

While the above list identifies the major generic drivers for
change, the strength of the various drivers will vary from organi-
zation to organization. The challenges of adapting existing busi-
ness environments to the new model are likely to be unique for
each situation. Many challenges face organizations embarking on
this change; these include cultural issues, technological problems
and organizational inertia. The changes are often met with inher-
ent resistance from those reluctant or unwilling to change. There
can be many sources of resistance for the proposed change,
including individuals, teams, departments and the organization
itself. The resistance can manifest itself overtly through industrial
action or covertly through lack of motivation, low morale,
increased absenteeism, etc. The major reasons for resistance to
change include:

® There is a substantial requirement for additional resources
during a period of change. These may include financial
resources, time or special expertise or skills. Lack of adequate
resources can be a major resistance to change.

® Any change in the workplace carries an element of un-
certainty. This brings fear about job losses, loss of earnings,
loss of status, or even loss of familiar surroundings.
This fear of the unknown can affect individuals at all
levels of the organization. However, if there is resistance from
the senior management, then the process of change is likely to

be difficult.

® Those in positions of power and influence in the organization
may see change as a potential threat to their position.

® All organizations have a certain amount of cohesiveness and
stability in order to function properly. This in turn leads to the
establishment of roles, procedures and processes. This can be a
powerful source of resistance within the organization. Highly
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bureaucratic and hierarchical organizations offer a greater level
of resistance than more federal and devolved organizations.

An organization with a high level of fixed investment in exist-
ing infrastructure is likely to experience greater resistance to
change.

Introducing change in an organization can be extremely difficult
and complex. There needs to a clear strategy for where the organ-
ization is going. The management must create a new vision and

initiate the change procedures and processes to deliver the
required change. The approach required for establishing a suc-

cessful change management project is likely to be different for
each specific organization. However, there are a number of criti-
cal success factors common to all environments:

There needs to be an alignment of the new vision to corporate
strategy and business objectives.

There should be clear commitment from the senior manage-
ment. The change management project needs to be driven from
board level.

There is a requirement to involve and educate as many people
as possible.

During the transition period, there is likely to be a need for
additional support activity to allay people’s fears.

The implementation of change needs to be managed like any
other project with clear definition of objectives, scope of work,
critical success factors, and the role of individuals.

Ensure that there is adequate education and communication
and that there is effective knowledge transfer to the key
players.

At all stages measure, demonstrate and communicate the
progress which has been made.
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® To ensure the involvement and adhesion of individuals across
the organization, the role of each staff member during the tran-
sition and in the post-change organization must be defined.

Within the finance industry, the need for change is now generally
recognized. There are many models and strategies for implement-
ing change within the organization. Kurt Lewin proposed a three-
step model for organizational change, i.e. unfreezing, changing
and refreezing. Lewin argued that before change can take place,
the organization’s commitment to the current environment must
be altered. There must be a realization for the necessity of change.
The ‘unfreezing’ can be done by outlining the shortcomings of the
current set-up and creating and communicating a vision for the
alternative. Once the situation is unfrozen, the change can take
place. Refreezing is the process of making change stick by:

® implementing new systems to support the new way of working;

® introducing controls to check that the change has happened
and introduce sanctions that discourage the old behaviour pat-
terns;

® redesigning the reward and motivation structures to reflect the
desired staff behaviour;

® supporting change through effective communication, education
and training;

® developing realistic time scales for introducing change and
allowing time for change to settle.

Force field analysis

Force field analysis is a simple technique that can be used to
analyse and plan the changes that need to be introduced. This
technique has the added benefit of identifying the major driving
forces and the factors and influences that might be providing
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resistance to change. The central premise of force field analysis is
that the current situation is an equilibrium between two sets of
forces, i.e. those driving towards change and those providing
resistance to change. Change can be introduced by a combination
of strengthening the driving forces and weakening the opposing
forces. The force field analysis can be spilt into three major stages.

Stage 1 — Creating a vision

This is the ‘unfreezing’ stage in the Lewin’s model. First, define the
current situation with its strengths and weaknesses. Define the
shortcomings of the current situation to outline why change is
necessary. Create a vision for the desired new state.

Stage 2 — Identifying the force for and against change

This stage identifies all forces for and against the proposed
change. The forces could include the organization structure,
culture, skill and expertise of the staff, the commitment of the
management, the needs of particular groups or departments,
technological, infrastructure, etc. It is not sufficient just to identify
the various forces; you need to analyse their relative strengths and
significance and assign weights to them. A pictorial representation
of the force filed analysis is given in Figure 10.1.

Figure 10.1 provides a useful tool for easily identifying all the
forces that are likely to act on a change process. The length of the
arrow in represents the strength of the particular force.

Stage 3 — Identifying the actions

During this stage, you need to identify the actions that may be nec-
essary to achieve the desired results. Change is achieved either by
strengthening the driving forces or weakening the restraining
forces. For example, if the resisting force is the lack of appropriate
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Figure 10.1 Force field analysis.

skills and expertise then a focused training programme will reduce
this force. It is important to get some initial movement quickly
since if one element in the force field moves the others may move
too. Also any success provides a tremendous psychological boost.

Developing commitment

While it may be possible, in some environments, to introduce
change as a simple matter of requiring compliance with the new
way of doing things, in most cases, the commitment of the staff,
their enthusiasm and co-operation are essential to the successful
implementation of change. To achieve the required level of com-
mitment, the organization must develop a strategy for the intro-
duction of change that:

® breaks down functional barriers and power groups, and
encourages open communication and visibility;

® overcomes sceptical attitudes and lack of enthusiasm;
® creates shared vision and objectives across functional teams;

® ensures the involvement and buy-in of staff at all levels of the
organization.
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The strategy must address the three stages of the change manage-
ment process, i.e. preparing for change, implementing change and
post-implementation issues.

Preparing for change

This stage creates the awareness of the change and explains to
staff why change is necessary. The managers should be letting staff
know that change is coming, the extent of the change and should
outline the timescales. Since there will be a higher level of com-
mitment to chosen change rather than imposed change, staff par-
ticipation at the earliest possible point in the change process is of
prime importance. Communications, through staff briefing or
individual meetings, should ensure that people understand the
implications of change and how it will impact them individually.
There should be clarification of the functional roles and responsi-
bilities. Change in the workplace creates uncertainty and can be
quite unsettling for individuals. Management should strive to
create a positive perception of change through setting up whatever
support systems are needed so that staff can get used to the
changes. The support facilities or systems at this stage include
counselling, demonstrations, coaching and briefings.

Education and training play an important part at this stage of the
change process. Management needs to ensure that individuals and
teams have the relevant skills and expertise for the new tasks that
they are being asked to perform.

Implementing change

This is the stage where the change is implemented and the initial
problems and issues are being addressed. Having got the staff
ready for change, management needs to ensure that the imple-
mentation of the change goes as smoothly as possible and any
problems are resolved quickly. There should be control and mon-
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itoring systems in place to ensure that change has happened. The
behaviour of management is key at this stage of the change
process. For example, if the requirement was to implement a risk-
aware culture within the organization, then the reward systems
and motivational structures should reflect this. The senior man-
agers, particularly those responsible for the trading activity,
should actively discourage risky transactions.

Once the change has been implemented and the start-up problems
dealt with, management should ensure that the change is working
as intended and that there are no unanticipated side effects. The
longer-term issues associated with current change processes need
to addressed and their impact on other parts of the organization
needs to be assessed. There is a requirement for ongoing monitor-
ing to see the level of achievement and making changes and adapt-
ing the overall plan as necessary.

Post-implementation issues

The change has now been adopted in the workplace and has
become the normal order of things. The new reward and motiva-
tion structures are in place to perpetuate it. The old ways of doing
things are no longer available. The staff have internalized the
change and are committed to making it succeed.

Framework for managing major change

In many ways the management of organizational change is similar
to managing operational risk. It requires the synthesis of staff,
resources, ideas, systems, procedures and processes. It is only
when all the issues are effectively addressed that the organization
as a whole will learn new behaviour. Figure 10.2 outlines the
framework for managing change.

The change process starts when management or the individuals
within the organization realize that there is need for change. The
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Figure 10.2 Framework for managing major organizational
change.

pressure for may be due to declining performance, changing
profile of the staff, competitive environment, changes within the
industry, merger or acquisition, or technological developments.
Whatever the reason for change, there has to be clearly defined
reasons for moving the organization from its current state to a
new desired state. The advantages of the desired state should be
quantifiable and measurable. Initial attempts at alternative ways
of working are rarely well received and there is likely to be oppo-
sition or even outright hostility to the proposed change.

The management needs to create a vision for change and commu-
nicate the necessity for change to staff at all levels of the organi-
zation by articulating the strengths and weaknesses of the current
situation. They need to assess the various options that may be
available and define the best solution for the organization. Wide
consultation at this stage would make the eventual adoption of
the solution much easier. The benefits of the solution, to both the
organization and staff, need to be communicated to all staff.
There should be clear and unambiguous strategic vision and con-
sistent leadership from the top management.
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The concept of the force field was introduced earlier in this
chapter. This technique can be used to identify the major forces
for and against the proposed change. Organizational culture and
organizational politics can be barriers to change. Management
have to assess the motivation of the individuals and groups that
oppose change and actively look for ways to mitigate their con-
cerns.

There can be substantial risks involved in any major organiza-
tional change. These risks include ineffective management of the
change programme, inappropriate change, lack of skills and
expertise to work in the new environment, lack of commitment or
unforeseen problems. All the risks associated with the change
process need to be identified and the issues addressed to minimize
the risk potential.

There needs to be a detailed strategy for managing the change
process. However, there should be flexibility in the programme to
react to and resolve issues and problems as they occur. There
should be provision for sufficient resources and capacity to plan,
provide logistical support, training and education. The manage-
ment of the transition is a key activity in the change process.
During this phase the organization is learning new behaviour
while continuing to work and perform in the existing paradigm.
There is a need to provide support and training to help individu-
als cope with the stress and uncertainty.

While change can be a painful process for organizations and indi-
viduals, organizations that fail to change in response to the chang-
ing environment will not survive for long in today’s competitive
markets. The process of change requires the management to react
to many different and often seemingly contradictory demands. It
creates a great deal of uncertainty among the staff. However,
organizations that are able to manage change effectively and learn
from the experience are well prepared to meet the challenges of
the future.
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Having defined a new structure for the company based on the
learning organization and knowledge management techniques,
optimized the business processes through BPR, empowered the
employees and created a risk aware management culture, what is
the role for the operations area or the back office?

Figures 5.2 and 5.4 show the central role that the operations func-
tion has both in terms of data flows and relationships to counter-
parties. It is this central role that makes the operations area the
ideal starting point for managing risk. The operations area should
move away from the traditional administrative support role
staffed by young and inexperienced personnel and shed its low
skill, ‘low tech’ image. There needs to be a paradigm shift in terms
of the perception of the back office and its role in a modern invest-
ment institution. There are a number of developments, technolog-
ical and business, that are likely to put a greater focus on the
operations function and modify its role within the financial insti-
tutions. These developments include:

® Technological and system developments have meant that there
is less manual trade input and reconciliation in the back office.
There is also an increased use of straight-through processing
technology and rule-based transactional monitoring systems.
This is leading to greater levels of automation within institu-
tions.

® There is a greater focus on enterprise-wide risk management
including operational risk. The focus on risk management is
shifting form administrative control towards developing a risk
management culture.

® There is an explosion of information that is available to organ-
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izations and individuals through the Internet, intranets, e-mail,
data warehouses, commercial agencies as well national and
international agencies. Increasingly it will be companies and
individuals that are able to assimilate, analyse and use this
information most effectively that will succeed while the rest
will struggle to come to term with this.

® The development of learning organizations and knowledge
management techniques is leading to information- and knowl-
edge-based organizations. With access to improved informa-
tion, organizations soon realized that whole layers of
management were neither leading nor making decisions. Their
sole role appeared to be to act as information relays. With
better and more focused information, their roles became redun-
dant, thus creating flatter organizations.

® The role of individuals within the organization in general and
in the operations area in particular is evolving. Staff need to
develop greater levels of technical and business skills and be
prepared to develop and evolve with the needs to the organiza-
tion. There is greater emphasis on staff development and train-
ing.

Given its central location within the organization, and its role as
a conduit for information flow, the operations department can
play a central role in risk management. With its traditional role of
administration substantially reduced due to automation, the back
office can make a substantial contribution to the well-being of the
company. The organization will be able to leverage the informa-
tion about its customers, markets and the competitive environ-
ment available within the operations area to increase the efficiency
of its processes and provide a greater level of customer service.

Additionally, the central role of the operations area allows it to
play a crucial role in enterprise-wide risk management. All trading
and financial transactions are channelled through the operations
area for administration, clearing, settlement and reconciliation.
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Additionally, the back office receives market information and
prices for revaluation purposes. If the various systems in the oper-
ations area can be organized properly, they can be used as the
source for a lot of the data that is required for an enterprise-wide
risk information system.

While developing a new organizational model for the operations
area is no easy task, it is in the interest of the financial institutions
to move forward in this area. With greater emphasis on customer
service, process efficiencies and risk management, organizations
need to develop new strategies for maximizing the return from
their investments in the operations area. However, for this to
happen, there need to be a number of changes:

® There needs to be paradigm shift in the perception and role of
the operations area. The low skill, administrative model for the
back office that worked well in the institution of the 1970s and
1980s is no longer applicable in the modern, risk aware and
global financial institution. There is an urgent requirement to
update and upgrade this organizational model if organizations
are to avoid further financial disasters.

® The profile and the perceived value of the operations area
needs to be improved. Its key role in the running and well being
of the institution needs to be recognized. Organizations need to
need to develop reward systems and staff career structures that
reflect this new attitude.

® There is no longer any rationale for segmentation of operations
functions along product lines. The operations function for the
various products, i.e. derivatives, bonds, equities, needs to be
consolidated into a single functional area. This will provide
better control, monitoring and risk management.

® As the type of work in the back office changes, the type people
and the training available to them needs to change substan-
tially. With the focus moving away from administrative
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support and more towards management of information, the
operations professionals need to be knowledgeable about both
business and technology.

® As the tasks move from the routine to exception based, there
will need to be a greater level of analytical skills within the
operations area. Organizations need to invest in training and
development of its operations staff to allow them to play a
much fuller role within the organization.

® The oganization will need to invest in knowledge management
systems to ensure that the capability and commitment of staff
is maximized and that the organization as a whole can utilize
the knowledge — rather than it being locked within individuals
and teams of people.

® The role of the operations area in improved customer service
and adding value to the organizations needs to be recognized.
As customers begin to focus on efficient operations and control
infrastructure as a prerequisite for doing business with a coun-
terparty, an efficient and professional back office can provide
the competitive advantage that an institution needs.

The operations function then becomes a key component of cor-
porate risk management and control. Staffed with experts from
both the business and from information technology, operations
can become the driver for improved efficiency and change within
financial institutions. It can add value to the organization through
greater monitoring and control of information flow as well pro-
viding better and more focused service to its clients.

The result will be improved risk management, more efficient use
of information, a more involved and committed workforce pro-
viding a competitive advantage in the market.
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Enterprise-wide risk management is normally regarded as the
ability to consolidate market risk across the organization. Senior
management often regarded risk management as a matter for
financial experts in the corporate treasury department rather than
an integrated part of corporate strategy. However, the risk man-
agement industry has matured substantially in the late 1990s and
now enterprise-wide risk management encompasses market risk,
credit risk and operational risk. All the risk categories are inter-
connected and it is no longer sufficient to for organizations to con-
centrate on market, credit or operational risks individually. The
techniques for measuring market and credit risks are well
advanced. The nature of operational risk does not lend itself to
quantitative measurements and thus is much more reliant on a
pragmatic and hands-on approach to risk management. Indeed,
there is a school of thought within the industry that argues that a
lot of the losses during the 1990s have been the result of organi-
zations putting too much faith in the mathematical and computer
models that have been developed to measure risk. Indeed, some
argue that part of today’s problems have stemmed from risk man-
agers who have invested too much faith in the statistics and the
ability of models to assess risk accurately. As a result, too little
attention has been paid to hands-on risk management and the
human element in the risk control process. While this may be
rather stretching the truth, there is a need to temper the quantita-
tive measurement with a more pragmatic and hands-on approach
to risk management.

The risk measurement systems and processes are simply tools and
not substitutes for good judgement. It is unprofessional and
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indeed dangerous to assume that once risk measurement models
and systems have been installed the organization can simply stop
worrying about risk.

The phrase risk management, particularly when applied to enter-
prise-wide or operational risk management, can be rather mis-
leading. Risk management is not necessarily about managing risk,
which by its nature is unpredictable and uncertain, but managing
the organization’s ability to effectively deal with uncertainty and
to build in certain characteristics to improve its ability to respond
to change.

An enterprise-wide risk management system needs to be a combi-
nation of risk measurement through robust and integrated
systems, organizational culture and structure that is conducive to
risk management, adequate levels of controls and procedures, and
hands-on control and monitoring by experienced risk managers.
This combination would broaden the risk management focus
beyond just models, with all staff involved in the management of
risk and risk managers constantly evaluating and measuring the
institution’s risk.

Key components of the overall enterprise-wide risk management
system are the risk measurement, data integration, exposure mon-
itoring and management information systems. These systems
perform data integration and provide a consolidated view of the
potential risks and exposure across the organization.

The role of technology

Technology has a crucial role to play within financial
markets. Rather than being ‘an enabler’, technology is funda-
mental to the success of companies operating in this area.
Technology permeates the entire organizational structure
within a financial institution. The information architecture of
these organizations includes operational systems, knowledge
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systems, management information systems and strategic systems.
In functional terms it includes accounting, finance, HRM, sales
and marketing, transactional processing, trading, risk manage-
ment and various types of decision support and executive man-
agement systems.

Within the financial institutions, the use of technology is
fundamental to the running of the business. A modern financial
institution could not function without this technological infra-
structure.

While there are risks associated with the use of technology (and
technology risk is one of the components of operational risk),
technology provides organizations with a backbone along which
some of the other organizational developments (e.g. knowledge
management, creating a learning organization, developing a risk
management culture) can take place. Effective use of technology
can provide companies with a competitive advantage.

Technology is now such a fundamental part of transacting busi-
ness that billions of pounds were spent within the financial
markets industry on year 2000 issues. There was a very real
danger that companies that failed to find solutions to this problem
would be severely affected because their information technology
systems no longer functioned.

However, despite all this technology, organizations and technol-
ogy providers are struggling to provide an adequate enterprise-
wide risk management solution. It is appropriate at this stage to
make a distinction between the technology needed to support
enterprise-wide risk management and that for individual business
lines. There are numerous systems and solutions that are available
for individual business areas or products, e.g. equities, bonds,
OTC derivatives and futures. These systems provide adequate
levels of functionality to run these individual businesses.
However, there are very few solutions for monitoring and manag-
ing risk on an enterprise-wide basis.
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Enterprise-wide risk information systems

The variety and complexity of financial instruments traded by
most financial institutions means that the assessment, evaluation
and control of risk cannot be undertaken without substantial
investment in technology. The required level of integration
between systems and hardware platforms for enterprise-wide risk
management is such that organizations need to develop a corpo-
rate strategy for systems and technology procurement. Many
organizations do not have a corporate IS strategy; in this scenario
each functional area is responsible for its own technology needs
with little or no regard for corporate-level integration. This has
meant that systems are decentralized, badly co-ordinated that
present substantial difficulties when trying to integrate data for
risk management purposes. The risks associated with technology
have been defined in Chapter 6, Risk spectrum. However, such
poorly planned and poorly integrated systems adversely affect the
organization’s development of an integrated enterprise-wide risk
management infrastructure in a number of ways:

® The lack of overall strategy results in piecemeal developments
and a focus on short-term needs with little regard for long-term
information requirements.

® The quality and integrity of the data is likely to be varied,
leading to incomplete or incorrect data. This is unlikely to
produce the required information in a timely fashion.

® The lack of system integration will be reflected in the inability
to produce consolidated reports for risk management. Senior
managers are likely to have to rely on multiple sources of data
to get an overall picture of the risk exposure. There will be the
additional burden on operational staff of extracting meaning-
ful information from the numerous systems and consolidating
it to get meaningful risk information.

® A piecemeal approach to system procurement is unlikely to
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provide the flexibility that is required to handle the changing
nature of the markets, products and regulatory requirement.

The enterprise-wide risk management system is essential for man-
aging risk across the organization. It has to take data from all the
various systems, provide an integrated environment, analytical
tools and management reports. It has more in common with
knowledge management systems than traditional product based
solutions. There are a number of distinct characteristics for this
type of system. These include:

® The approach to enterprise-wide risk information systems out-
lined in this book makes significant use of the existing technol-
ogy and product-level systems. There is a requirement to utilize
this existing functionality by taking feeds of data from these
systems into the risk management system. Lack of a compre-
hensive corporate-level information system strategy means that
for most organizations there are many different types of hard-
ware platforms, operating systems and development environ-
ments. There is a requirement to receive transactional
information from a variety of sources.

® There are very few standards for transactions or interfaces that
cover the multitude of instruments and products that are trans-
acted. There are likely to be discrepancies in how different
systems handle the same products. The level of details available
in the various systems is likely to be different. There is, there-
fore, a requirement for converting the various type of informa-
tion into a common and consistent format and storing it in a
database so that it can be used for risk assessment purposes.

® There are many sources for the current market data. The
sources include information vendors (e.g. Reuters, Telerate
etc.), exchanges, commercial databases, models and the
Internet. This data needs to be received, validated, and stored
for risk management purposes.
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® There is a requirement to provide tools for performing the
required analysis across all classes of products and taking into
account the interaction and correlation between the various
classes. These analytical tools would include assessment of
current exposure and risk, sensitivity analysis and calculation
of profit and loss and consolidation of data for risk reporting
purposes.

® The consolidation of data for various product classes is one of
the key functions of an enterprise-wide risk system. The calcu-
lation of current and future exposures for some of the deriva-
tives instruments can be quite complicated and needs careful
consideration.

® The enterprise-wide risk information system will contain the
risk profile of the company including financial and position
limits for the various levels of the organization. The risk system
needs to aggregate the exposure and risks at the various levels,
compare these with set limits and highlight any issues or excep-
tions.

® There needs to be a flexible access to the risk system via report-
ing and data mining tools. The system should provide flexible
reporting of the results for monitoring at various levels of man-
agement.

® Underpinning the enterprise-wide risk information system
would be a data warehouse that would contain key informa-
tion about the company’s risk appetite and risk profiles.

® The organization needs to ensure that there are comprehensive
security measures in place for access to the risk system and the
risk data.

This first issue in the development of a risk system is the require-
ments specification, i.e. to identify the main users and define their
data requirements.
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The main users of an enterprise wide risk system are likely to be
the senior managers, corporate risk managers and risk controllers.
The information from an enterprise wide risk system forms the
basis for decisions regarding performance, exposure, financial and
positions limits and capital allocation. Other information may be
used for compliance or regulatory reporting. The key issue is that
senior managers, who are the prime users of the enterprise wide
risk system do not require the same level of detail as the trading
staff or their immediate managers who will have their own risk
reporting systems.

Having defined the output data requirement from the enterprise
risk system, it is important to adopt an approach that will maxi-
mize the use of systems and functionality that would already exist
within an institution. Additionally, it is counterproductive, and
costly both in terms of financial resources and time, to produce an
overly complicated risk system with functionality which is of little
use to the target users. The level of functionality, the level of
detail, performance and transaction granularity must reflect the
target user profile.

The term ‘enterprise-wide risk management system’ is rather mis-
leading; these types of enterprise-wide systems are not actually
risk management systems. They are in fact enterprise-wide risk
information systems that provide the necessary information for
senior management and the risk managers and help in the deci-
sion-making processes. Therefore such systems require processes
that are cross-business, cross-customer and cross-product. Data
needs to be gathered on all the various activities and systems and
converted into a standard format.

Designing an enterprise-wide risk information system is a sub-
stantial project for an organization. It is made even more compli-
cated by the requirement to normalize and integrate data from
many disparate systems and platforms. Additionally the are many
elements to a risk management system including data collection,



12 Enterprise-wide risk management 179

Enterprise-wide risk information systems

data normalization and integration, analytic and reporting sub-
systems.

A key component of a risk information system is the interface
layer that acts as an interpreter between disparate systems to
convert various messages and data feeds into a common format.
This vital middleware system manages the various data feeds pro-
viding data collection, conversion and management functionality.

Figure 12.1 outlines a technical framework for building an infor-
mation system that is needed to manage risk on an enterprise-wide
basis. All too often organizations have tried to develop enterprise
wide-risk information systems that are built around their existing
trading systems without detailed analysis of the requirements, the
infrastructure or an understanding of the target users for the risk
system. The unsurprising results of such an approach are projects
that are over budget, late and do not meet the organization’s
requirements for risk management information in an accurate or
timely fashion.

The framework for the development of an enterprise-wide risk
information system has a number of distinct application layers:

® component or product layer

interface layer

data integration engine

data warehouse layer

client interface layer.

Component or product layer

This primarily contains the technology that is needed to support
the individual business lines and would be the major source for
the data into the interface layer. This technology is widely avail-
able and would be currently in place in most institutions. It
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Figure 12.1 Technical framework for enterprise-wide risk man-

agement.

includes the company’s internal systems for all the products and
business lines as well as any external and market data systems.
These product- or business-based systems have been described as
‘inch-wide, mile-deep’ and they possess a product view, not a firm-
wide view. An institution will generally have a myriad of systems
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in support of various products that are traded and may have dif-
ferent systems at different geographical centres. Not only are there
many systems, but the various systems may treat the same trans-
action in different ways. The information may be available in dif-
ferent time frames for global institutions. They all have their own
methodologies, data structures and technological environments.

One of the key advantages of the approach adopted in this book
for enterprise-wide risk information systems is that organizations
can leverage the functionality that exists in the various trading or
transaction processing business areas. Organizations do not need
to reinvent or replicate the existing product level functionality for
enterprise-wide risk systems. The product level positions, revalua-
tion and analytics information can be sourced from the existing
systems. Once the data is received from the various business level
systems, the risk system can consolidate the results into an enter-
prise risk profile. This approach simplifies the implementation of
the risk system by substantially reducing new functionality that
needs to be developed.

Interface layer

Since the data for an enterprise-wide risk information system is
typically sourced from many different systems and environments,
the quality and the format of data can vary substantially. The first
requirement is to normalize this information to produce data in a
uniform format. Parsing algorithms can achieve standardization,
while more sophisticated techniques using approximate string
matching, parsing tables and reference files can be used to further
enhance the matching accuracy.

This part of the architecture contains the algorithms for convert-
ing the various types of information into a common format and
storing it in a database. It also receives and validates current
market information from different market vendors or the Internet.
The opportunities offered by developments in messaging tech-
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nologies and electronic data interchange (EDI) makes communi-
cation between systems readily achievable leading to greater levels
of integration between both internal and external systems.

Data integration engine

This contains all the business models and data integration algo-
rithms as well as tools for performing the required analysis across
all classes of products and taking into account the interaction and
correlation between the various classes.

Data warehouse layer

The data warehouse is the central database that holds the consol-
idated risk management data for the organization. This would
hold the consolidated risk profiles for the various parts of the
organization, market data and rates for revaluation as well as con-
solidated positions information.

It should be noted that the data held at this level is likely to
provide a consolidated view of the organization’s exposure and
risk. The detailed information of positions and exposure for indi-
vidual accounts or dealers is likely to be held in the individual
business level systems rather than an enterprise-wide risk man-
agement system.

Client interface layer

The client interface layer provides the access to all the risk man-
agement data via a set of query tools, enquiries and flexible
reports.

Underpinning this enterprise-wide risk management system is a
corporate communication network that connects all of the insti-
tution’s assets as well as providing access to external sources of
information. The organization needs to ensure that there is suffi-



12 Enterprise-wide risk management 183

Challenges to enterprise-wide risk management

cient network capacity to handle the increase in data traffic gen-
erated by the implementation of an enterprise-wide information
system.

Traditionally the overheads of integrating data from so many dif-
ferent systems and sources has been so great as to make this
approach unrealistic both in terms of time and expense. However,
developments in technology and software tools over the past few
years have now made it feasible to attempt data integration at the
enterprise-wide level. The use of relational databases and open
systems architecture has made access to the core data much easier.
The growth in the use of component-based architecture and
object-orientated technologies has allowed companies to dissect
their business requirements in to discrete modules and develop
solutions that can then be integrated to provide an overall solu-
tion for the company.

Challenges to enterprise-wide risk management

A number of financial institutions have initiated substantial pro-
jects aimed at implementing enterprise-wide risk management. It
was estimated that the total spend on these projects was $400
million in 1997 and that this was likely to grow at 20 per cent per
year over the subsequent five years. However, there are some tech-
nical challenges to enterprise-wide risk management:

® The financial markets will continue to evolve. New products
are constantly being developed. There is the on-going consoli-
dation of organizations through mergers and acquisitions. The
development in technology and communication is changing the
nature of the organizations and their relationship with their
staff, customers and competitors. All these changes will con-
tinue to affect the nature of risks that are faced by financial
institutions. Any enterprise-wide risk information system needs
to be able to encompass all these changes. Therefore, flexibility
needs to be built into the design of such systems.
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® There are a wide variety of component systems that support

various business lines. Some of these may have open-
system architecture to allow easy access to the data, while
others may be legacy systems that may be difficult to interro-
gate. Whatever the technology or environment, the required
data needs to be extracted from these systems and made avail-
able to the risk system. There may be some rationalization of
the component systems required as part of the risk system
project.

The quality and timing of input data from the component
systems may be inconsistent. While some of the component
systems may be able to provide real time data, others may only
work in batch mode. The data from these latter systems may
only be available once a day when the end-of-day batch pro-
cessing is carried out. Additionally, for a global institution, the
time difference between the various geographical locations
would need to be taken into account when providing consoli-
dated reports for risk management.

An enterprise-wide risk information system requires a resilient
corporate communication network that has adequate capacity
for the additional traffic that may be generated. Trying to
implement a system over an unstable network or where there is
not sufficient capacity is a recipe for disaster.

The enterprise-wide risk information framework defines
the requirements for such a system. The implementation
of this framework would be a very major project for an organ-
ization. The development of business models, data integration
rules and analytical models and reporting and data mining
tools is very complex. The project is likely to involve state-of-
the-art technology that may introduce additional technology
risks.

® The success of this project depends on meeting the flexibility,
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speed and accuracy requirements. Provision of accurate data in
a timely fashion allied with system flexibility to meet the
organization’s changing needs is the key deliverable for this
project.

® The development of an enterprise-wide risk system is likely to
impact the organizational structure and culture. The cross-
functional view that is needed for this type of project may be at
odds with the current organizational structure. Company poli-
tics and vested interests of the various managers may hinder or
delay the implementation.

® There are likely to be some changes resulting from the imple-
mentation of the enterprise-wide risk system, both in terms of
the organization and the content of some of the staff’s jobs.
These changes, if not managed properly, could lead to delays in
the deployment of the system.

® The level of expertise, both business and technical, may not be
readily available, either within the organization or the industry.

® There are likely to be substantial support and training require-
ments for both the technical and business staff. There may be
changes to the operating procedures resulting from the require-
ments for an enterprise-wide risk information system.

The challenges to the implementation of the enterprise-wide
risk information system are serious and quite formidable.
However, there are major benefits to the organization and
its staff if it can successfully implement a risk system. The enter-
prise-wide risk management project can have a major impact on
an organization and it can be source of major change. It will
impact people, processes and structure as well as the technologi-
cal infrastructure. The management needs to ensure that goals are
clearly defined and communicated, and that plans are in place to
manage the transition and deal with organizational culture and
politics.
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Build or buy?

Whenever an organization needs to procure technology or
systems, the decision needs to be made whether to build the
system in-house or to source it from an external supplier. There
are three broad options that organizations have when procuring
systems:

® Develop the system in-house.
® Buy the system from an external supplier.

® Commission an external software house to develop a bespoke
solution.

The decision on which strategy to adopt depends on many factors
including type of system that needs to be procured, what is avail-
able on the market, the availability of technical expertise or skills
in-house and the strategic importance of the system. Additionally
there may be internal political issues within the technology depart-
ments that need to be addressed.

Even for individual product-based systems, where there are stan-
dard solutions available from suppliers that meet the require-
ments, the decision is rarely straightforward. The overhead of
developing, supporting and enhancing the system in-house needs
to be assessed against the cost, functionality, technology, flexibil-
ity and the level of support available from external suppliers.
While procuring a system from an external supplier mitigates
some of the technology risks, it does create a dependency on the
supplier’s ability to provide the necessary enhancements and
support to reflect the organization’s changing requirement.

There are a number of issues that need to be addressed when
choosing which option to adopt as part of a system procurement
strategy.

® The organization needs to take a clear and systematic approach
with realistic expectations of functionality and timescales.
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® Although I have outlined three options that are available, some
of the options may not be available to you because of the cor-
porate policy or lack of particular resources. For example, the
corporate strategy may be that systems that are regarded as
strategic or core cannot be procured from external suppliers.

® There needs to be a detailed statement of user requirements
and functional priorities. If the company decides on the in-
house option, the management need to understand additional
resources that will be needed both from the business as well as
technology. Some of these resources may not be readily avail-
able from within the organization. For example, having
worked within a particular area does not necessarily qualify an
individual to develop the specification for a new system. The
analytical skills needed to develop a system requirement docu-
ment are likely to be quite different from the skills required to
work within an area.

® The company needs to develop a time scale for and deliverables
from the project. These need to be realistic and based on the
resource profile of the organization. As well as the financial
resources, the organization needs to address both business and
technical resource issues.

® The company needs to define the strategy for support and
enhancement for the system.

® The interface requirement of the system needs to be addressed.
There are still many systems available that have very limited
facilities for integrating with other systems.

® Whichever option is chosen, it is important not to under-
estimate the task.

Each approach has some distinct advantages and disadvantages,
depending on the organization’s requirements and resources.
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In-house development

Advantages

Disadvantages

Organizations have traditionally developed their own systems,

particularly within the capital markets area. Many institutions,

however, do not have the option to develop their own systems

because of the timescales, lack of internal resources, or because

there may be a perfectly adequate system available that meets
their particular requirements. There are many reasons for opting
to develop the system in house. These include lack of suitable
systems; the changing nature of the markets means that systems

need to be constantly enhanced; and banks relying on proprietary

analytical models to manage portfolios.

The developments can be in line with corporate strategy for
hardware platforms and software environment. The institution
is able to define the requirement exactly.

There are no conflicts with external parties in terms of devel-
opment priorities. The organization only has to manage its
internal priorities.

The expertise and skills developed during the project remain
within the organization.

As organizations look to gain competitive advantage through
technological innovation, any system developed in-house will
be proprietary and the organization will be able to differentiate
its offerings from its competitors.

The in-house development is likely to cost more than a bought-
in system because of its one-off bespoke nature.

The delivery time of the in-house development is likely to be
substantially longer than the equivalent bought-in solution.
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® The project is likely to be resource intensive in terms of man-
agement, business and technical resources. Definitions of user
requirements, system specifications and testing are time-con-
suming activities that require heavy involvement from the
users.

® Unless there is an adequate level of project management expert-
ise, the company can be exposed to both technology risk and
project management risk.

® The company needs to plan for the on-going support and main-
tenance. There is a requirement to retain specialist information
technology professionals within the organization.

Before embarking on an in-house development of a system, the
organization needs to ensure that it has the right type and level of
resources and expertise to undertake and complete the project. It
needs to understand the rationale for wanting to undertake the
project in-house and ensure that provision is made for the long-
term support and maintenance of the system.

Deciding to buy a system

While this is a popular option, particularly for standard product-
based systems, there are a number of questions that need to
answered when opting for this solution. For example:

® Are there systems available that meet your requirement and are
these available from suppliers that your company would be
happy doing business with?

® Does the supplier have sufficient resources and business expert-
ise to provide the level of support that your business may
require?

® Does the supplier have sufficient business and development
resources to keep the product in line with market needs and to
support your company’s business requirements?
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Advantages

Disadvantages

Are there any platform compatibility or system integration
issues?

There are many reasons why an organization may choose to buy
a system as opposed to building the system. The pros and cons of
this approach are outlined below.

The cost is likely to be substantially less than the in-house devel-
opment and the costs are generally known and fixed at the start
of the project. The product is likely to be available immediately.

The system is likely to be functionally very rich because of a
larger customer base. Much of the standard functionality will
already have been developed to meet the market and regulatory
requirements. There is likely to a greater level of management
reporting functionality.

The solution is normally tried and tested. Any software errors
are likely to be quickly discovered due to greater volume of
testing, beta sites and larger customer base.

The organization does not need to get involved in managing a
software project with all its associated risks.

The supplier is likely to continually upgrade the product to
keep pace with the changes in market requirements, business
practice and technological developments.

The support and maintenance costs are likely to be lower than
having your own team of development staff.

With more systems available with open architecture, integra-
tion with internal systems is less of an issue.

The nature of a packaged solution is that there is likely to be
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limited opportunity to differentiate the product or services
from other institutions using the same product.

® There is likely to be limited control over development priori-
ties. Systems enhancements required by your business may not
be available due to conflicts with other customer requirements.

® The level of support available is often a problem. All too fre-
quently companies provide support staff who may have knowl-
edge of the product at a technical level but have little or no idea
about how to use the system in a business environment.

® The supplier’s technology platform may not be compatible
with your corporate strategy.

® The integration of the external systems with existing systems
may be a problem.

Outsourcing the development to an external supplier

The late 1980s and 1990s have seen a tremendous growth in out-
sourcing activity. Organizations have outsourced many non-core
activities, which has led to the development of strategic partner-
ships that are mutually beneficial to both organizations.
Outsourcing of systems development projects to specialist software
houses is an extension of that process. It allows the financial insti-
tutions to develop bespoke solutions without the overhead of
having to hire and retain IT staff. If an institution has specific
requirements that cannot be met by a standard solution or where
the planned system is expected to provide a key competitive advan-
tage or service differentiation and the organization does not have
the development resource to undertake the project in-house, then
outsourcing the development and support to a specialist organiza-
tion provides an ideal solution. Companies should explore this
option even when there are internal resources available.

In many instances where there is no ‘off-the-shelf’ solution avail-
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Advantages

Disadvantages

able, this approach provides access to professional resources
without the need for the organization to invest in its own IT staff.

This approach has a lot of the advantages of the in-house devel-
opment option.

The organization can specify the exact solution that is needed.

There are no conflicts with external parties in terms of devel-
opment priorities.

Once the scope of the system has been agreed, the costs are
likely to fixed and stable.

Some of the technology risk can be devolved to the supplier
through a contractual relationship.

The organization retains control and strategic direction of the
developments.

The software development approach is likely to be more pro-
fessional and structured than in-house developments.

While the organization retains the control of the strategy and
policy, it does not need to get involved in the day-to-day man-
agement of the project.

By developing partnership agreements and strategic alliances,
the organization can have access to resources that would nor-
mally not be available to it.

The project costs are likely to be greater than buying a pack-
aged solution.

There is greater reliance on an external supplier for key system
developments that would require on-going support and
enhancements.
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® While the supplier would have software development and
project management expertise, it is unlikely to have the detailed
business knowledge or expertise. There is likely to be a sub-
stantial call on business users’ time during system specification
and testing.

® For strategic systems such as an enterprise-wide risk informa-
tion system, confidentiality of information may be an issue.

® Unless the initial scope and specifications are carefully and
comprehensively defined, there are likely to be cost and time
over-runs. Later enhancements, while being essential to the
project, can add appreciably to the original costs.

® There is likely to be dilution of in-house skills. The copyright
for any developed software is likely to be retained by the sup-
plier.

® If a number of projects are outsourced to a strategic partner,
there is likely to be concentration of operational risk.

In adopting this approach, the organization needs to ensure the
requirements are carefully defined and well understood by both
parties. The responsibilities of the external partner need to be
carefully defined. It is important to remember that you are buying
resources for a particular project, not devolving strategic develop-
ment responsibility to an external supplier.

The advantages and disadvantage of the various options for
procuring information systems are outlined above. All the options
may not be available to an organization due to corporate policy,
system availability or supplier profile.

However, for enterprise-wide risk management, buying an exist-
ing system is not really an option for a number of reasons. First,
there are no risk systems available that adequately cover and
process all the products and instruments that an organization is
likely to transact. Second, there is unlikely to be a system available
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that would interface with all of the organization’s existing
product- or business-based systems. Third, the existing technology
infrastructure for different organizations will be different. Fourth,
the enterprise-wide risk management solution depends on the
organizational culture and structure. The risk system would need
to fit into an overall risk appetite and risk management strategy
and therefore the technology solution is likely to be different for
each organization. The risk solution for each organization is likely
to be a bespoke development based on system components that
would already exist within the organization in support of the
existing business units and additional components, either devel-
oped or bought in, to facilitate the data integration and risk over-
sight and reporting functionality.

For the enterprise-wide risk information system, the decision that
an organization needs to make is whether to develop the system
totally in house or whether to outsource the development to an
external software house.



Project management for
an enterprise-wide risk
management system

As organizations move away from functional structures, where
individual specialist skills are grouped together into single depart-
ments, to project organizations, where the focus is on integrated
project teams that include all the functional expertise necessary
for the project, there is a requirement to adopt new management
models. The project teams are responsible for introducing change
in the organization, both organizational and technical, and are
brought together for the duration of the project. A project can be
the development and implementation of a small local system that
only affects an individual or a small group or a co-ordinated set
of enterprise wide activities that fundamentally change the orga-
nizational culture and mindset. Project management is an impor-
tant function within the organization and is a key activity in
managing operational risk within a financial institution.

The introduction of an enterprise-wide risk management system
can affect the whole structure of the organization and is likely to
impact all the major functional areas of the financial institution
including trading, operations, information technology, communi-
cations, compliance, regulatory reporting and risk management.
In order to effectively manage a project of this type and scope it is
imperative that project management procedures are in place that
cover the complete project life cycle including project planning,
progress measurement, reporting, managing the financial aspects
of the project and implementation and operation of the system.
These procedures are designed to ensure that the change is deliv-
ered on time, within budget and that it meets the business needs.
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Regardless of whether the risk management system is being devel-
oped in-house or procured from an external vendor, a project
management framework based on the issues outlined in the fol-
lowing sections should be adopted.

To successfully manage and implement an enterprise-wide risk
management project, a number of often conflicting needs have to
be addressed. There needs to be sufficient flexibility in the overall
strategy and effective monitoring and reporting to allow
plans to be adequately modified to reflect changes in the project as
it progresses. While a number of technology risks have been high-
lighted earlier in this book, the core nature of risk management
systems and the technologies involved means that the project man-
agement process must explicitly address the following types of
risks.

Technology risk

The nature of the enterprise-wide risk management systems means
that it is likely to use many state-of-the-art technologies. This
introduces additional risk in the project. There is the potential
that a component or piece of software might fail or not work as
expected. Additionally, the organization may not have the appro-
priate infrastructure or staff to support the new technology.
Untried technology will increase the lead-time to a successful
implementation of the project as there is likely to be additional
and more comprehensive requirement for testing.

Scheduling risk

Enterprise-wide systems development is as much about data
integration and consolidation as about developing new function-
ality. The initial identification and estimation of the tasks and
their subsequent progress reporting and monitoring will ensure
that there are no unexpected delays to the project. The project
monitoring should track percentage completion of tasks against
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cost incurred as well as reviewing the estimated time remaining to
complete the project.

Financial risk

Managing financial risk is one of the key activities of project man-
agement. Financial reporting and financial control are the princi-
pal methods for the management of the cost of the project and for
ensuring that adequate levels of funding are available at the
required time. Monitoring project spend against budgeted costs
will ensure that any issues of over-spend are highlighted at the ear-
liest opportunity.

Supplier risk

On a project of this nature there is likely to be substantial reliance
on external suppliers for development, testing and integration
expertise. Additionally, all the hardware is likely to be externally
procured. The requirement, therefore, is to manage supplier risk as
part of the project management process. Supplier risk increases
particularly where a multiple vendor solution is being implemented
due to the difficulty of enforcing common standards and interfaces.

Infrastructure risk

As well as external factors, there are a number of internal factors
that need to be addressed as part of the project management activ-
ity, particularly in the implementation phase of the project. The
issues include lack of internal infrastructure, particularly lack of
adequately skilled or trained staff and inadequate procedures or
tools to support the activities. In any implementation of a risk
management system, there is likely to be substantial data conver-
sion activity. The effort required for data conversion should not be
underestimated and should be addressed at the earliest possible
opportunity.
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Business control and security risk

As economies become more sophisticated in their data manage-
ment and usage and organizations move towards an era where the
key source of competitive advantage is the information stored in
the computer systems, there is increased risk that data manipula-
tion and fraud, disclosure of sensitive information and destruction
of databases or key applications will cause serious disruption to
vital services. The use of client-server technologies and end-user
developments, increased use of the Internet or intranets for finan-
cial transactions, and the outsoucing of both tactical and strategic
systems further increases this risk.

The development of effective business controls and technical secu-
rity measures becomes prerequisite for system development and
implementation.

Project management framework

In order to manage the implementation of an enterprise-wide risk
management system, the management needs to ensure that appro-
priate project management procedures are in place to cover the
complete project life cycle. The issues that need to be addressed
include procedures for project planning, progress measurement
and reporting, managing the project finances and project imple-
mentation. These procedures are designed to ensure that the
project is delivered on time, within budget and that it meets the
needs of the business.

The framework outlined below is designed to ensure that there are
adequate project management controls covering all aspects of the
project and it focuses on procedures that help to ensure that the
project is progressing satisfactorily and that project plans address
all foreseeable tasks. It should be noted that the scope and degree
of project control depends on the size and complexity of the indi-
vidual projects. For smaller and less critical projects, the necessity
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for rigorous and detailed procedures is far less important but still
requires a level of control to be maintained. For large, complex
and sensitive projects, such as enterprise-wide risk management
systems, where costs are significant or the business risk is poten-
tially high, much more extensive controls are necessary in order to
manage the risks.

Project manager

A project manager is an individual to whom authority, responsi-
bility and accountability has been assigned to achieve the project
objectives within defined time scale, cost and quality and per-
formance criteria. The role of the project manager is crucial to the
success of the project. The more complex the system under devel-
opment, the more sophisticated the managers and management
procedures need to be. The development and implementation of
an enterprise-wide risk management system, where the project
impact is likely to be across many functional areas, requires a
competent and experienced project manager. To manage a project
of this type a good project manager should have the following

skills:

® previous successful project management experience;

® understanding of the technology required;

® understanding of the business and the user community;
® understanding of user requirements and expectations;
® credibility with the user community;

® planning skills;

® leadership skills;

® interpersonal skills;

® communication skills;
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® team building capability;

® ability to grow with the assignment;

® systems engineering training and experience;
® decision analysis training and experience; and
® problem solving skills.

While a smaller and less demanding project management role may
only require a sub-set of the above skills, for the implementation
of an enterprise-wide risk management system the project
manager or project management team should have all the above

skills.

The project manager and his/her team need to be given responsi-
bility and authority for all stages of the project to ensure that:

® the scope of the work remains focused on the original objec-
tives;

® all tasks are identified and completed in a timely manner;
® the work is performed on time and to budget;

® there is adequate project reporting to all relevant parties;
® the business users are kept involved in the project; and

® any issues that arise are resolved or escalated to the appropri-
ate management level in a timely manner.

Risk assessment

One of the key tasks after project initiation is the detailed risk
assessment of the project. In an enterprise-wide risk management
project that affects many functional areas within an organization,
this is a key activity. The project risk assessment will allow the
management to focus on high-risk issues and hence areas where
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problems are likely to arise. This will enable effective risk mitiga-
tion strategies to be developed at an early stage. All risk types
including technical, financial, resource, security, organizational
and safety should be considered and communicated to the project
sponsor and business users. A qualitative risk assessments should
be carried out to identify the risks and determine their probability
and impact using low, medium and high measures. The project
team should also use quantitative risk assessment techniques that
will provide a much more accurate measure of the impact on
costs, time scales and performance.

The initial risk assessment should be subject to constant reap-
praisal and review throughout the life of the project to ensure that
it continues to reflect the relevant issues and any additional risks
that may become apparent later in the project are highlighted. In
addition, the effectiveness of actions taken to mitigate the risks
must be periodically assessed and appropriate steps taken to
address any differences.

Technical issues

In an enterprise-wide risk management project, there are a great
many technical issues that need to be addressed. These issues
include hardware platforms, software tools and environment to be
used in the development, whether to develop in-house or out-
source and whether to develop a bespoke solution or buy an off-
the-shelf product. The expertise and infrastructure that is already
in place often dictate some of the decisions. However, there are a
great number of technical decisions that need to be made early on
in the project and these will significantly affect the future direction
and scope of the project. It is therefore vital that the right devel-
opment platforms and development tools are selected to ensure
that any solution that is developed is manageable, properly inte-
grated into the existing infrastructure and is capable of being
upgraded in the future.



202

Managing Operational Risk in Financial Markets

Risk assessment

The technical decisions taken will be strategic in nature. It is,
therefore, very important that the project manager and his/her
team have sufficiently detailed technical knowledge to ensure that
the technical architecture for the system does not give rise to risks
which are likely to compromise the viability of the project.

Project schedules

Project scheduling is one of the critical management tasks as it dic-
tates the time frames in which the project will be completed, the
budgets/costs in terms of resource requirement and the sequence
of tasks to be completed. It is also important to consider the
dependencies between tasks so that the correct start and finish
points are identified within the overall project plan. There will be
certain tasks on which the success of the whole project depends
and these must be identified and closely monitored.

One of the most important tools in the armoury of the project
manager is the work breakdown structure (WBS). This allows the
projects to be decomposed into tasks, the work packages and
finally activities. Building a WBS will identify all tasks and
dependencies. Additionally, as tasks are identified and allocated to
teams, an organizational breakdown structure (OBS) and a
responsibility matrix begin to emerge for the project. This in turn
will lead to initial cost estimates for the various tasks and work
packages that will provide an understanding of cash-flow require-
ments for the project.

The two components of scheduling, namely estimation and plan-
ning, follow the WBS activity. The nature and scope of an enter-
prise-wide risk management system means that you can only begin
to estimate once the project has been decomposed into work pack-
ages and activities. Increasingly organizations are adopting more
scientific methods of estimating that are based on an objective
assessment of the work to be performed and an interactive
approach to refining the original estimate.
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Project planning is a complex task involving the following proce-
dures:

® Identifying of all the tasks to be performed given the scope of
the project and technical and business constraints. This is the
outcome of the WBS activity.

® Assigning those tasks to the available resources.

® Balancing completion dates against the available resources to
complete all tasks within the available time.

® Ciritical path analysis to identify those tasks which are critical
to the success and timely completion of the project.

® Identifying dependencies between tasks so that they are sched-
uled in the correct sequence.

® Identifying realistic start and end points (elapsed time) to
accommodate the number of employee-days work for each
given task.

The WBS activity will address all the issues described above and
will help produce a hierarchical project plan with high-level
generic tasks decomposed into work packages and individual
activities. This structured approach results in a comprehensive
plan that clearly identifies all the tasks and ensures that they are
correctly sequenced.

There are various methods of presenting the plan; for example, in
tabular form, Gantt charts and network diagrams (PERT charts).
The advantage of the diagrammatic forms is that they facilitate
the identification of the critical path and those tasks that are
crucial to the success of the project. There are many software tools
available that assist in project planning and monitoring.

Progress monitoring and control

Once the project is under way and the plans in place, it is
necessary to monitor progress against the plans to provide
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early warning of potential problems and variances against
budgets. The project control function can take any necessary
remedial action.

There are a number of tools for monitoring the progress
of the project. These tools include Gantt charts, slip charts,
networks, monitoring against milestones and costs, and
performance reports. It is important that monitoring
procedures should be as objective as possible to provide a true
reflection of the project status. One easy method of monitoring
the project is to analyse the time spent to date against
budgeted time for the task and time remaining to complete
the task. Although this may give an indication of the progress, it
does not necessarily tell the whole story. For example, if
a project has consumed 70 per cent of its allocated budget, it does
not necessarily follow that the actual work performed to date rep-
resents 70 per cent of the task. It is therefore necessary to monitor
estimated time to completion against the remaining budgeted
time. This will enable management to identify adverse variances
against plans at an early stage and take appropriate remedial
action.

Cost is of primary concern for any project and management of
cost is a key activity for the project manager. Managing costs is
much more than simply monitoring cash flow with time. Effective
cost management requires a number of activities:

® Budgets to be set for individual work packages. This is done
when the WBS is developed. These work packages are then
monitored and an assessment is made of the percentage of the
cost expanded against work completed.

® Milestone payments are another important form of cost man-
agement. As these are payments against deliverables or com-
pleted phases of work, they serve as time and cost measures of
work.
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External suppliers and influences

There are likely to be many external parties to the development of
a risk management system. These include hardware suppliers,
development tool experts, software experts, external development
teams and external consultants. Furthermore, there are likely to be
interfaces to and feeds from many different and disparate vendors
and systems. The project can, therefore, be exposed to the risks of:

® failure to deliver on time at the right price;
® failure to deliver a product which works;

® failure to deliver a product which is integrated with the rest of
the system; and

® failure to deliver a product which conforms to the original
specification.

It is important for the project management team to ensure
that all interfaces to third-party products are clearly defined
and subject to agreed specifications. Additionally, all products
must be subject to maintenance contracts and/or service level
agreements.

Third-party suppliers of goods and services are not the only
external influence on the progress of a project. Legal and
regulatory requirements should also be taken into account.
Regulatory bodies can impact the whole development through
changes in regulations which affect the required functionality. The
global nature of the investment-banking environment means
that the risk management system may need to comply with a
number of national and international regulatory and government
bodies. The impact of changes in the regulatory environment must
be assessed in terms of the project schedules and budgets.
Costs may need to be re-evaluated and additional funding made
available.
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Implementation and operational issues

The final stage of the development is the implementation and
initial operation of the system. There are three main implementa-
tion strategies; these are incremental development and implemen-
tation, parallel running with existing systems or the ‘big bang’
approach where the entire system is implemented in one go. The
nature of the enterprise-wide risk system is such that it is unlikely
to be replacing an existing system but would run in parallel with
existing product- or business-unit based risk management
systems. Regardless of which implementation strategy has been
selected, there are a number of other issues that must be consid-
ered. These include:

® There is likely to be a substantial effort required in populating
the data warehouse with existing data. Data conversion and
enhancement is likely to be an essential activity.

® User training and development of user documentation and
context orientated help functionality.

® Production of operators’ instructions if the new system has a
batch component.

® Capacity planning to ensure that existing hardware will be able
to handle the additional transaction volumes and that batch
work will be completed in time for the on-line activities.

® Network communications and any additional controls that will
be required to ensure the network is secure and external con-
nections are properly authenticated.

® System management and administration procedures ensuring
that there are appropriately skilled staff available and that they
have the tools necessary to perform their jobs.

The key objectives of project management are to ensure that
systems are delivered on time and within the originally agreed
budget. Planning and monitoring progress are the two critical
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project management tasks and failure to expand adequate effort
in this area will lead to the following potential risks:

® A failure to develop adequate plans may result in the omission
of key tasks.

® Plans may not assign adequate resources to each task.

® Plans may not identify and schedule those tasks that are criti-
cal to the completion of the project.

® Failure to accurately and objectively monitor project progress
will result in potential problems not being identified in a timely
manner.

In addition to planning and monitoring related concerns, the
organization should also be aware of the risks associated with the
proposed implementation strategy and the use of technology,
especially when the chosen solution is not tried and trusted.
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An effective strategy for managing operational risk requires the
organization to adopt a systematic and logical enterprise-wide
approach. It requires the synthesis of staff skills and expertise,
processes, organizational culture and structure, and the techno-
logical infrastructure. Like quality, risk management cannot be
developed through constant inspection or control; it needs to
become part of everyone’s normal working practice. Managing
risk needs to move on from the annual or six monthly audit activ-
ities and become a continuous process within the organization.

In today’s fast moving markets effective risk management is not
about organizations relying on increased controls, excessive mon-
itoring, or strict procedures. It is about having a strategic vision,

Controls, policies
and procedures

Corporate
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Technological
infrastructure
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Operational
risk
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Risk management
culture

People and
skills

Figure 14.1 Operational risk management model.
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establishing a risk management culture, developing and training
the staff, putting in place enterprise-wide information systems and
having effective policies and procedures. In short, it is about
establishing an environment that is conducive to effective risk
management while retaining creativity and innovation. The main
focus of the operational risk model above is the requirement for
the management to bring together these various organizational
components to form an integrated whole that will develop and
evolve in line with the changing competitive environment.

The risk management model adopted depends on the resources,
culture and the infrastructure of the organization. The underlying
risk management framework needs to reflect the organization’s
risk appetite, policies and practices outlined by the management
and take into account the regulatory environment and the indus-
try best practices. The requirements are to identify, measure,
monitor and manage all the risks within this consistent frame-
work. The key aspect of any risk management framework is the
ability of the senior management to communicate, through word
and action, their risk appetite and tolerance to all areas of the
business. This includes those responsible for the management and
control of risk as well as those responsible for trading and risk
taking activities. However, this communication flow from the
senior management needs to be matched by the information flow
upwards from all the various business and control units to ensure
that an integrated risk management approach can be adopted.

The establishment of the risk management framework is an enter-
prise-wide activity and would include many departments and
functions within the organization. These include strategic business
managers, the various trading functions, risk managers, control
and compliance functions, operations, information technology
functions and human resource management professionals. The
principle aim of the risk management framework is to ensure that
there is transparency in the risk processes; that the integrated and
consistent approach to risk is apparent to staff at all levels of the
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organization; that all risk exposures (including market, credit and
operational) are identified and covered and that the responsibili-
ties for risk control and risk management are clearly assigned. The
risk management framework for an institution should meet the
following broad objectives:

® Ensure that the organization identifies and understands all the
risks involved in its activities and consciously identifies the
risks it wants to adopt and those it wants to offload.

® Ensure that there are effective and efficient risk management
processes.

® Ensure that timely and accurate information is available such
that sound risk management decisions can be made.

® Ensure that the organization complies with the various govern-
ment and regulatory bodies.

Operational risk management cycles

Risk
management
objectives

Figure 14.2 identifies the main activities in the operational risk
management cycle. An effective risk management approach
requires the organization to understand its risk appetite; this helps
the institution to set risk management objectives and targets.

Having defined the risk management objectives, the organization
needs to analyse all its processes and workflows to identify and list

Identify risks Assess the Select risk Implement risk Monitor and
risk control measures controls review
® Analysis of ® Assess risk © |dentify control ® Establish ® Define

workflows and severity choices authority and monitoring
processes ® Assess risk fl> ® Determine :> responsibility fl> e Infrastructure

e List risks and probability priorities © Define structure © Monitor
causes o Make control ® Define processes process
decisions and procedures ® Review

processes

Figure 14.2 Operational risk management cycle.
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the potential hazards and risks and their causes. It is important to
include all processes in this initial review so that a compre-
hensive list of all risks and their causes is identified and recorded.
Any omissions at this stage are likely to impact the rest of the
cycle.

The next stage of the operational risk management cycle is the
assessment of the risks. The assessment process should address the
criticality/severity of the identified risks as well as the probability
or frequency of particular events occurring.

Based on this information, the organization should be able to
identify the various control choices that are available, assess their
impact on the organization and its staff and define risk control
priorities. This will allow the management to select the most
appropriate risk controls for their organization and define an
action plan for all the risks that have been identified.

The implementation of the risk controls should be clear and
apparent to all the staff and should clearly identify where the
authority, responsibility and accountability for the control process
lies. As with any change there should be training and support for
all staff to enable them to perform the tasks allocated to them.
There should be an independent monitoring and review of the
control structure so that any new or additional risk management
issues are identified and addressed.

In order to manage risk, an organization needs to address two key
components of the risk management process.

® Strategic risk management — This primarily deals with the orga-
nization’s risk environment.

® Tactical risk management and control — This component
addresses the operational procedures and the risk management
control functions.

An effective risk management strategy requires a consistent
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approach to both these components. A suitable strategic approach
or risk environment without the necessary monitoring and control
is unlikely to provide effective risk management. In the same way,
excessive emphasis on controls is likely to lead to problems being
hidden and thus create an even bigger risk management night-
mare. It is only through an enterprise-wide approach that
addresses both these components of the risk management process
that an organization can truly hope to manage all the risks that it
is likely to be exposed to.

Risk environment

A substantial part of the risk environment component of the risk
management process is often overlooked by organizations. Whilst
issues such as risk oversight, organizational structure and techno-
logical infrastructure are addressed to some extent, very little
emphasis is placed on what are sometimes regarded as the soft
issues of risk management such as risk appetite, staff training and
empowerment, communication and organizational culture.

In the past, financial institutions may have been able to function
adequately without a comprehensive approach to the risk envi-
ronment. However, the financial disasters of the 1990s have
shown that in the current fast moving and competitive environ-
ment such an approach can no longer work. Organizations need
to develop a strategic approach that addresses the risk environ-
ment in total in order to develop a framework around which the
risk management and control activities can take place. An organi-
zation’s risk environment provides a number of key indicators
about the seriousness of its risk management activities. In address-
ing the risk environment, organizations need to ensure that:

® Senior management develop a philosophy of risk awareness.
They need to develop a risk aware culture and align the organ-
ization objectives and business strategy to effective risk man-
agement practices.
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® The risk management and control policies need to be defined,
communicated and regularly reviewed. The day-to-day risk
control and management functions need to be established and
must be independent of the risk taking activity. It is vital that
the policies are communicated to all the staff and that there are
processes to enforce these policies and standards.

® The organizational infrastructure needs to define clear lines of
responsibility and authority for risk taking, risk measuring,
risk monitoring and risk managing at all levels of the organi-
zation. There needs to be clear separation between risk taking,
risk control and strategic risk management activities.
Unambiguous and clearly defined roles will help minimize
uncertainty, misunderstandings and confusion. Lack of clarity
can impact the effectiveness of the organizations’ control infra-
structure and can lead to the types of problems faced by
Barings Bank.

® Organizational charts should address both line responsibility
and oversight responsibility. Any conflict of interest, inade-
quate checks and balances, lack of assigned responsibility or
unofficial authority shown in the organizational charts should
be addressed and rectified. There should be an explicit distinc-
tion between those authorized to trade and those authorized to
clear trades.

® The risk management procedures and processes should reflect
the operational and strategic business direction. This should
include risk tolerances and limits, legal framework and docu-
mentation, approved markets and counterparties, measuring
and monitoring of exposures as well as procedures for reacting
to market problems and developments.

® There needs to be a strong, centralized and independent risk
management and control function with an adequate level of
resource and the necessary training and support to ensure that
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all the staff have the skills and expertise to undertake the tasks
allocated to them.

The staff appraisal, evaluation and review programmes should
reflect the organization’s policy toward risk management. The
risk management culture of the institution should be reflected
in the type and level of resources, the recruitment processes and
remuneration schemes as well as staff development and train-
ing.

The method of compensation is another way of nurturing a
risk management culture. The board must adopt a compensa-
tion policy that does not encourage its risk-takers to take on
unnecessary risk. For example, if the organization adopts a
one-dimensional compensation policy regarding bonus
payment that is based entirely on the profitability of the firm’s
financial transactions, it will only tempt a risk-taker. Instead,
the compensation policy should additionally take into account
other factors such as divisional and team performance, and the
risk-taker’s value-added to non-trading activities, etc.

While there will be specific risk functions within the organiza-
tion, all staff must be made aware of their responsibility for
risk management. The risk taking units must be aware of the
risks that they generate and bear responsibility for complying
with risk policies, risk limits and risk controls.

Risk management and control functions can only work effectively
in a risk aware corporate environment. While organizations may
be able to demonstrate short-term gains by adopting a strict mon-
itoring and control regime, long-term management of risk is
dependent on creating a risk-aware environment and culture.

Risk management and control

While the risk environment consists primarily of corporate and
cultural aspects, the control function outlines the actual policies,
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processes and procedures that need to be followed in order to
effectively manage risk within an organization. As most of the
major losses within the finance industry have been as a result of
inappropriate procedures, lax monitoring, inadequate systems or
unworkable management structures, the control function within
the institutions has received a lot of attention during the 1990s.

The control function is a key element in the risk management
process; it is not just a procedure or policy that is performed by
certain individuals within specified departments at defined points
in time, but rather it is something that affects all levels within an
investment institution. While the senior management has a key
responsibility in developing the control procedures, affective mon-
itoring processes and an appropriate organizational culture, it is
vitally important that each individual within the organization
‘buys into’ and participates in this process. The organizational
and cultural issues have already been addressed in the previous
section; this section outlines the operational control and monitor-
ing processes that need to be in place to underpin the organiza-
tion’s strategic risk management vision.

The prime objectives of the control process are to ensure that:

® The performance objectives of the organizations are being
achieved efficiently and effectively. The internal control process
should seek to ensure that personnel throughout the organiza-
tion are working to achieve the goals with efficiency and
integrity, without unintended or excessive cost.

® The financial and management information is complete, reli-
able and is available in a timely fashion. The information
received by management, the board of directors, shareholders
and supervisors should be of sufficient quality and integrity
that recipients can rely on the information in making decisions.

® The operation is compliant with the applicable laws and regu-
lations. This is to ensure that all business complies with appli-
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cable laws and regulations, supervisory requirements, and the
organization’s policies and procedures.

Key to effective risk control is an early warning system for prob-
lems and violations. While organizational culture plays an impor-
tant role, the importance of established reports and procedures to
sound the alarm should not be overlooked. The management
should decide in advance which policies, guidelines or limits, if
violated, require exception reports, who is responsible for moni-
toring and reporting exceptions and to whom they must be
reported. These exception guidelines should also include:

® details of any corrective actions that may be needed;

® who will have responsibility to monitor the corrective actions;
and

® who is authorized to make exceptions to the exception policy.

Functional segregation is a key issue in establishing a control envi-
ronment. There is the obvious segregation between the trading
and the settlement functions; however, organization should also
review functions such as position maintenance, treasury function,
compliance, audit and risk management to ensure that there are
no conflicts of interest. There should be adequate checks and bal-
ances to ensure oversight exists for each function and is inde-
pendent of the area overseen. There must be clear delineation of
responsibilities between front office and back office that should
always be staffed and supervised separately. There must also be
independent verification of position data, profit and loss figures
and individual transaction details between the front and back
offices.

In order to ensure effective control environment, the management
must put in place the following control processes:

® The senior manager responsible for the business must under-
stand the rationale for the institution’s trading activity and they
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must establish guidelines and procedures for these activities
that include:

— Identifying the personnel authorized to trade the various
instruments and the strategies that can be used.

— Where the trading is for clients, documentation and evidence
that the client accounts have given authorization for the use
of the proposed instruments.

— The position or trading limits that must be applied to each
trader, or client account.

— The procedures for receipt and issuance of confirmations,
statements and other documentation pertaining to the
trading activity.

The monitoring of compliance with these procedures and limits
should be undertaken daily or at regular intervals and should
be performed by a person independent from the trading
personnel. Senior management may wish to consider
that at regular intervals this should incorporate an independent
party.

The management must establish, implement and monitor
primary settlement policies and controls that include:

— Daily reconciliation of trades.

— Daily reconciliation of margin requirements for derivatives
positions.

— Daily reconciliation of open positions.

— Monitoring of hedge or arbitrage trades to ensure all con-
stituents are in place.

— Monitoring of delivery periods for contracts with open posi-
tions.

— Monitoring potential deliveries and location of depository
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instructions for any derivatives contracts going to
delivery.

® Senior management should establish the procedures and poli-

cies to ensure that there is adequate segregation of personnel
within the back office. There should be procedures to monitor
that this segregation is being strictly complied with.
Additionally, in order to minimize risk there should be routine
rotation of personnel within the operations area. Management
should consider a periodic independent review of the key
processes within the operations area. There should be segrega-
tion between the following functions in the operations area:

trade processing

position management

treasury or collateral management

risk management

management reporting.

There should be an independent review process to ensure com-
pliance with defined procedures.

There should be on-going and independent monitoring mecha-
nisms for credit exposure, position limits and level of trading
activities.

Management must establish policies and procedures for the
administration of excess funds and property of either the
company or its clients held at counterparties.

Directors and senior management should be fully aware of the
concentration of risk when centralizing custody and clearing
functions. In this type of centralized arrangement, it is impor-
tant to review the performance of counterparties on a regular
basis.
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® Senior management must establish policies and procedures to
ensure that the technology used provides the means to accu-
rately record trades, positions, margin requirements, cash
movements and any other information necessary for the com-
plete record of all the business.

® Senior management must compile a business continuity plan.
Back-up and recovery plans are crucial, as physical disasters
such as the City of London bombing, the World Trade Centre
bombing, the Chicago flood, the California earthquakes and
hurricanes in the south eastern US made clear. Financial inter-
ruptions such as market trading halts or technological disasters
such as systems, communications and power failures or soft-
ware viruses also have proven the need for back-up and disas-
ter recovery plans. A business continuity plan should include
access to duplicate records of investment inventory, legal title
to positions, master counterparty agreements, authorities and
scheduled cash inflows and payments. It should prepare the
organization to resume operations off-site in a reasonable
amount of time if the primary location shuts down and should
include access to contingency financing in case of a liquidity
crisis.

The key to effective risk management on an enterprise-wide basis
is the ability of an organization to address the strategic risk man-
agement issues and establish the tactical risk control and moni-
toring processes and procedures. It is only when these two
components of risk management are working in harmony that the
organization will be able to react effectively to the changing envi-
ronment and hope to manage all the risks to which it is likely to
be exposed.
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Effective risk management is crucial to the survival of an institu-
tion in rapidly moving financial markets. Derivatives have become
an indispensable tool for managing and transferring the traditional
market and credit risks. Whist derivatives do not create any new
types of risks, the leveraged nature of the products that makes
them so cost-effective when covering existing exposures, means
that the effects of the market movements can be magnified both in
terms of profits and losses. It therefore becomes imperative that the
management understands the nature of the exposure and has effec-
tive operational controls in place to effectively monitor it.

The spectrum of risks outlined in this book include market risk
(i.e. risk due to the movements in the market having an adverse
effect on the portfolio), credit risk (i.e. risk that a counterparty
will fail to perform on a financial obligation), and operational
risk. Operational risk has been defined in its broadest sense as
including organizational structure and culture, corporate strategy,
people, processes, systems and controls. This inclusive nature of
operational risk means that market and credit risks can only be
managed effectively if the required infrastructure, including tech-
nology and business expertise, is in place.

At its broadest, operational risk can be defined as everything that
is not market or credit risk. However, effective management of
market and credit risks relies on systems, controls and people — all
of which are components of operational risk. In looking at oper-
ational risk, the management need to consider the risk that losses
will be incurred as a result of inappropriate management structure
or culture, inadequate systems and internal controls, legal or reg-
ulatory issues, inadequate disaster or contingency planning,
human error, or management failure.
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Entering into complex financial transactions without adequate
systems for measuring, monitoring, and controlling market or
credit risk is an example of operational risk. An aspect of opera-
tional risk that has received significant attention in the recent
years is the internal controls and oversight process. A failure at
any point in the risk management chain constitutes operational
risk and can result in significant losses. Many of the major finan-
cial disasters over the last few years (e.g. the collapse of Barings,
losses at Sumitomo, Daiwa etc.) have not been examples straight
market or credit risk. They are all examples of a lack of proce-
dures, systems or managerial control, that is to say they are all
issues associated with operational risk.

While there are many cultural and structural differences between
institutions, research has shown that the operational structure
within investment banks is still predominately rather bureaucratic
with work being co-ordinated from the top and individuals having
little input in the type or scope of their daily activities. There is
still a substantial amount of manual clerical activity within the
back office. Despite tremendous advances in technology, the
majority of the core back office or operational systems within
investment banks still rely on 1980s technology. The staff within
operations tend to be young and inexperienced with limited
knowledge of the business or technology. All these issues perpetu-
ate the current operations paradigm and this has made it difficult
to define a new role for the operations function within a modern
financial institution.

In order to effectively manage operational risk, there needs to be
a paradigm shift in the role of the operations department or the
back office. Risk management is not something that can be
imposed on an organization but it needs to be ‘embedded’ into the
culture. Investment banks, particularly within the operations
departments, need to move away from a bureaucratic culture to a
more people-based culture. The nature of a bureaucratic culture is
that while it provides the cohesion that an organization needs, it
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leaves very little room for the competition and conflict that are
also necessary in organizations.

The central nature of the operations, both in terms of data flows
and external and internal interfaces, means that it has a substan-
tially bigger role to play in effectively managing risk within a
financial institution. With flatter organizational structures, greater
emphasis on staff development and training, and a more risk-
aware culture, operations professionals can become much more
crucial to the enterprise-wide risk management process. Greater
use of technology and straight through processing will remove the
need for a lot of clerical activities, leaving operations to develop
more of an information and knowledge management role within
the organization.

Implementation of the techniques outlined in this book will create
a flexible organization, with an empowered workforce and a
people-based culture that is focused on customer service. The
investment in technology and communications infrastructure will
allow it to capture, use and distribute information efficiently and
in a timely fashion. Controls and procedures can be embedded in
the technology infrastructure in the form of business rules that can
be updated or amended as the business environment or market
requirements change. The use of management information and
decision support systems will allow management to effectively
monitor the business. A risk-aware culture will ensue that risk
management is the responsibility of the staff at all levels of the
organization.

The key to managing operational risk is for the management to
bring together the organizational structure and culture, its people
and process as well as its technological infrastructure into a cohe-
sive unit.

While technology risk is a component of operational risk, its role
is crucial to the development of the organization as well as man-
aging risk on an enterprise-wide basis. It is through the use of
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technology for BPR, transaction processing as well as knowledge
management that those financial institutions will move toward
operational excellence. The technology framework outlined in this
book for enterprise-wide risk management allows organizations
to monitor and manage risk more effectively and allows manage-
ment to react quickly to the changing customer requirements and
market movements.
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Agency relationship

Allocation

A contractual relationship in which one party, the agent, acts on
behalf of another party, the principal. The agent may execute
trades for the principal but is not responsible for performance by
the principal.

The process of moving the trade from the executing broker to the
clearing broker.

American style option

Arbitrage

Arbitrageur

The holder of the long position can choose to exercise the position
into the underlying instrument until the expiry day.

A transaction in which an investor holds a basket of financial con-
tracts which cost nothing to hold, involve no risk and result in a
profit. An arbitrage transaction is based on the observation that an
instrument trades at two different prices. The transaction involves
selling the high-priced asset and buying the low-priced asset.

An individual who engages in arbitrage transactions.

Asset allocation

Assignment

At-the-money

The use of derivatives by a fund manager to immediately gain or
reduce exposure to different markets.

The process by which the holder of a short option position is
matched against a holder of a similar long option position who
has exercised his right.

An option whose exercise price is equal, or very close to, the
current market price of the underlying share. This option has no
intrinsic value.
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Automated pit system (APT)
The automated trading system used by LIFFE outside regular
market hours.

Back office
The part of a firm that is responsible for post-trade activities.
Depending upon the organizational structure of the firm, the back
office can be a single department or multiple units (such as docu-
mentation, risk management, accounting or settlements). Some
firms have combined a portion of these responsibilities, usually
found in the back office, particularly those related to risk manage-
ment, into what they term a middle office function. See Front office.

Basis risk
The risk of changes in the basis, that is, the difference between the
price of a futures or forward contract and the price of the under-
lying asset.

Basis swap
An interest rate swap where the interest payments that are
exchanged between each party are different types of floating rates.

Beta
A measure of the responsiveness of the return (or price) of a secu-
rity to changes in a broader market index.

Bid price
The price at which a trader or market maker is willing to buy an
instrument.

Black-Scholes option pricing model
A mathematical model developed in a seminal paper by Myron
Scholes and Fisher Black in 1973. The model explains the prices
on European options. Many variations of the model have been
developed over the years.

Broker
A firm that communicates bid and ask levels to potential princi-
pals and otherwise arranges transactions as agent for a fee,
without acting as counterparty in the transactions.

Call option
A option that gives the buyer the right but not the obligation to



226 Managing Operational Risk in Financial Markets

Cash clearing

CFTC

Clearing

buy a specified quantity of the underlying instrument at a fixed
price on or before a specified date. The seller of a call option has
the obligation (because they have sold the right) to deliver the
underlying instrument if the option is exercised by the buyer.

A method for clearing futures contracts in which positions are
periodically marked to market and the resulting obligations are
satisfied by cash payments, known as variation margin.

The Commodities and Futures Commission (United States).

The centralized process whereby transacted business is recorded
and positions are maintained.

Clearing house

Clearing link

A department of an exchange or a separate legal entity that pro-
vides a range of services related to the clearance and settlement of
trades on the exchange and the management of risks associated
with the resulting contracts. A clearing house is often the central
counterparty to all trades on the exchange, that is, the buyer to
every seller and the seller to every buyer.

An arrangement in which the same contract is traded on
exchanges affiliated with two clearing houses but all positions are
transferred daily to a single clearing house where they are carried
until expiration or offset.

Clearing member

A member of a clearing house. All trades must be settled through
a clearing member. A direct clearing member is able to settle only
its own obligations. A general clearing member is able to settle its
own obligations as well as those of clients. Variations of these two
types of clearing member may also exist.

Clearing organization

The clearing organization acts as the guarantor of the per-
formance and settlement of contracts that are traded on an
exchange.
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Client
A party that is not a member of the clearing house and must settle
through a clearing member. Also known as customer.

Close-out
The process of offsetting existing contracts. To prevent further
losses from positions carried by an entity that has defaulted, the
clearing house may use close-out.

Closing trade
A bought or sold trade that is used to partly offset an open posi-
tion, to reduce it or to fully offset it and close it.

Collateral
An asset that is delivered by the collateral provider to secure an obli-
gation to the collateral taker. Collateral arrangements may take dif-
ferent legal forms; collateral may be obtained using the method of
title transfer or pledge. Typically, government securities and cash are
used as collateral in the context of OTC derivatives transactions.

Collateral management service
A centralized service that may handle any of a variety of collat-
eral-related functions for a client firm, including valuation of
collateral, confirmation of valuations with counterparties, optim-
ization of collateral usage, and transfer of collateral.

Commodity futures
These comprise five main categories: agricultural (e.g. wheat and
potatoes), softs (e.g. coffee and cocoa), precious metals (e.g. gold
and silver), non-ferrous metals (e.g. copper and lead), and energies
(e.g. oil and gas).

Confirm
An agreement for each individual OTC transaction which has spe-
cific terms.

Confirmation process
The procedure for verifying trade details with the counterparty.
This is generally done by exchanging via fax or mail a document
(i.e. a confirmation) identifying the trade details and any governing
legal documentation and verifying the accuracy of the information
provided by the counterparty (i.e. matching).
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Contract
The standard unit of trading for futures and options. It is also
commonly referred to as a ‘lot’.

Contract month
The month in which futures contracts may be implemented by
making or accepting delivery.

Convergence
The move to equality of spot and futures prices as the delivery
date approaches.

Counterparty risk
The exposure of one party to the risk that a trade might default or
fail due to the actions of the other party to the transaction.

Covered writing
The sale of call options, but the seller owns the stock which would
be required to cover the delivery, if called.

Credit risk
The risk that a counterparty (such as a clearing member) will not set-
tle an obligation for full value, either when due or at any time there-
after. Credit risk includes replacement cost risk and principal risk.

Cross currency interest rate swap
An interest rate swap where the interest payments are in two dif-
ferent currencies and the exchange rate, for the final settlement, is
agreed at the outset of the transaction.

Currency futures
Contracts calling for delivery of a specific amount of a foreign cur-
rency at a specified future date in return for a given amount of,
say, US dollars.

Currency swap
An agreement to exchange interest related payments in the same
currency from fixed rate into floating rate (or vice versa) or from
one type of floating rate to another. A currency swap is different
to an interest rate swap as the principal amounts are also
swapped.

Current exposure
The loss that would be incurred today on a contract or set of con-
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tracts if a counterparty failed to perform on its obligations. Also
known as replacement cost, current exposure is what it
would cost to replace a given contract if the counterparty
defaulted now.

Custody risk
The risk of loss of securities held in custody occasioned by the
insolvency, negligence or fraudulent action of the custodian or of
a sub-custodian.

Daily settlement
The process in a futures market in which the daily price changes are
paid by the parties incurring losses to the parties making profits. The
profits and losses are generally settled with a clearing corporation.

Day order
An order to purchase or sell a financial claim that is cancelled if
unfilled by the end of the day.

Day trader
A trader who closes out all positions by the end of the trading
session.

Dealer
A firm that enters into transactions as a counterparty on both
sides of the market in one or more products. OTC derivatives
dealers are primarily large international financial institutions —
mostly commercial banks but also some securities firms and insur-
ance companies — as well as a few affiliates of what are primarily
non-financial firms.

Default
Failure to satisfy an obligation on time. More generally, a clearing
house may declare a member in default in a variety of circum-
stances, including failure to satisfy obligations on time, insol-
vency, suspension of trading privileges on an exchange for which
the clearing house provides services, or other events that the clear-
ing house deems to have had a material adverse effect on the
member’s capacity to meet its obligations.

Delivery
The process in which a futures contract can be terminated at the
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expiration of the contract through the sales of the asset by the
short to the long.

Delivery notice
The written notice given by a seller indicating his intention to
make delivery against an open contract.

Delivery price
The price fixed by the clearing house at which deliveries on futures
contracts are invoiced.

Delivery versus payment
A link between a securities transfer system and a funds transfer sys-
tem that ensures that delivery occurs if, and only if, payment occurs.

Delta
The mathematical relationship between the change in value of a
call option on a bond and the change in market price of the under-
lying bond. Delta increases as the value of the market price of the
bond rises relative to the strike price of the option. An out-of-the-
money option has a delta near zero, while a significantly in-the-
money option has a delta near one.

Derivative
(1) A financial contract the value of which depends on the value
of one or more underlying reference assets, rates or indices. For
analytical purposes, all derivatives contracts can be divided into
basic building-blocks of forward contracts, options or combina-
tions thereof. Futures, swaps, some forwards, options, warrants,
and certain mortgage-backed securities are the most common
derivatives.
(2) A financial instrument the value which is dependent upon the
value of an underlying asset.

End-user
An entity that takes positions for investment or hedging purposes.
An end-user often deals only on one side of the market. End-users
include banks, insurance companies, pension funds, other finan-
cial institutions, non-financial corporations, governments, supra-
national entities (for example, the World Bank) and
high-net-worth individuals.
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Equity
A common term to describe stocks or shares.

Equity/stock options
Contracts based on individual equities or shares. On exercise
of the option the specified amount of shares are exchanged
between the buyer and the seller through the clearing
organization.

Equity index swap
An obligation between two parties to exchange cash flows
based on the percentage change in one or more stock
indices, for a specific period with previously agreed re-set
dates. The swap is cash settled and based on notional principal
amounts. One side of an equity swap can involve a LIBOR refer-
ence rate.

ETD
This is the common term that is used to describe exchange traded
derivatives, which are standardized products. It also differentiates
products that are listed on an exchange as opposed to those
offered over-the-counter.

European style option
An option which can only be exercised on the expiry day.

Exchange delivery settlement price (EDSP)
The price determined by the exchange for physical delivery of the
underlying instrument or cash settlement.

Exchange member
A member of an exchange with certain trading privileges. An
exchange member may not necessarily be a member of the
exchange’s clearing house.

Exchange owned clearing organization
Exchange- or member-owned clearing organizations are struc-
tured so that the clearing members guarantee each other with the
use of a members’ default fund and additional funding like insur-
ance, with no independent guarantee.

Exchange-traded derivative
A derivative which is listed and traded at an organized market-
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place. Derivatives exchanges generally provide standardized con-
tracts and central clearing facilities for participants.

Execution
The action of trading in the markets.

Execution and clearing agreement
An agreement signed between the client and the clearing broker.
This agreement sets out the terms by which the clearing broker
will conduct business with the client.

Execution only or give-up agreement
Tripartite agreements which are signed by the executing broker,
the clearing broker and the client. This agreement sets out the
terms by which the clearing broker will accept business on behalf
of the client.

Exercise
The process by which the holder of an option may take up their
right to buy or sell the underlying asset.

Exercise price (or strike price)
The fixed price, per share or unit, at which an option conveys the
right to call (purchase) or put (sell) the underlying shares or units.

Expiration
A date after which an option or futures contract is no longer in
effect.

Expiry date
The last date on which an option holder can exercise their right.
After this date an option is deemed to have lapsed or been aban-
doned.

Fair value
The value of an option derived from an option-pricing model.

Financial futures/options contracts
Financial futures is a term used to describe futures contracts based
on financial instruments like currencies, debt instruments and
financial indices.

First notice day
The first day that the holders of short positions can give notification
to the exchange/clearing house that they wish to effect delivery.
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Flat position

A position that has been fully closed out and where there is no lia-
bility to make or take delivery.

Flex options

Newly introduced contracts that are a cross between OTCs and
exchange traded products. The advantage of flex options is that
participants can choose various parts of the contract specification
such as the expiry date and exercise price.

Floorbrokerage
The process of delegating the execution to another counterparty.
Forward (implied) rate

The rate agreed upon in a forward contract for a loan or implied
by the relationship between short and long-term rates.

Forward contract

A contract in which one party agrees to buy, and the other to sell,
a specified product at a specified price on a specified date or dates
in the future.

Forward rate agreements

An agreement where the client can fix the rate of interest that will
be applied to a notional loan or deposit, drawn or placed on an
agreed date in the future, for a specified term.

Front office

A firm’s trading unit and other areas that are responsible for
developing and managing relationships with counterparties.

Futures

An agreement to buy or sell an asset at a certain time in the future
for a certain price. Futures are traded on organized exchanges.
Futures-style margining

A method of margining derivatives contracts in which positions
are marked to market and current exposures are extinguished
through cash payments known as variation margin. When options
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Gamma

Gearing

Give-up

contracts are margined using a futures-style system, the option
premium is gradually paid over the life of the option (through the
cumulative variation margin payments) and fully paid once the
option has been exercised.

The rate at which the delta of an option moves up or down in
response to changes in the price of the underlying. Gamma is pos-
itive for calls and negative for puts.

The characteristic of derivatives which enables a far greater
reward for the same, or much smaller, initial outlay. It is the ratio
of exposure to investment outlay.

The process of giving a trade to a third party who will undertake
the clearing and settlement of the trade.

Global clearing

GLOBEX

The channelling of the settlement of all futures and options trades
through a single counterparty or through a number of counter-
parties geographically located.

The overnight trading system operated by Reuters and the
Chicago Mercantile Exchange (CME).

Good-till-cancelled order

Gross position

An order that is in effect until cancelled as is used most often with
stop orders and limit orders that may take time to execute.

A position that is held with both the bought and sold trades kept
open.

Gross margining

Haircut

A margining system in which the clearing member is required to
deposit with the clearinghouse sufficient initial margin to cover
the gross positions of its clients.

The difference between the market value of a security and its
collateral value. The haircut is intended to protect a lender of
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funds or securities from losses owing to declines in collateral

values.
Hedging

A trading method which is designed to reduce or mitigate risk.
Holder

A person who has bought an open derivatives contract.
IMRO

The Investment Management Regulatory Organization (United
Kingdom).

Independent clearing organization
The independent organization is quite separate from the actual
members of the exchange, and will guarantee to each member the
performance of the contracts by having them registered in the
organization’s name.

Initial margin
The deposit which the clearing house calls as protection against a
default of a contract. It is returnable to the clearing member once
the position is closed. The level is subject to changes in line with
market conditions.

Interest rate futures
These are based on a debt instrument such as a government bond
or a treasury bill as the underlying product and require the deliv-
ery of a bond or bill to fulfil the contract.

Interest rate swap
An agreement to exchange interest related payments in the same
currency from fixed rate into floating rate (or vice versa) or from
one type of floating rate to another.

In-the-money
A call option where the exercise price is below the underlying
share price or a put option where the exercise price is above the
underlying share price.

Intra-day margin
An extra margin call that the clearing organization can call during
the day when there is a very large movement up or down in the
price of the contract.
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Intrinsic value

The amount by which an option is in-the-money.

Last notice day

The final day that notification of delivery will be possible. On
most exchanges all outstanding short futures contracts will be
automatically delivered to open long positions.

Last trading day

Legal risk

LIBOR

Liquidity risk

Local

Long

Lot

Margin call

Often the day preceding last notice day which is the final oppor-
tunity for holders of long positions to trade out of their positions
and avoid ultimate delivery.

The risk of loss because of the unexpected application of a law or
regulation or because a contract cannot be enforced.

The London inter-bank offered rate. It is the rate used when one
bank borrows from another bank. It is the benchmark used to
price many capital market and derivative transactions.

The risk that a counterparty (such as a clearing member) will
not settle an obligation for full value when due. Liquidity
risk does not imply that a clearing member is insolvent since it
may be able to settle its obligations at some unspecified time there-
after.

An individual member of an exchange who trades solely for their
own account.

A position in the cash or derivatives market in which the investor
owns or has contracted to own the underlying.

The common term used to describe the standard unit of trading
for futures and options. It is also referred to as a ‘contract’.

A request from a broker or clearing house for additional funds to
cover losses on an outstanding futures position.
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Market counterparty

A person dealing as agent or principal with the broker and
involved in the same nature of investment business as the broker.

Market maker

A trader who works for an organization such as an investment
bank. They quote bids and offers in the market and are normally
under an obligation to make a price in a certain number of con-
tracts. They create liquidity in the contract by offering to buy or
sell.

Market risk

The risk of losses in on- and off-balance-sheet positions arising
from movements in market prices.

Market value (replacement value)

The cost that would be incurred or the gain that would be realized
if an outstanding contract were replaced at current market prices.

Mark-to-market

The process of revaluing an OTC or exchange traded product
each day. It is the difference between the closing price on the pre-
vious day against the current closing price. For exchange traded
products this is referred to as variation margin.

Master agreement
This agreement is for OTC transactions and is signed between the

client and the broker. It covers the basic terms under which the
client and broker wish to transact business.

MOF

The Ministry of Finance (Japan).
Multilateral netting

Netting on a multilateral basis is arithmetically achieved by
summing each participant’s bilateral net positions with the other
participants to arrive at a multilateral net position. Such netting is
conducted through a central counterparty (such as a clearing
house) that is legally substituted as the buyer to every seller and
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the seller to every buyer. The multilateral net position represents
the bilateral net position between each participant and the central
counterparty.

Mutual offset system
A link between clearing houses in which positions entered into on
one exchange can be, but need not be, transferred to the clearing
house of another exchange and vice versa.

Naked writing
Where the seller does not own the stock corresponding to the call
option which he has sold and would be forced to pay the prevail-
ing market price for the stock to meet delivery obligations, if
called.

Net margining
A margining system in which the clearing member is required to
deposit with the clearing house sufficient initial margin to cover
the net positions of its clients. Clients, however, are typically still
obligated to deposit with the clearing member initial margin to
cover their own positions.

Netting
An offsetting of positions or obligations by counterparties.

Non clearing member
A member of an exchange who does not undertake to settle their
derivatives business. This type of member must appoint a clearing
member to register all their trades at the clearing organzation.

Novation
The process where registered trades are cancelled with the clear-
ing members and substituted by two new ones — one between the
clearing house and the clearing member seller, the other between
the clearing house and the clearing member buyer.

Offer price

The price at which a trader or market maker is willing to sell a
contract.

Offsetting order
A futures or option transaction that is the exact opposite of a pre-
viously established long or short position.
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Omnibus account
A single account for containing funds or positions of multiple
parties. A clearing member will often maintain an omnibus
account at the clearing house for all of its clients. In this case, the
clearing member is responsible for maintaining account records for
individual clients.

Open interest
The number of futures or options contracts that have been estab-
lished that have not yet been offset or exercised.

Open outcry
The style of trading whereby traders face each other in a desig-
nated area such as a pit and shout or call their respective bids and
offers. Hand signals are also used to communicate. It is governed
by exchange rules.

Open position
The number of contracts which have not been offset at the clear-
ing organization by the close of business.

Opening trade
A bought or sold trade which is held open to create a position.

Operational risk
The risk of human error or a breakdown of some component of
the hardware, software or communications systems that are criti-
cal to settlement.

Option
An option is, in the case of the buyer, the right, but not the obli-
gation, to take (call) or make (put) for delivery of the underlying
product and, in the case of the seller, the obligation to make or
take delivery of the underlying product.

Option contract
A contract that gives the buyer the right, but not the obligation,
to either buy or sell an underlying asset, depending on the type of
option, by a certain date for a certain price. For this right, the
buyer pays the seller a ‘premium’.

Option premium
The sum of money paid by the buyer for acquiring the right of the
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option. It is the sum of money received by the seller for incurring
the obligation, having sold the rights of the option. It is the sum
of the intrinsic value and the time value.

Options on futures
These have the same characteristics as an option, the difference
being that the underlying product is either a long or short futures
contract. Premium is not exchanged as the contracts are marked
to market each day.

Options-style margining
A method of margining derivatives contracts in which positions
are marked to market and current exposures are collateralized.
When an option contract is margined using such a system, the
buyer of the option pays the premium in full at the time of the
purchase. The seller of the option receives the premium and col-
lateralizes current exposures as they occur.

Out-of-the-money
A call option whose exercise price is above the current underlying
share price or a put option whose exercise price is below the
current underlying share price. This option has no intrinsic value.

Out-trade
A trade which has been incorrectly matched on the floor of an
exchange.

Over-the-counter (OTC)
A method of trading that does not involve an exchange. In over-
the-counter markets, participants trade directly with each other,
where the specifications of the product are completely flexible and
non-standardized.

Payment netting
Settling payments due on the same date and in the same currency
on a net basis.

Performance bond
A good-faith deposit (type of margin) to ensure performance of
financial obligations in futures contracts and short options con-
tracts on regulated commodity exchanges. Established and moni-
tored in organized exchanges by a clearing house.
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PIA
The Personal Investment Authority (United Kingdom)
Pit
The designated area on the market floor where a particular con-
tract is traded. It may be termed a ring in some markets, e.g. LME.
Plain vanilla transactions
The most common and generally the simplest types of derivatives
transaction. Plain vanilla is a relative concept, and no precise list
of plain vanilla transactions exists. Transactions that have unusual
or less common features are often called exotic or structured.
Position limit
A restriction on the number of contracts or share of a contract’s
open interest that a single entity may hold.
Potential future exposure
The additional exposure that a counterparty might potentially
assume during the life of a contract or set of contracts beyond the
current replacement cost of the contract or set of contracts.
Pre-settlement risk
The risk that a counterparty to an outstanding transaction for com-
pletion at a future date will fail to perform on the contract or agree-
ment during the life of the transaction. The resulting exposure is the
cost of replacing the original transaction at current market prices.
Principal risk
The risk that the seller of a security delivers a security but does not
receive payment or that the buyer of a security makes payment but
does not receive delivery. In this event, the full principal value of
the securities or funds transferred is at risk.
Principal-to-principal market
A market where the clearing house only recognizes the clearing
member as one entity, and not the underlying clients of the clear-
ing member.
Principal-to-principal relationship
A contractual relationship in which both parties are acting on
their own behalf and are responsible for the performance of any
contractual obligations.
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Private customer

An individual person who is not acting in the course of carrying
on investment business.

Proprietary trader

Put option

RCH

A trader who deals for an organization such as an investment
bank taking advantage of short-term price movements as well as
taking long-term views on whether the market will move up or
down.

An option that gives the buyer the right, but not the obligation, to
sell a specified quantity of the underlying asset at a fixed price, on
or before a specified date. The seller of a put option has the obli-
gation (because they have sold the right) to take delivery of the
underlying asset if the option is exercised by the buyer.

Recognised Clearing House under the Financial Services Act (SIB).

Real-time gross settlement (RTGS)

The continuous settlement of funds or securities transfers individ-
ually on an order-by-order basis.

Replacement cost risk

RIE

Ring

The risk that a counterparty to an outstanding transaction for
completion at a future date will fail to perform on the settlement
date. The resulting exposure is the cost of replacing, at current
market prices, the original transaction.

Recognised Investment Exchange under the Financial Services Act
(SIB)

The designated area on the market floor where a particular con-
tract is traded. It may be termed a pit in some markets, e.g. CBOT.

Screen-based trading

A method of trading which takes place by the dealers inputting
their bids and offers into screens linked to a computer system.
There is no exchange floor and the traders operate the computer
screens from their own offices.
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Seats
The term given to describe the membership of an exchange that
entitles the holder to execute business on the exchange and in
certain cases carries voting rights. A seat must be held in order to
be a member of an exchange and they can be purchased from the
exchange or can be leased from other member firms, depending
upon availability.

SEC
The Securities and Exchange Commission (United States).

Segregation
A method of protecting client assets and positions by holding or
accounting for them separately from those of the carrying firm or
broker.

Segregation of funds

Where the client assets are held separately from those assets
belonging to the member firm.

Series
All options of a given class with the same exercise price and expi-
ration date.

Settlement
The fulfilment of the contractual commitments of transacted busi-
ness.

Settlement bank
Either a central bank or a private bank used to effect money set-
tlements.

Settlement price
The official price established by the clearing house at the end of
each day for use in the daily settlement.

Settlement risk
The risk that the seller of a security or funds delivers its obligation
but does not receive payment or that the buyer of a security or funds
makes payment but does not receive delivery. In this event, the full
principal value of the securities or funds transferred is at risk.
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Share futures

Short

SIB

These are based on individual shares. Delivery is fulfilled by the
payment or receipt of cash against the exchange calculated deliv-
ery settlement price.

A sold position in a derivative which is held open.
The Securities and Investments Board (United Kingdom),

appointed by HM Treasury to oversee the three self-regulatory
organizations.

Single-currency interest rate swap

SPAN

Speculator

SRO

An interest rate swap where the interest payments are exchanged
in the same currency.

Standardized portfolio analysis of risk. A form of margin calcula-
tion which is used by various clearing organizations.

A person who buys or sells contracts in the hope of profiting from
subsequent price changes.

Self Regulatory Organization under the Financial Services Act
(SFA, IMRO, PIA).

Stock index futures/options

Straddle

Based on the value of an underlying stock index like the FTSE
100 in the UK, the S&P 500 index in the USA and the Nikkei 225
and 300 in Japan. Delivery is fulfilled by the payment or receipt
of cash against the exchange-calculated delivery settlement price.
They are referred to as both indices and indexes.

An option transaction that involves a long position in a put and a
call and with the same exercise price and expiration.

Straight-through processing

The capture of trade details directly from front-end trading systems
and complete automated processing of confirmations and settlement
instructions without the need for rekeying or reformatting data.
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Strangle
A long put at one exercise price and a long call at a higher exer-
cise price.

Stress testing
The estimation of credit and liquidity exposures that would result
from the realization of extreme price changes.

Strike price
Exercise price.

Swaps
A forward contractual agreement to exchange one type of cash
flow or asset for another, according to predetermined rules. An
interest rate swap is a contract between two counterparties to
exchange fixed-interest payments for floating-interest payments.
An equity index swap might involve swapping the returns
on two different stock market indexes or swapping the index
return for an interest rate such as LIBOR. A currency swap might
involve exchanging two currencies and the interest payments
required to borrow the funds in the respective countries issuing
the currencies.

Systemic risk
The risk that the failure of one participant in a payment or settle-
ment system, or in financial markets generally, to meet its required
obligations when due will cause other participants or financial
institutions to be unable to meet their obligations (including set-
tlement obligations in a transfer system) when due. Such a failure
may cause significant liquidity or credit problems and, as a result,
might threaten the stability of financial markets.

Theta
The rate at which the price of an option changes because of the
passage of time. This is also known as time decay.

Tick
The minimum permissible price fluctuation established by an
organized market.

Time value

The amount by which an option’s premium exceeds its intrinsic
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value. Where an option has no intrinsic value the premium con-
sists entirely of time value.

Trade matching
The process of matching trade details (such as number of con-
tracts, contract month and price) submitted by the trade counter-
parties. The clearing-house often guarantees a trade at the time it
is successfully matched.

Trade registration
The process by which matched trades are formally recorded on the
books of the clearing house. For clearing houses that act as central
counterparties, registration may also be the time at which the clear-
ing house substitutes itself as counterparty to the clearing members.

Traded option
An option which is traded on an exchange.

Trading permits
These are issued by exchanges and give the holder the right to
have one trader at any one time trading in the contract(s) to which
the permit relates.

Underlying
The asset on which a futures or option is written.

Value at risk
An estimate of the upper bound on losses an institution would
expect to incur during a given period (for example, one day) for a
given confidence level (for example, 95 per cent).

Variation margin
The process of revaluing an exchange-traded product each day. It is
the difference between the closing price on the previous day and the
current closing price. It is physically paid or received each day by the
clearing organization. It is often referred to as the mark-to-market.

Warrant
A security convertible into a specified number of shares of stock,
a call option.

Writer
A person who has sold an open derivatives contract and is obliged to
deliver or take delivery upon notification of exercise from the buyer.
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AEX - Amsterdam Exchange

AMEX - American Stock Exchange

ASXD - Australian Stock Exchange Derivatives

BCE - Budapest Commodities Exchange

BM&F - Bolsa de Mercadorias & Futuros

CBOE - Chicago Board of Options Exchange

CBOT - Chicago Board of Trade Exchange

CME - Chicago Mercantile Exchange

COMEX - New York Mercantile Exchange

CSCE - Coffee, Sugar and Cocoa Exchange

Eurex D — Eurex Deutschland

HKFE - Hong Kong Futures Exchange

IPE - International Petroleum Exchange

LIFFE - London International Financial Futures Exchange
LME - London Metal Exchange

MATTIF - Marche a Terme International de France
MEFF RF - Meff Renta Fija

MEFF RV - Meff Renta Variable

MICEX - Moscow Interbank Currency Exchange
NYMEX - New York Mercantile Exchange

OM - Stockholm Options Market

OSE — Osaka Securities Exchange

PHLX - Philadelphia Stock Exchange

SAFEX - South African Stock Exchange

SFE - Sydney Futures Exchange

SIMEX - Singapore International Monetary Exchange
TGE - Tokyo Grain Exchange

TIFFE - Tokyo International Financial Futures Exchange
TOCOM - Tokyo Commodities Exchange

TSE - Tokyo Stock Exchange



Appendix 2| Operational risk

management!

The Basle Committee on Banking Supervision has recently initi-
ated work related to operational risk. Managing such risk is
becoming an important feature of sound risk management prac-
tice in modern financial markets. The most important types of
operational risk involve breakdowns in internal controls and cor-
porate governance. Such breakdowns can lead to financial losses
through error, fraud, or failure to perform in a timely manner or
cause the interests of the bank to be compromised in some other
way, for example, by its dealers, lending officers or other staff
exceeding their authority or conducting business in an unethical
or risky manner. Other aspects of operational risk include major
failure of information technology systems or events such as major
fires or other disasters.

A working group of the Basle Committee recently interviewed
approximately thirty major banks from the different member
countries on the management of operational risk. Several common
themes emerged during these discussions:

® Awareness of operational risk among bank boards and senior
management is increasing. Virtually all banks assign primary
responsibility for managing operational risk to the business line
head. Those banks that are developing measurement systems
for operational risk often are also attempting to build some
form of incentive for sound operational risk management prac-
tice by business managers. This incentive could take the form
of a capital allocation for operational risk, inclusion of opera-
tional risk measurement into the performance evaluation
process, or requiring business line management to present
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operational loss details and resultant corrective action directly
to the bank’s highest levels of management.

® While all banks surveyed have some framework for managing
operational risk, many banks indicated that they were only in
the early stages of developing an operational risk measurement
and monitoring framework. Awareness of operational risk as a
separate risk category has been relatively recent in most of the
banks surveyed. Few banks currently measure and report this
risk on a regular basis, although many track operational per-
formance indicators, analyse loss experiences and monitor
audit and supervisory ratings.

® Many banks have identified significant conceptual issues and
data needs, which would need to be addressed in order to
develop general measures of operational risk. Unlike market
and perhaps credit risk, the risk factors are largely internal to
the bank and a clear mathematical or statistical link
between individual risk factors and the likelihood and size of
operational loss does not exist. Experience with large
losses is infrequent and many banks lack a time series of his-
torical data on their own operational losses and their causes.
While the industry is far from converging on a set of standard
models, such as are increasingly available for market and credit
risk measurement, the banks that have developed or are devel-
oping models rely on a surprisingly similar set of risk factors.
Those factors include internal audit ratings or internal
control self-assessments, operational indicators such as
volume, turnover or rate of errors, loss experience, and income
volatility.

Additional details from the interviews are discussed below
under five categories: management oversight; risk measurement,
monitoring and management information systems; policies
and procedures; internal controls; and view of possible role for
SUpervisors.
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Management oversight

Management oversight

Many banks noted that awareness of operational risk at the board
of director or senior management level has been increasing. The
focus on operational risk management as a formal discipline has
been recent but was seen by some banks as a means to heighten
awareness of operational risk. The greater interest in operational
risk was reflected in increased budgets for operational risk meas-
urement, monitoring and control, as well as in the assignment of
responsibility for measuring and monitoring operational risk to
new or existing risk management units.

Overall the interview process uncovered a strong and consistent
emphasis on the importance of management oversight and busi-
ness line accountability for operational risk. Senior management
commitment was deemed to be critical for successful corporate
risk management. Banks reported that high-level oversight of
operational risk is performed by boards of directors, management
committees or audit committees. In addition, most respondents
referred to the important role of an internal monitor or ¢ watch-
dog’, such as a risk manager or risk committee, product review
committee, or internal audit, and some banks identified several
different internal watchdogs, who were all seen as important, such
as the financial controller, the chief information officer and inter-
nal auditors. The assignment of formal responsibilities for opera-
tional risk measurement and monitoring is far from universal,
with only about half of the banks interviewed having such a
manager in place.

Virtually all banks agreed that the primary responsibility for man-
agement of operational risk is the business unit or, in some banks,
product management. Under this view, business area managers are
expected to ensure that appropriate operational risk control
systems are in place. Many banks reinforce this risk attribution
and responsibility through charging operational losses to the
related business or product area. In an earlier survey of internal
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Risk measurement, monitoring and management information systems

audit issues, some supervisors noted the trend to conduct more
internal control reviews in the business line, rather than in inde-
pendent units such as internal audit. Several respondents to the
operational risk survey noted the creation of new controls or risk
management in business lines to assist in the identification and
control of risk.

Several banks noted one potential benefit of formalizing an
approach to operational risk. That is the possibility of developing
incentives for business managers to adopt sound risk management
practices through capital allocation charges, performance reviews
or other mechanisms. Many banks are working toward some form
of capital allocation as a business cost in order to create a risk
pricing methodology as well.

Risk measurement, monitoring and management information
systems

Definition of operational risk

At present, there is no agreed upon universal definition of opera-
tional risk. Many banks have defined operational risk as any risk
not categorized as market or credit risk and some have defined it
as the risk of loss arising from various types of human or techni-
cal error. Many respondent banks associate operational risk with
settlement or payments risk and business interruption, adminis-
trative and legal risks. Several types of events (settlement, collat-
eral and netting risks) are seen by some banks as not necessarily
classifiable as operational risk and may contain elements of more
than one risk. All banks see some form of link between credit,
market and operational risk. In particular, an operational problem
with a business transaction (for example, a settlement fail) could
create market or credit risk. While most banks view technology
risk as a type of operational risk, some banks view it as a separate
risk category with its own discrete risk factors.
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The majority of banks associate operational risk with all business
lines, including infrastructure, although the mix of risks and their
relative magnitude may vary considerably across businesses. Six
respondent banks have targeted operational risk as most impor-
tant in business lines with high volume, high turnover (transac-
tions/time), high degree of structural change, and/or complex
support systems. Operational risk is seen to have a high potential
impact in business lines with those characteristics, especially if the
businesses also have low margins, as occurs in certain transaction
processing and payments-system related activities. Operational
risk in trading activities was seen by several banks as high. A few
banks stressed that operational risk was not limited to traditional
‘back office’ activities, but encompassed the front office and vir-
tually any aspect of the business process in banks.

Measurement

Most banks that are considering measuring operational risk are at
a very early stage, with only a few having formal measurement
systems and several others actively considering how to measure
operational risk. The existing methodologies are relatively simple
and experimental, although a few banks seem to have made con-
siderable progress in developing more advanced techniques for
allocating capital with regard to operational risk.

The experimental quality of existing operational risk measures
reflects several issues. The risk factors usually identified by banks
are typically measures of internal performance, such as internal
audit ratings, volume, turnover, error rates and income volatility,
rather than external factors such as market price movements or a
change in a borrower’s condition. Uncertainty about which
factors are important arises from the absence of a direct relation-
ship between the risk factors usually identified and the size and
frequency of losses. This contrasts to market risk, where changes
in prices have an easily computed impact on the value of the
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bank’s trading portfolio, and perhaps to credit risk, where changes
in the borrower’s credit quality are often associated with changes
in the interest rate spread of the borrower’s obligations over a
risk-free rate. To date, there is little research correlating those
operational risk factors to experience with operational losses.

Capturing operational loss experience also raises measurement
questions. A few banks noted that the costs of investigating and
correcting the problems underlying a loss event were significant,
and in many cases, exceeded the direct costs of the operational
losses. Several banks talked in terms of possibly two broad cate-
gories of operational losses. Frequent, smaller operational losses
such as those caused by occasional human errors are seen as
common in many businesses. Major operational risk losses were
seen to have low probabilities, but an impact that could be very
large, and perhaps exceed those of market or credit risks. Banks
varied widely in their willingness to discuss their operational loss
experience, and only a handful acknowledged the larger losses.

Measuring operational risk requires both estimating the probabil-
ity of an operational loss event and the potential size of the loss.
Most approaches described in the interviews rely to some extent
on risk factors that provide some indication of the likelihood of
an operational loss event occurring. The risk factors are generally
quantitative but may be qualitative and subjective assessments
translated into grades (such as an audit assessment). The set of
factors often used includes variables that measure risk in each
business unit, for instance grades from qualitative assessments
such as internal audit ratings, generic operational data such as
volume, turnover and complexity, and data on quality of opera-
tions such as error rate or measures of business riskiness such as
revenue volatility. Banks incorporating risk factors into their
measurement approach can use them to identify businesses with
higher operational risk.

Ideally, the risk factors could be related to historical loss experi-
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ence to come up with a comprehensive measurement methodol-
ogy. A few banks have started collecting data on their historical
loss experience. Since few firms experience many large operational
losses in any case, estimating a historical loss distribution requires
data from many firms, especially if the low-probability, large-cost
events are to be captured. Another issue that arises is whether data
from several banks or firms come from the same distribution.
Some banks interviewed had created a proprietary database of
external loss experiences and other banks interviewed expressed
interest in access to such data. Banks may choose different ana-
lytical or judgmental techniques to arrive at an overall operational
risk level for the firm. Banks appear to be taking interest in how
some insurance risks are measured as possible models for opera-
tional risk measures.

Risk monitoring

More banks have some form of monitoring system for operational
risk than have formal operational risk measures. Many banks
interviewed monitor operational performance measures such as
volume, turnover, settlement fails, delays and errors. Several
banks monitor operational losses directly, with an analysis of each
occurrence and a description of the nature and causes of the loss
provided to senior managers or the board of directors.

Many banks interviewed are in the process of reviewing their
current risk methodologies to accommodate improved measure-
ment and reporting of operational risk and the development of an
on-line monitoring system. The time lines for such efforts vary
widely, with some banks currently implementing segments of new
systems and other banks still in the planning stages. A significant
number of other banks interviewed are not contemplating changes
to their management information systems because the bank
believes its current methodology serves it well. One bank has
recently implemented a new risk policy framework but stated that
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Policies and procedures

it was too soon to assess its effectiveness. Contrary to most
respondents, one bank stated that it was satisfied with its current
information systems for capturing and reporting operational risk.

Control of operational risk

A variety of techniques are used to control or mitigate operational
risk. As discussed below, internal controls and the internal audit
process are seen by virtually all banks as the primary means to
control operational risk.

Banks touched on a variety of other possibilities. A few banks
have established some form of operational risk limits, usually
based on their measures of operational risk, or other exception
reporting mechanisms to highlight potential problems. Some
banks mentioned the importance of contingent processing capa-
bilities as a means to mitigate operational risk.

Some banks surveyed cited insurance as an important mitigator
for some forms of operational risk. Several banks have established
a provision for operational losses similar to traditional loan loss
reserves now routinely maintained. Several banks are also explor-
ing the use of reinsurance, in some cases from captive subsidiaries,
to cover operational losses. One bank noted that the insurer
would have to quantify the amount of risk in the policy and that
could provide an approach to measuring operational risk.

Policies and procedures

Several banks noted that they were devoting substantial time to
reviewing, revamping and developing new policies and proce-
dures. A few banks appear to have the goal of developing a
common architecture or framework to harmonize policies and
procedures across businesses and make them more user-friendly.
These policies and procedures may be based on common elements
across business lines or across risks.
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Internal controls

One process that received special mention was a formal new
product review process involving business, risk management and
internal control functions. Several banks noted the necessity of
updating risk evaluation and assessments of the quality of controls
as products and activities change and as deficiencies are discovered.

Internal controls

A positive result of more interest in operational risk has been a
reinforcing of the value of internal controls and fresh potential for
analysing the role of internal controls in reducing or mitigating
risks. Most banks noted in the interviews that internal controls
are seen as the major tool for managing operational risk. The con-
trols cited include the full range of control activities described in
the Basle Committee’s paper on internal controls such as segrega-
tion of duties, clear management reporting lines and adequate
operating procedures. Many banks expect most operational risk
events to be associated with internal control weaknesses or lack of
compliance with existing internal control procedures.

Interest in formalizing an operational risk discipline appears to be
coinciding with another development detected in the earlier survey
of audit issues. Over the past several years, many banks have
adopted some form of self-assessment programme. Much of the
data for monitoring operational risk, both currently and prospec-
tively, is generated by the responsible business unit’s techniques
for self-assessment of its internal control environment. The results
of such self-assessments can be among the factors used to evalu-
ate operational risk, along with internal audit ratings and external
audit or supervisory reviews. At least two banks described their
efforts to further enhance the incentive to discover and report
problems internally by penalizing the discovery of problems by
supervisors or internal audit more heavily than problems uncov-
ered in the self-assessment process.

The activities of internal auditors were also seen as an important
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element of operational risk management. In particular, the identi-
fication of potential problems, the independent validation of busi-
ness management’s self-assessments and the tracking of problem
situations with the progress toward resolving the problems were
cited by several banks as important to managing operational risk.
In addition to internal audit, important roles were ascribed to
independent financial and internal control functions (including the
audit committee). These may either be corporate-wide functions
or units housed in individual business or product areas. These
areas typically do not focus solely on operational risk. Moreover,
some banks referred to additional resources such as external audi-
tors and the various regulatory authorities as important stimuli in
creating organizational risk controls.

View of possible role for supervisors

The comments on the possible role of bank supervisors reflected
the relatively early stage of the development of operational risk
measurement and monitoring. Most banks agreed that the process
is not sufficiently developed for the bank supervisors to mandate
guidelines specifying particular measurement methodologies or
quantitative limits on risk. Preference was expressed, at this stage,
for supervisors to focus on qualitative improvement in operational
risk management. In this regard, many banks noted the potential
for supervisors to raise the level of awareness of operational risk.
The banks were more split on whether the supervisors should
provide a forum to facilitate the identification of ‘best practices’,
with some expressing reservations about the usefulness of best
practices given the perceived institution-specific nature of opera-
tional risk.

The Basle Committee believes that publishing this summary of the
results of its survey will provide banks with an insight into the
management of operational risk. The committee will continue to
monitor developments in this area. Banks are encouraged to share
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Note

with their supervisors new techniques for identifying, measuring,
managing and controlling operational risk.

Note

1 ‘Operational Risk Management’, Basle Committee on Banking
Supervision, September 1998, Basle.
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